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Analysis and dissemination of CSE referrals
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Strategic and Operational Analysis

EXPLOITING ISOLATION
Offenders and victims

of online child sexual abuse

Strategic analysis: SOCTA, IOCTA and ad-hoc during the COVID-19 pandemic
reports dedicated to child sexual exploitation and
abuse.
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The Hague, 31/05/2022

Operational Reports: 1362 in 2021 and 56 in the
first quarter of 2022.

Nickname PedoGOD
Hurt 2 The Core

Operational Analysis Report

Ewopol Unciassifies - Bask Frosecion Lever
Hondiing Code: H1, H8

Sent to:
FR, BE. DE. L, US #8I, US ICE, AU, CA

AP-TWINS-2022-0AR-43

Renibhied - Do Pretritton Leedd
Handling Code: H1, H3
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Operational Coordination and Support

REUTERS World  Business  Markets Technology Utestte  Graphics th Statesma“ —

Mondav 7 June 2021
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German police make arrests
over massive child pornography
website

German police shut down major darknet
German police arrest operators behind darknet child porn Chlld S€X abuse platform

oot e gianiorpan o After months of investigation, German police have busted the "Bovstown™ child sex abuse
VSR S i W ae authericatian " X . 4
platform with over 400,000 members. Four German men have been arrested.
§ repure rean Fauteny SNE Wb New Daihit £t °°° 3
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German police tave uncovered one of the wortd s fargest underground websites
tor child pornography with more than 400,000 users and arrested four paople
connected to the platform, proseculors sald on Monday.

The “BOYSTOWN" plattarm has existed since at teast June 2019 and was only
accessible via the so-catted Darknet, the Frankfurt public prosecutor's office
and the BKA Fedaral Police sald In a statement,

Opinion Sport Culture Lifestyle

Wworld » Europe US Amerkas Asia Australia Midote East Africa lnequality Global development
Germany @ Tos articte 1s more than Taonth pd

German police shut one of world's

Dark web child abuse image site with
biggest darknet child abuse images sites

400,000 members taken down in global
police sti

toternational subscribers

Kate Connolly in Berlin

neinbers advics on how jo aved arcest, Gir
fvo

4 mar e e s

By Patrick Sith snd Darlo Angerer

LOKDON - German police have arrested four members of a gang
susperted ra be behind ane of the warld's bigpest 3
webgires with more than 400.000 membera worldwide. police and
prosecutars said Monday.

A potice operation involving vegional and federal German officers
raided seven addresses across Germany and arrested thres men
accused of operaring Boystown. a platfarm far distribiting indecent
images and video of children, the BKA, Germany's federal palice —
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Operational Support: Digital Forensics

-

Advanced on-the-spot

Digital IT Lab ’
forensic support

niversal Forensic Extractio
Device (UFED]}

Decryption Platform
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Victim Identification Task Force (VIDTF)

What is VIDTF? VIDTF1-X VIDTF XI

Experts gather for 2 . +600 CSEM series
etke totackie Child +5.700 series analysed

Sexual Abuse Material +1.000 Inte'lllgen'ce
online, using advanced packages disseminated
techniques, software and +550 victims

their knowledge/ safeguarded
expertise +190 offenders arrested

and prosecuted

processed

Likely country of
production determined
for close to 350 of
them

VIDTF operations have been organized by Europol since 2014 and have supported the development
of national investigations.
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Victim Identification: Trace An Object

=== Europol ¥ .
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This is a hotel room. Do U know which one?
This info can help police solve a child sexual

abuse case. Tell us on
europol.europa.eu/stopchildabuse...

Bo _PiusoBD e 10 o
As 1 said, Qin Hai motel, Tawwan,

=z Europol B

This child sexual abuse image shows what is
likely a hote! spa. Do you recognise the
place? Your information can help police save
a victim. Thank you for sending us your leads
on eurapol europa euw/stopchildabuse
¥StopChuldAbuse

&= Europol & s .

peter @under less-13.08.17
Replying to @Europol

marlin-creek.com/gallery.htmil

Q25 1125 304
Europol @ @Europol-13.08.17

who will further check it.

QD 1177 . l@:ls
NaNo*¥, @NaNONL -13.08.17
Give the man a present.

O ek QO 3¢

| Aug 2017
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5128 rerszen 620 e 0 P

Dose tlsix 7T e

Thank you! We have passed on this info to the investigators

mesa @Eurona SRR

Repiang to & e

Thanks a lot for your contribution! The
information has been sent to the
investigators!

5:56 AM - 13 Aug 2014

Breweets Silees LSOO E 2 2
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~ Geek tnked Gl @qpucgeek - 4ua 13 N ~
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v Rerwing te FDuwiaa Ghveydard Rrviveil
T Tel 3 when | do a reverse image search, | do get links to home decoration videos on

=]

= EURTPOL

Europol Public Information



KSTOPCHlLDABUSE
AW TRACE anOBJECT

+27 000

5 23

=

Offenders Children Image’s published Tips Received
Prosecuted Safeguarded on Europol’s 3ince June 2017 untilgSEEe
Website
On first day "
356 000 visits o= i d
4 500 tips "
= EURTPOL Europol Uncassifed - Basic Potection Level



Capacity Building and Networks

Europol Training Course on

Combating Online Sexual

Exploitation of Children
(COSEC)

Specialised Training

Innovation

Networks: specialised international
CSAE networks, EDEN, EC3 Advisory
Groups, NGOs ...

7M€, 3 years, 22 partners
Platform for automated processing of referrals
from Online Service Providers in order to fight
Child Sexual Exploitation Material (CSEM)

EURQPEAN UNION AGENCY FOR
LAW ENFORCEMENT TRAINING

)CEPOL
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Awareness raising

Online child sexual coercion happene o7/ We can help you.
and extortion is a crime SAY NO' You are not alone.
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Amendments to Europol Regulation

Article 26 b

Exchange of personal data with private parties to address the
online dissemination of online child sexual abuse material

1. Europol may receive personal data directly from private
parties and process those personal data in accordance with
Article 18 to address the online dissemination of online child
sexual abuse material, as referred to in Article 4(1), point (y).

. Where Europol receives personal data from a private party
established in a third country, Europol shall forward those
data and the results of its analysis and verification of those
data only to a Member State, or to a third country concerned
as referred to in Article 25(1), point (a), (b) or (c), or in Article
25(4a).

= EURTPOL

Europol Public Information



Thank you for your
~ attention

www.europol.europa.eu




