Date: 2022-11-14
From: Andre Meister <andre@netzpolitik.org>
To: European Parliament, PEGA Committee

Country hearing: Germany

Dear members of the PEGA Committee
Thank you for inviting me to speak about state hacking and so-called spyware in Germany.

I am an investigative journalist working for the digital rights media outlet netzpolitik.org in Berlin.
We have been investigating and reporting on state hacking for over a decade. In my free time, I am
also a member of Chaos Computer Club and an observer at European Digital Rights, but today I do
not speak on their behalf.

I am surprised that I am the only expert in todays hearing. I understand my colleges from civil
society just didn’t have enough resources. And the Munich Public Prosecutor was interested, but is
legally restricted to talk publicly about ongoing investigations."

But that the German government and police turned down the invitation of this committee is
disgraceful. With their refusal to show up and testify today, Germany joins the long list of countries
unwilling to cooperate with your important inquiry. I will show that this behaviour is symptomatic
and Germany shares many of the problems in the other countries you are investigating.

Because today's topic is broad and I am the only expert that showed up, the chair graciously gave
me permission to speak for 20 minutes. Thank you.

In my intervention, I will focus on the use of state hacking tools in Germany, as that is where this
committees draft report from last week? is still short and shallow. I am also happy to provide
information on German companies like FinFisher and others. But with regards to the time, I will
keep that for the Q&A.

I will first outline the history of state hacking in Germany and the cases it’s used for. Then, I will
explain the legal framework and a special new fundamental right in Germany. Third, I will name the
products that Germany has bought and developed. I will then illustrate the secrecy and lack of
accountability of state hacking in Germany. Finally, I will present a laudable initiative of the
German government to regulate an important aspect of this problem.

Definition

First, a remark on terminology. In German public discourse, we don’t use the term “spyware”. This
word is imprecise and overspecific.

Instead, we speak of “state malware” or “state hacking”. This captures more accurately what these
tools are about: intruding into IT-systems, in secret, without the knowledge of the owner, by
hacking them, breaking their integrity and confidentiality, and taking control over them.
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Of course, the primary goal is surveillance, but state hacking is also used to sabotage and disrupt I'T-
systems, or to plant incriminating evidence on them, as we have seen police in India do.? The
difference, if any, is only a few of lines of code.

Also, it’s not just about smartphones, they just have the most publicity. Any digital device
imaginable can and will be hacked. This ranges from laptops and watches to televisions and home
automation to servers and routers, and of course the Internet of Things. It even includes cars and
aeroplanes®, which are now computers we put our bodies in, and medical implants, which are
computers we put into our bodies.

To reflect all this, I use the term “state hacking”.
History
German state entities have been hacking for at least 20 years.

In 2005, the foreign intelligence agency BND hacked the government of Afghanistan®, where they
exfiltrated emails between an Afghan minister and a German journalist.® This is illegal. In 2006,
they hacked a hotel in the Democratic Republic of Congo, where a German spy read the emails of a
German soldier flirting with the wife of another German spy.” This is also illegal.

The foreign intelligence agency doesn’t hack to solve crimes, and it’s not their job to fight terrorism
— that’s the job of police. Spies mostly hack for classic espionage. Foreign intelligence likely top the
list of state hacks. In 2009, they had already hacked over 2.500 devices.?

Another important state hacker is the military. In 2015, the German military hacked a mobile
network operator in Afghanistan.’ This proves that state hacking is not limited to individual targets.
They also hack entire communication networks and critical infrastructure.

Unfortunately, there is extremely limited information about the hacking operations of intelligence
agencies and military, even though that is the bulk of state hacking. The few cases we do know
about only became public thanks to investigative journalism, because the hacking involved illegal
activity which led to oversight actions.

Use cases

Customs and police in Germany have been hacking since at least 2008. The first three targets that
became public were suspects selling anabolic steroids', fake Viagra, and contraband cigarettes'.
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The latter case was unsuccessful, because the hacking software unintentionally damaged the target
computers hard drive.

As you can see, this is NOT the terror or most serious crime that advocates use to justify state
hacking. Nor does it work flawlessly.

But these cases are typical to this day. In 2013, the police was tasked to justify their demands for
state hacking. They came up with a list of almost 300 investigations into serious crime where the
police claimed they needed to hack suspects.'? This sample is not scientifically reliable and the data
does not show that state hacking was necessary or proportionate, as police didn’t say whether they
were able to solve the cases without state hacking or if the suspects were innocent.

But the survey did reveal what the police really wanted to use state hacking tools for. Over half of
the cases were drug crimes. Almost a quarter were property crimes, fraud, robbery, and extortion. In
Parliament, hacking laws were justified with: “forming criminal organizations, crimes against
sexual self-determination, child pornographic content, and murder”."* But the police’s own data
showed zero cases of forming criminal organizations, zero cases of crimes against sexual self-
determination, zero cases of child pornographic content and zero cases of murder.

These numbers are similar to classic taps of telephone or internet connections. And each year,
official statistics confirm that they are also true in practice.

In 2019", German police were granted to hack 64 times and actually did 15 times."> More than a
third of cases were extortion, another third were drugs. There were zero cases of terror and zero
cases of murder.'®

In 2020, the must current numbers we have, German police were granted to hack 48 times and
actually did 22 times.'® Again, more than a third of cases were drugs, another third were extortion.

Again, there were zero cases of murder."

This shows that state hacking is always publicly justified with terror and murder, but it is almost
never actually used for terror and murder.

Civil society

Allow me a personal story. In 2015, the president of the German domestic intelligence agency
personally filed a criminal complaint against me and my colleagues, accusing us of nothing less
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than treason for doing our job®: reporting truthful information in the public interest on the internet
surveillance capabilities of his agency.?! These criminal investigations were later dropped, but the
extreme allegations allowed police the entire arsenal of surveillance capabilities against us. Only
two years later, this would include state hacking.

So the issue at hand is more than theoretical for me. Therefore I want to take this opportunity and
express my solidarity with all the journalists and human rights defenders around the world that have
been targeted by state hacking to intimidate, repress, and silence them. Keep fighting.

The cases we know about are all in the past, but we must think about the future. In Germany,
domestic intelligence agencies spy on anti-fascist human rights defenders® and climate activists®.
In this very moment, twelve climate activists are prison in Germany, without being sentenced or
even charged for a crime. The Police put them in so-called “preventive custody”, for an entire
month, to keep them from protesting on the streets.*

In this political climate, it doesn’t take much fantasy to imagine that journalists, human rights
defenders and activists will be targeted by state hacking in Germany sooner or later.

It is your job to act and stop this from happening.
Law

Let’s look at the legal framework in Germany. The first Federal German law explicitly granting
state hacking powers to police was passed in 2008.% It limited state hacking to the Federal Police, to
international terrorism, and to the prevention of terrorist attacks.

Since then, state and federal laws have continuously expanded the scope and use of state hacking.*
A 2017 law allows state hacking for every law enforcement agency and for a long list of 42 criminal
offences - including tax evasion, submitting fraudulent asylum applications and, of course, drug
offences.”

Last year, a new law officially legalized state hacking for all 19 German intelligence agencies®,
although at least the Federal agencies had been doing this already without a specific law.

This law also obliges communication providers to assist the state in hacking by installing
government hardware in their networks to allow machine-in-the-middle attacks against their
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customers.” The communication providers vehemently criticized this, citing risks for the integrity
of their infrastructure, a loss of trust, and an attack on IT security.

Fundamental rights

The German hacking laws are regularly taken to court. In response, the Federal Constitutional Court
created a new constitutional right in 2008: the “fundamental right to protection of the confidentiality
and integrity of IT-systems”.*

The Highest German Court says that state hacking can only be legal, “if there are factual indications
of a specific danger to an exceptionally significant legal interest. Exceptionally significant legal
interests are life, limb and liberty of the person or public interests that are of such significance that a
threat to them would affect the foundations or existence of the state, or the foundations of human
existence.”™!

That’s the terrorism and serious crime we often hear about. However, that is not what is happening
in reality.

Legal trick

To get around this landmark ruling and this new fundamental right, German police came up with a
legal trick. They invented two different kinds of hacking.* In one, they hack a device and have
access to any and all data on that device. They call this “covert remote search of IT systems”.*

In the other, they hack a device and even though they technically have access to any and all data on
that device, they restrict themselves to intercept and record live communication only. They call this
“telecommunications surveillance at the source”. It was even amended to the same section of the
criminal law specifying classic “telecommunications surveillance”.**

This intentional re-framing of active state hacking being little more than a passive phone tap makes
a mockery of the new fundamental right proclaimed by the Constitutional Court. It remains to be
seen if it holds up in court, as various constitutional complaints are still pending.*

The re-framing has also resulted in practical mistakes and errors. Public prosecutors have repeatedly
mixed-up classic phone surveillance and active state hacking in their investigations.*® And they are
criminal justice experts.

From a technical perspective, the distinction between two types of hacking, based on what kind of
data you exfiltrate after the hacking, is artificial and arbitrary.*” Once you hack a device, you have
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access to the entire device, including all its data and sensors. To limit yourself to communication in
certain Apps only requires new, additional source code and functionality.

This is why Germany has special requirements when purchasing commercial hacking tools. In
2013, the police bought FinSpy from FinFisher.”® But, by default, it was only able to exfiltrate all
data on the target device. So the police made FinFisher develop additional source code to limit the
power of its product.® It took FinFisher five years and three versions, until the tool was in line with
the legal requirements.*’

This is also the reason why German Police did not immediately buy Pegasus. Police and NSO met
for the first time in 2017. But again, it took years of negotiations and additional work by NSO to
develop a modified version. German Police only bought Pegasus in late 2020.*' Since then, they
have used it at least “half a dozen” times.*

Products used

That brings me to the products used in Germany. Unfortunately, we have virtually no information
about the military and intelligence agencies. Only that the foreign intelligence agency uses NSO
Pegasus* among probably many others. The government denies any and all information about this,
even to Parliament.

The first state hacking tool was discovered in Germany in 2011. Chaos Computer Club experts
obtained the commercial malware of a former German company called DigiTask.* They analysed
the tool and uncovered a list of problems: it did not sufficiently limit itself to communication only,
it allowed the takeover of the infected device by anyone else, and it had various other IT security
issues.®

Official investigations verified the CCC revelations.* DigiTask was found to be illegal, and law
enforcement abandoned the product. The company has since repeatedly been sold*’, most recently
to German electronics giant Rohde & Schwarz*, which is also a sponsor of the Wiretappers Ball
ISS World.*

After this disaster, German police developed their own hacking tool called “Remote
Communication Interception Software” or RCIS.* In four years, 29 police officers programmed a
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first version, RCIS Desktop, to hack Windows and exfiltrate Skype communication. An update to a
second version, RCIS Mobile, was finished in 2017. It is used to hack smartphones and tablets.

As I mentioned previously, German Police have also bought the mercenary hacking tools FinSpy
from FinFisher and Pegasus from NSO. But these are not the only tools that German police have at
their disposal.

In 2017, the Federal Minister of Interior created a new Agency called “Central Office for IT in the
Security Sector” or ZITIS.* This agency facilitates both research and development of hacking tools
by the state itself, and the purchase of hacking tools from commercial companies.

The government admitted that ZITIS met and evaluated: the Austrian company DSIRF and its
product Subzero®, the Italian company RCS Labs and its product Hermit**, and the Israeli
companies Quadream® and Candiru>. However, the government refuses to provide a
comprehensive list of companies ZITIS met, let alone products it bought for police and intelligence
to use.>

Secrecy

This brings me to an overarching problem: the lack of accountability. The draft report of this
committee says “A major obstacle in detecting and investigating the illegitimate use of spyware is
secrecy.” And “’National security’ is frequently invoked as a pretext for eliminating transparency
and accountability.” These two sentences are definitely true for Germany.

Government and police refuse to provide any meaningful information about state hacking tools,
with the excuse of “national security”. To this day, the police refuses to publicly acknowledge that
they have bought NSO Pegasus.”® They claim their contract with NSO doesn’t allow this. But NSO
told this very committee that their customers are free to reveal that information, if they want to.*

The German government even denies this information to Federal Parliament Bundestag. Members
of Parliament have time and again asked important questions. But the government refuses to

60
answer.

To protect necessary secrets, the government could redact some vital information or classify
documents as confidential or secret or even top secret, and show them only to MPs with proper
security clearance. But they deny even this.

Two years ago, MPs from two parties said that this blanket refusal is illegal and announced that they
would sue the government for this information.®" Unfortunately, they didn’t. Now they are part of
the government.
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So, like everywhere else, it’s up to civil society, activists and journalists to provide some insight.

As journalists, we use tools like press laws and Freedom of Information laws. This has some, but
limited success.

When we revealed that the police bought FinFisher in 2013%, we requested the contract.®® The
police denied meaningful information, so we sued them® — and won.* Later, we filed another
request for updates to this contract.® The police again denied meaningful information. So again, we

sued them® — and again, we won.®
Yes, we have to sue the police to make them abide by the law.

Four months ago, we filed another request for their contract with NSO for Pegasus.® The police
again denies to provide any information. The dispute is ongoing, but it looks like we will have to
sue the police again.”

But even when we win, mostly we get what’s already public or of little relevance. This is the
contract with FinFisher the police gave us after we won in court.” As you can see, you can’t see

anything.

When the police programmed their own hacking tool RCIS, the German Data Protection
Commissioner reviewed the product. After four requests and five years of waiting, this is what they
gave us.”” It will remain redacted and classified like this until the year 2080.” I don’t know if any of
us will still be alive then.

Many other documents they don’t give us at all. A few examples. One: The Police has
commissioned a study “alternatives to state hacking respecting fundamental rights”.”* This is super
relevant. But the document is classified and locked away.”” Two: The Police has analysed NSO
Pegasus.”® But this report is beyond classified and locked away.”” Three: The Police commissioned
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an external report on its other hacking tools.” But this document is also classified and locked
79
away.

Security dilemma

Revealingly, part of the reason to deny this report is - and I quote the police - “the providers of
commercial hardware and software [could] close the attack vectors used by the surveillance
software (like vulnerabilities) and prevent the use of the spyware”.®

Usually, both commercial vendors and state actors dodge the question of zero-day-vulnerabilities.
Here, police openly admit that they know about zero-day-vulnerabilities in commercial hard- and
software and instead of informing the vendors to close these vulnerabilities for everyone, they keep
them open and secret.

This is the fundamental security dilemma of state hacking.®' In order to gain some level of public
security — even if that is just a dozen drug crimes — state hacking creates immense insecurity in our
digital environment. To hack the iPhones of a few dozen alleged criminals, states and companies
keep all two billion iPhones on this planet insecure and vulnerable to hacking by anyone.

Security vulnerabilities are a danger to national security.?” This argument was theoretical for a long
time, but now we have an example in the EU: The Spanish state hacked Catalans®, and with the
exact same vulnerability Morocco hacked the Spanish prime minister and defence minister.®

IT security is binary. No-one is safe until everyone is safe.

The tech industry understands this.®* ENISA understands this.?® And the German government
understands this. In their coalition agreement last year they wrote: “Exploiting vulnerabilities in IT
systems is highly problematic in terms of IT security and civil rights. The state will therefore not
buy or keep open any vulnerabilities, but will always strive to close them as quickly as possible.”®

This is a much needed first step. Unfortunately, the German government still didn’t implement their
promise.® But this committee should not fall behind the German government. Your final report
should mandate both state and private actors to fix all vulnerabilities as quickly as possible, without
exception.

Conclusion

To sum up: State hacking has fundamental problems. This is true everywhere, also in Germany.
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If the German Police had the courage to come here today, they would have claimed that state
hacking is: necessary, proportionate, accountable, and used only against terror and the most serious
crimes. All of these claims are false, and I can gladly provide more facts to support that.

Instead, I agree with the EDPS, who said that state hacking “poses unprecedented risks ... not only
to the fundamental rights and freedoms of the individual, but also to democracy and the rule of
law.»89

Beyond that, state hacking is also a danger to IT security, a danger to critical infrastructure, a danger
to public security, a danger to national security, and — as the hacking of EU institutions has shown®
— a danger to European security. Let’s fight this danger.

Having stressed my time already, this concludes my intervention.

I am happy to discuss further issues like German companies or possible areas of action in the Q&A.

Thank you for your attention. I look forward to your questions.

89 https://edps.europa.eu/system/files/2022-02/22-02-15 edps preliminary remarks on modern spyware en 0.pdf
90 https:/netzpolitik.org/2022/staatstrojaner-untersuchungsausschuss-die-eu-kommission-verschweigt-wie-oft-sie-
gehackt-wurde/
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