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fomments from Facebook on the European Commission's proposal for a Regutation
“Din the protecton of individuals with regard to the processing of personal data and
an the free movement of such data |Gerera] Data Protection Beguelatisn)™

Thiis paper sets out the views of Facebook on the European Commssion’s proposal fof a
Regdation “on the priection of wdnnduals with regard o the processing of personal
data and on the free movement of such data® (hereafter referred to as e Reguiation'}:

Factbook's mission 5 3 £hae people the power to share 2od meke the world moce open
and coomected. With over B00 mESon users workiwide, the impact on people’s thes
rarg=g from actve parBupation s poTteal dizlogue bo persosal stories of farmies
betng reuntted 15 unprecedented.

Fecebook = also a driver of economic growth and job orestion: A recem study from
Deicitte found that Facebook 2dded mere than £15 bffon i vale i the faropean
Efeizon an 301L, stpportng more than 230,000 johs. & the .S, 2 simifar study foumd
that appfeations kil on Facebook's platform hawe condvibeted at jeast 152 744 new
Jobs 204 ower 512.9 biSon wages. Facebook therefore walroemes the fact Bt one of the
pliectives of the furopeen Commission o propesing the new kegistatve fremework on
rate Protectica is o faster growth and jobs.

The revision of the Bats Pfrofection Directive has the polential to facitate innovation,
2nd provide consumers with greater trerspacency end control Facebook befiewes that ®
i possthle to bave sound privecy regulation and a thiving digital sector. The new
legstatrve fremmework should focus on encouraging best prackices by compeniss He
Facebpok rether than on setting ot dela@ad technical niles that wil rot stacd the test
of v and may be fresrating and costly for both service providzrs 20 users

Prrraey is 2l the core of everythog that we do onm Fecebook and there are theee mam
pricciples EURiing our pOrECy programane: bensparency, Lootrol and sccountatdiy. We
are transparemt zbout how the data usess peovide & handied by Facebook This B
expizined m sipla 2 cizer Binguage mn owr Data Use Poboy document [avadable &t
wowew facebook comfhelp). We empower users with coatrol ovar their privecy setings
every time they share content. With our ‘blne cootrols’ people can choose the
audience with whech they are shanrg coment every tme they post. When 2 user
chooses 1o insizd a new applzaton on Facebook, they are wiormed via a popup
wrdeon ahout wiat data that appEcation meeds to access end the user muse maks an
ackive choire as to whether 1o accept thes data wse before estzng the application. We
hold oursetees accoumtable frst and foremost to our users and of course to regufalons.
Al wsers oumssts of North America hawe a comract with Facebook ireland, which =
reguizied by the kish Deta Peotection Authodty [DPA) - the Office of the lrish Dats
Pretection Cosnomussicnes [DPL].
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This paper addresses ten key asperts of the Repulaton indicating which elzments
Facebook encourages policy makses to consider revasing. We suggest thar four ssues
shoedd be pricritsed o this respect:

1. Jurisdiction/ Ome-5top-5hop.® Facebook weloomes the core prisecipis of a sngle
Data Protecton Austhocity [DPA)Y hawing kurtsdiction over companies that operate
arross muitiple fwropean coundres, but we f@vwe conceens sbout Telated
prorasices that coefd vndermmine the intent of the princicle and create degel
encartznty Tor busesses.

2. Coosent. Indviduals shoodd be eble to exerose coatrol over what personsl data
eofrgpanees collect from them and how they se i, but the propesed regoérement
For cocesent will orpaT commpanies” abZity 1o innovete asd negatreely Enpact on
the indiidual’s peperiencs

3, The Right to Be Forgottsn The righi to be forgotien, as drafted, reses maor
reecerns with regerd 1o freedom of expression oo the kternet. There s alse a
wisk that it coudd restt in technologically Erpassible ctzatices. The gogl shoufd
be to find an appropnate balance between an ndividual's ight to coctrod b or
her dats, another's mght o free expression {to comment about other peostel,
and the practical reafity that once mmemnation i sbared [onSne oF offfine)
Turther shanog is dfficul to oontrol.

4. Privary by Design/Privocy by Orfouft We believe thal industry should be
guited by the Privacy by Desgn’ princgie when buZding produocts and senaces.
However, pursting “Pravacy by Default’ does not sufficeatly t2ke into accoent
tha specifc nature of socisl retworking seveces where peopla siznup in ocder to
share ard coonect with othems. The Regulation shoctd be revised to take @30
2ocoerit bhe coctet in whach deta 15 collected 2nd processed.

We Sstarsd ready to descuss poiris OF cGetad abocrt o the legsshrtion mught be improved
with policy makers, Intesnet user groups and other organisations in the iesemet 2o~
Sypstern

Below & 3 detzZad analysis of the main aspects that Fecebook conswiers woedd merit
imgrowestent derirg the kegskative process:
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FACEBOOK

1. Dzta Protection Authority J0PA} compotence

The core principle of 2 single DPA haying competence aoross the EU for multinational
companies & welcoms, thouph we bave concerms about related provikms which
could undermine this.

The proposed Pegolation provides that the Deta Protection Avthoeity (DPA) of the
country hosts the Eurcpean Headgarters ofF a busmess # s jersacion oo behail of
tha rest of the ELL

Facebook weomes this provision ard the Evaopean Commissson™s mitiative o bring
aboyt more harmonization fo B Date Protection iepisiton and espocaly DRA
st by creating & *one-stop-shop” —ie a single regulatony atthority for the whole
EL} mzrket. Stce 20010, Facebook ireland 1td has provided Facebook umers mn faaope
with ther service, and has been sUlect to oversight by the OFoe of the kish Deta
Proteciion Comsmissionar {DECY B irish DPA, for complance with Irish data pootection
{aw.

Farebook is 2 feader among global Bternet service providers i 85 transparency aad
witngness to engage with European DPAs and will cortinue bo take this constructve
Zppreach to meesting its obligations to s users. Beig estzbiishad in Feland, Faoebook
Teland i regifated by the Iish OPA. Feebook has recently been the subject of 2
therough and detaed aodst by the Irish DPA, pubSshed 21 our wlition on 21 Decencber
2011, on its practices 2rd policies. SubstantEl rescerres were Sedicated to eoscrs that
the OPA had 21 the irformation il needed to condet a comprelessive zudit. The auds
imvohved theee mocths of rigonens exeminzticn, 2 the fral OPA report demonsimted
Facebook's eomsgtment not only 1o complying with Esh dats protection law but also to
ag the kish audit are extremely iraportin] in demonstratng complence with the w
ard wordd e to obtam fegal certeinty that a true “one-siop-shop™ wit be appled in
Ewzope.

Frticks 53 prowides that when a d=ta oontrolfer &xdfor deta processor 15 estabished in
several Member States of the Europsan union the responstble DPA will be e oo of
the mamn estebishment However, @ remeSns undsar whether the “voe-stop-shop
peinoie apples n the case where a tortoer 15 hased ouiside of the EU.

In the caese of Feoebook, Facebook Inc. (based in the ©5) s & dxta processor for
Facsbook brelerd,. As 2 data proessor not estebfished i the EU, Facebook I &5 £0t
subsect to the Regulriiom bt o Facebook Ine were 2o to ba regarded ac @ data
coctto®er For the porposes of the Regufation, it wosdd not be abfe to benef from the
"ooa-stop-shop” princple. The senplest way of providing the gregtest degres of
certanty for both imtemational companzes and mdEvicuaks in thiis respect would ba to
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amerd the roles dealing with the applicabTity of the bw {Article 3], so that where the
same processing of pesond ca kes plae i the contend of the activties of an
estzbEshment of a controer in B and the actvities of 3 controfer within the same
corgorata geoup nod etabfished in the EU, the EURbased cortrofler would be
resporsible for EU data prolection compBance @ rspedt of the deta processing
artiyities ta¥ing piace withi that corporate group. As @ consequerce, the supersory
auvthorty of the man establisheyent of the controfier in the EU wood be cormpatent for
the supenvision of those dsta processing acthities. Facehook believes it this would
entrnce the cljectves that the Europesn Commission had in micd in ensuring that the
"ora-siog-shop is nobust

Fatebook is 2lso concerned that there are a series of articles that undermine the power
of the leadng DPA, which coutd kead {0 consistencies end tase-bycase deosions in the
appiication of the Regulaticn and create lagal uncertzinty for businesses. In particuar

- Mutzt assistance - Under Asticle 55[8), an EU DPA can teke a pronasonal measers, i
the kead GFA does not answer their reguest within one month. Fhe DPA of the m2n
pstabshrmert might have legitimate reasons for delayig the sdopoon of 3
prowisional measare and this showid oot undermine B competerce,

- oot operetions of supenviscry 2uthorites {Aride SB) - The right for each OPA o
participate 10 joimt operations equelly fises sgmificamt ks with regarfs o the
“one-stop-shop” priveiple. As we wxderstand il the proposal is that any £V OPA
would have the right to be volved in 2 joi Tvestization with the desd DPA. The
Tead DPA could ewen coster thelr twestigative and executtve power to another DPA
This creates siproficant legal vocertaiaty for businesses, which have been dedicating
rescaifteste cooperating 2nd deabng with theriead DPA

- €omsistency mechanism jArtickes 57 — 63) These provisions ane aimed at ensaring
arity ef apphication of the Regulation in rel=tion to processing eperations, which
may concern data subjecks in severel Member $iaies. Facebook supporis the
ohiectiee, however some of these prowvisions. raise a risk for the lead DPA having ifs
powar tndermised by the frropean Oata Protediion Board [EDFEB), the European
Lommmision = other DPAS. Thes i another potentizl area of legal uncerzry for
busTesses & risks cregting lorg debys in key decsions, winch covid kave a

L. fonsent

Usery shoold be able to exerciee comntrot over what persoas? dota compantes coffect
fromm thesp and hoer they use it bt the requirerment for consent shoold not Eead o an
ovesty disrupted or disjointed Intermet experience.
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FACEBOOK

The Regutaticn prenades enhanced requiemants when costrofers rety en data subject
tocsent to legitinee data processing.

B s imporctant to keep nmand that services ke Facebook are designed for people to be
2hle to eonnect and share information. The zudt condocted by the Irish DPA 2t the erd
of 2011 determined that in the case of a socal network, a wer provicdes consent upon
registering with the senvies. Furthermore, Facebock provides extensive wfocmztion oa
the site about how information is used and people widerstand how the serice works. in
2edfitem, users need to provide thesr specific and express consent to developers at the
time when they download a rew appeation

The fughly prescriptive neture of the reqursserss for consert coctzmed i Artickes 48}
F{2) and reqtal 25 coctd potent=fy rEqote MorE itrnswe mechenisms o ask for
consert for specific acthvitias. This camries the nsk of inendating wsers with fick boxes
arsf wamrgs. As well as afecing the eser experience, this inevitably will fead o 2
putenta] “devaluation” of the prncple, and may make it haedee for users to make
judgments about when & is appropriate to g coosert or withhold it

Faeebook urges poficy makers to consder Fufy the impSeatiovs of such owverdy
PrEscTitive prowisions that would have an adverse effect on user-experience and could
risk endarmining the chiectves sought.

3. Right torbe forgotten

The right to be forgotten needs very careful consideration. As drafted, & raises major
rencerns with regard 1o the right of others to remember and of freedoro of expression
on the Internet. There & abo a2 rik that it could result in measures which are
tedhritcaTly impessibls to apply in practics and thersfome make for bad bw. A right
babrwe shoufd be found betasen deta sebict’s right 1o get their deta deleted, the
fundamantal rights of other mEvideals and the reafity of the onEne smironment.

The proposal presevibes & nght for people to heve therr desa deteted znd also regesres
data controlers to fake @Y reasoczble steps to obtam erasure of content copded bo 2
thod party website or application. #t is importart 1w Gfferentizce between three
thalanges peesented By tha “right to be fozotten'

* The frst 5 0 refzton to people who have posted personzl nformation aboat
themselves ookinge ared izter wish o delete that mformation. Farebook Bebevos
that o prmoipte thes is @ right people should have and their decisions shoold be
eomplied with 27 respected. Theretore, this s somethng that Facebook already
cffers — wsers an dalete wefodual rems of congent they hawe posted on thear
Tinsline inthoding thew whole acooum at any time. bn thes respect, FBA is
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working with the irish DPA to provide greater transpacercy and covdrol to wsers
rer the deletion of other mboemation. That said, thés may need to be halanved
zgainst the rights of ethers b remember, wheh, i the toctesd of Facebook,
means that some wers may wish 1o retain oo thewr acount oiformation posted
by others in the past

The serond 5 i relaticn to the practicel dffiodty to wentify the necessary
riformation to eoswe complance with the right 1o be forgotten. This chelenge
2rises i twor spedic sttuabons:

o The first situsstion concerns the defetion of personal data of an individual
mzde avafable pofine by another individuat in practice, the operztor of 3
website or hostng platfiorm Eke Facebock s untksly to kmow in very
mamy cases whoch eformation ava3zble oo the platform constitutes the
persona data that should be defeted. it B vrtvaly enpossBie to costrol
what infocmation miBons of users may male avedable asbout other
indrdiduals — meny of whom wil not be usens themsehes - and to
determine wiere a1 of the informztion is and whetkar that mformaticn
&5 the personal data ef the person making the request. Therefore 3 broed
obfgation to delete any information made avafable by wsers upon
reuest of cother indhwduals would Ee Bhkely to presesmt major
implemertation chafenges to the exdent that it would be practicaly
urwrrkabla

o The second situation coocerms the specsx provision under Articke 1721
wiich requTes mfoming thord parties of the request for dekstion of s
in of copies of an indraduals personal data. This would onohe
idertifying aay such Enks or copfes of the mformation esewhere on the
Internet ard cocrrmunicating with those responsitde fr placing the nks
oF copyang the exformation to request such Brds or imfommation 1o be
deleted. fp=n, we do not sep 2wy practicehle means for senvices ke
Facebook to cortrol witch Ends to or copies OF snecae™s porsonal data
aast m wher places on the Temet, ket alone communecase with the

I oty o meet swch obSpations, service prowiders would in practice be
obliged to ‘mordtor’ peoples’ acknities across the Indermet Facehook is
strongly concerned that il oould abko dead fo the interpretation that
toatent related to the data subfect that requests &t The erasure of data
hosted by other services 5 not within the technael power of the
‘wiemmedary and directhy confcts with the way the Internel works and how
the current abZty status of mteamedBaries i designed.
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*  Tha thid & in relation to any personal deta made publicly svaiiable and the fect
that thers may be strong growds to justify under certain circumstances the right
of others to know certein facts conceening indraduzls, as this s clesaly lnked o
the sight to freedom of expression and cther deocratic valses. It is clear that
there is 2 potental condfict between the right for peoplz to express themsefves
and the privacy rights of others. Faoehock urges policy makers to cormider fully
the implications cn the open Etemest and persoral exgression as ey deisming
the right balarce, The scope of freedom of expression coestemed in Artice 5D
and further darified @ Beditzi 123 is defined quite narrowty and shoufd Be
exderded 1o oover for example mere exgressions of opinion, wser generatzd
content and more penersfy retugnise the netre of new Forms of
communastion sach as Bogging and sodal retworkmg.

Freally, the debate on the “right to be forgotten® afects @ remrder of Intemet services,
which rely on uses-generated conternt. This issuz 15 not urigle to Facebook ot socisl
networkeg. Poboy makers shoudd take imo accotmit the "right of others to remember™
&=l reach a balanced conckzsion which respects freedom of expression.

4. Privacy by defach fprivacy by desien

“Privacy by design’ is 2 welcome principle but the accomgenying ‘privacy by default’
principle takes insudficient account of the sharing ethos unslerpinning social network
services. The Regutation shoufd banve respect for the context in which data is collected
ant processad,

Facebook weltrses the introdustion of the “privacy by desipn” priesapie in Acticke 23.
Privacy is al the cove of everyifing st Faceboot does and as part of its work with the
trish DPA, privacy Iy design, is a key component of s privacy prOETET=re.

Facehook belioves that people should kave comtrol over each pizce of content they post.
That is why Farebook empowers peopla with robeest tools 2nd echocetes themn with toed
tips a2d confirmation dialogs the fist £me they skare, which helps t0 ensere that they
are sharig with the people they w2t and that they now how to 2dfust their settings
for thee fusture.

Faoebook regreis howeser that this provision doss act 1=k ints aoooum the specfic
naiae of serfal netwoeking whers the very reason that most peopie foin &5 to share and
oot with cthem. Specifealy, Adicde 23 alo Erroduces the notion of ‘prvacy by
defarX’ arvel requires that, by default, only personal data thal are mecessary for 2
speciiit purpose are 10 be procesed. &t further recrres that by defeuit "personal data
are net made accessibie to an indefrite number of indiicinks’,

7 I5F34 7012

At Facebesok, the recommended &itist aocourt settings are thosen to 2flow pecple to
exfy find and comnect with ther friends while protecting meore sensithe infocmrtion.
Meee importanthy, with the infine coctrods irtrodhred & Rugsst 2011, peeple are zbie to
choese thesr privacy settings each and every tme they post content by decifing the
zudience to whoom it s viewahble.

Facebook aho beteves that settings should He agesppmpeisie. This & why speciat
Exitations are o place for e under the age of 18- These putomaticelly Fonit the
ureler 1R sharing bo a much smaller subset of pecple, which substamtiafy reduces their
wisihiSty. Under 1Bs also cannst have pubSe search Bstings, so their proffies do oot shone
up i poilic search engines urdd they have turmed 18,

Facebeok therefoee suggests that this provision is nesisied to take into account services
that are expressly desiered for the sharing of persomal data, such as sordal nersorking
sites. Tha Regutation shouid have respect For the context m which das is colectad 2md
processed

S. CottroflerfProceseor .
Proposais regarding the definition of the data controller need to be narmmowed down to
erene that companies can operste eficiently with kegal certainty.

For the purposes of this Regifasion, the data cootroder for EUF Facebook users &
considered bo be Facebook Ieland Ltd &d the el processor is Facebook Ex in
Ca%forniz. Facebook wouhs ke to maitam the darity of 53 structure, Facebook has for
2 loog the By ecceptad s responsiboty to M users oy Europe 2o since 2010, these
1zees have been provicied with thesr servire by Facebook irela—d. Thie structure &
eorpliant with Lrish deta protection jaw and is subject b oversight by the lrish DPA.

Fatebpok & comcerned, however, tat the concept of dzta processor in the Regiflation &
nol clearfy defined and, & 3 resuit, there may be sfteztions where a dats processor may
urjstifiahly be regarded as 3 data contreller. For exanple, uncer Article 2B K a2
processor is considered to be kg independent dadsions then that processor will be
desvad =5 a controlier. Facebook beSieves thet the interaction between the two
concepts might sase practical difficutties when a &2z coniroller 2nd a 2t processor
are part of tha same oompay group ard bath parts of the grean eollaborate oo a daly
hass The polickes and protocolk wil ba defined by the dats cootrofies, but often
implemented fdapendantly by the data peocessor. To avoid 2wy iegal unceriaTty,
Faceboek sugeests therefoce that the defirstion of @i processor s modSied to aSow
tertain elements of co-decmon-making.
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Article 32 imtrodlutes new accountability provisions on controfers These indhede
requirements e demonstrate complance weth the Regutatica throogh the adopsion of
mtenal polices, assgmment of intemal fesponsBinies and verfication of compYznce.
Fersbook agrees with these provissons, howewey there may be some Efficclty o
situ=tions where the level of prescrztion i the Ragelation is such that they may ol
reflect practites that are othevwiss appropriate to sefegeard personal data. Facebook
therefore suggests thet thes Article requires iurther tonsideration by poScy makers,

6. Secority f Sta Breach notification

Consirmers shauld hawe a rfight o sease and recponeiife handiing of personal data
though there i a risk that the overly prescriptive mature of the Regulation coudd
erexte a leval of bureaurracy that distracks organiations and requfators from
ackimving the principal chjective of securing personal data

Farebexk takes the security of Is users wery sericusty. The lnsh IPA coceerended
Farebook on its ongoirg foos on the prtechon erd seturity of user dxta. R
ackrowledsed that Faosbook makes innowatne use of techrcdagy to sentify unusi=l o
fuspicioiss extidty oo an acceemb Facebonk beleves that poboy makers shoold
TECOENEE Emovatiee approeches to seourity. For esampi®e Faoebook prommgtly warms
users i their accoumi has been cormpromised. B a®ows 2ccess to the fst log-in attempts
ar4 prevides wsers with one-timae passwoeds when they fog m from unseoured locatons.
We work dosely with snaysts, engineers, fravd experts arsf securtty Ereestigators o
prEvert abaese, tefeat onmnals and help manitain Faoebook as a trested ervironment.

Farekouok 5 coneermed abourt the overfy presoriptive mathwe of the proposed security
prowissans and guestioos whether they &dd amything to actuely enbancing secuzity.
Lieder Asticle 31 data breaches mast be notified 1o the selove—st DPA where feasible
within 24 hoors. The DPA retification regudrement &5 an absokite requirement, which
means that, in thecey, even the most oy breaches musi be reported o the DPA
Facebock 15 poncermed that ths wil ol a%ow for effectiie poamitiration of the mosd
seriots Dreaches. The obfigations ako crdzm prescripthe requaements for the
provision f mformation to the DPAs, which creates 20 additional Layer of bureaueracy
Furthermore, BPAS may not have appropriaie resoartes {0 prompidy deal with these
ratiHcatons and thes weedd urdermine thesr effectiveness and the confidence in thea
roie | ensuring thal deta controflers properly Farcle wnportent pesonal dets bresches.

Simiarly, uroder Artidle 32 kot breachss nead to be notSied i deta mbjects whern the
bxmach 15 FXely to adversely fiect the personz! data or privery of the data subject. In
this nstance, the notfiction must be made without widue delay. This provision raises
the same coroemms as w Arbcle 31 namely that, the 24 hour dearfine i too short, the
informatien to provide 1o the data subgect s extenshve aod that data breach s not
clearly tefned.
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Furthermore, gven the beoad defnition of data subjects in the Regutatan there is a sk
that Facebook woid be chfiged to isform a1 wes whe have accessed a page, group of
profds that has been exmpromised. kn srder to avoid such a sty and tumbersome
pEroress, Farebook ssgests that the soope of this article ks nemewed down

7. Children

Farebook broadly supports the spedic popossk amnmd children amd d=ta
protection and Sugzests that a karmonirad definitSon of 2 child for the pupose of
dotn provessing & set It under 13.

Faredook beBeves thal Intarnet services should be designed in an 2ge-aproprate
wary. Dur poSey 15 i you must be 12 €0 have a Facebook accoredt and there are
different privacy settirgs m place for wsers aged between 13-17 as deseribed above.

The Regrztion defires a 630" as being snyooe wnder 1 Facebook @restions whether
2 genersl definction 15 appropriate tn the costed of this Regutation and whether this i
the sppropriate age n relation to data processing of a chfd in 2 coctexs. & the
defindtiog is to remain i the Regitation Facebook would reroonmerd & k2rmonized
defirction of a chAd for the porposes of dota processing. set at the age of under 13, in
firse with currert practices.

Facebook weltomes the specific peowision 1 Article B that for ooline senvices paremz]
consent &5 oy requied for chddren wnder 13, Under the same proviseon “verifiable
parenial consent® is Fogefred “toking into consderation avelable techoofogy”™. Although
bepfud, it is SEEF umckear in what form verifiabie consest should teke aid this & left to be
gefined by the furopean Commission at 2 bter date. Facebook believes that meny
nnrative solstioos can be found for chaPenges oo the itemet, inckading the proveson
of perental consent, 28 would therefore wish to see these provisions implemented v
surh 2 way that they encourage rether then m thes mmovation

Facebook supports Eftisthes 2smed 3t provdTg ohidren with spedfic edocational
material using sivgle lpage, explnung the prracy polity and empowernng them o
grve wformed consent abeet the processing of thear data.

A Internations? data trawsters

Fecehook weltnmes the progress has been made on the imtemationaf data transfer
front. However the Regifatien creates severs] requirements that will be of concern for
2 soceal L
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The Regulation only afows data transfers outside of the EEA if the conditions set out in
Articles 48-41 gre compBed with

As with the current Directive, transfers to non-EEA territories with an adegiacy finding
are permitied. Under 41 {3) and {5) the Eurdpesn fommmiission cen degide taat a
ecuntry. but alse, an orgenization (for ex@mple, a private company} Goes not meet the
adequais evel of protection. The current practice & that for Facebook the kish DPA
resporsibde for decidg the adequacy of a private wTpanim=tion to exeoute intermational
treasfers znd this shoutd remen the case.

To ensure the oomptiance of its Eternational data transfers, Faoebo ok emphoys diferemt
rmiechanisms Sehuding: weTs consertt; strong data brensfer ciauses in Its dats processing
agreement; and abke refes co e EUHUS 52%fe Harbor Agreerent. The Safe Harbor
agreement bas helped many stert-up companies grow and ofer theyr senvices to more
pecple & e cordidence thet their iegsl obieetions are met. Farehook fas for a kmg
time Ffty accepiad its responsibSty o Bs users in Europe and participated in the EULLIS
Safe Herbor Agreement for data processing for several yeaas. This was a good way to
meel its obfigations o pootect the prvacy rights of users in the ELF before it had s
operations wel estahEshed in Eurcpe. A recognition of the Sefe Harbor sgreement in
the Reputation woutd be walcomed,

Fapebook is ako ooneemed alout tha extra tryer of bureauracy, whoeh b created by
the requTemsnt urder Article 42(4}, This refers o tha situztivo in which the contrackei
chuses indhuded m the dala processing agreemen are not stendard arsd B cortrofer is
requred e get the prior awthoriztion from the lead authority {Arbck 34), or froc the
Eurnpean Data Protertion Board [Articks 57, SE)L

Finzlly, Articke 4 speciiies the derogations from the general prokibition on mtermatzred
dota trasfers. The dota trensfer will be authorized o 1) t & basad on a legitimate

-irderest of the cootrm2er or processor and {2] the transfer cannot be guaffiad as

freqeert oF massee, and {3) the omiroller o processor has assessed 2¥ the
ticumstances and adduoed appropriate safeperds with respert to the protection of
persoral dzta. Whist this 5 a positive development, the reference tv "rot being
frequent or masshe” reducss the potential benehical efect of 2Towing ocgRne=ztions to
determe the eppropriate safcguands that may otherwise legitmze an mtEmational
data transfer.

9. Zanctiom

i3 IS

The high [bwel of potential sanctivrs for breaches of the Reguiaton risks teming
relations  between tompanies and regvikators Gtn a oombative one and ey
undenmine the incentive of internet compankes o imrest in the B,

The new propossl fias 2 regime Bt indades very harsh Fres for dreadhes of data
protectivn Ew. These colld be as Righ 25 2% of the giohal revenue of a commercial
enterpise.

FacebooX & ooncemed that the magnitude of potential fres wiFf oeate 3 dsixentie
for Inno@ation and assocated job creaton among intemet sennce companizs. This coutd
be a major How for the European Uricn ghven thet the intemet sector s widely
recogrized as the major driver of 300 cestion and growth; the Single Digital Market
concepl the Eurepean Unson is deploying recognizes this m many ways.

Rhovecser, # should be boree in mydd that the level of potential sanctions might oeate
3 disineentive for open engagement by compenies with neguiziors. Facebook's
Gteraction with the irsh OPA and other regufaters acpss the EU Bas shown that a iot
can be achieved through cpen ard tramsparent daalogrse, even on Gfficdt issees. A
regime that threetens Businenses with such heavy Foes woadd imperd that cooperation
znd drive people #way from an cpen relationstep with DPAs. Utenately this widl not
deEver pirvecy benefits as effectively as a less lifigous model Prety to be engendersd by
tha proposed s2ncbions MREITEs.

10, Powers of the Commission to extend the Regulation
Froposaks o grant the Commission wideranging powers to extend the Regolation
should be considered carefutly.

the Regufstion inchudes 25 insterces where the Commission fus gented il the
power {0 extend 5= Begolation by edoptig delegated acts in zocordance with Artide
B6. Famsbook & torcemed that thes appmeach might compromises the level of legal
certaty aforded by the Reguiston.

farebook 1rges policy makers b ensure greater certzinky by designing the process as.
tramsparzntly 35 possible and ghee the oppochmity to the sty and other
stadehoidiers o partinipate il
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