
£ommenn; mm F.aceboot: DD the :European CoJ .... aissioJ.'s. prnposal for a Regulation 
""On 1M protection cri indiwlduals with repn:I to 1fE. proces:sing of personal d;na and 
Qt'L the free.mowemsrt of S!.JCh dirta lGener:a:t Data P'n:JteI:ti:i'I ~r 

TI-.is paper SEts out the views c..f Fa.cetool 00 the- European Corr..rriission's proposaL fur a 
~ "on Ihe- prtFtection of md"rndiEJs with -regard to- the proc~ of persona. 
d3n Gr.d on the tree movement of such data- (hereirlter refe:rred to;as the "Regufat1on1 

Fac-ebooI:'s mission is tu p!ie people the pO'fo-er to s:h2re 2r,;:i mal!! the world mor-e- -open 
and tal!lE'Cted. Wrtb ~ 800- melon users '.-:orkiwlIle, the lmpact -on peopte.'s five; 

ra..~ from artMo particlpaOOn E'I PD~raf dla:1oe:ue to personal st:orle5. of fa~ 
betng reunr-..ed 'IS ~edented-. 

Faaboot IS mo G driver o.f economJr ifOVoth and :pb aeatioo: fA recent study from 
Dek:,;"'ttc- foc..nd that fat€boot iOded rTX)fE' than fiS bi!Eoo In va~ iUI the f!lJl"Clp:'an 
Union In 2011, ~ -rr-..ore- than- 230.0::0 j:Jb5.- In the U5.,. a sirnffar 5I:lJdy round 
that app-=ut1DTl5 b:t.'Il-on hceboot's piatfmm -hal1e OJ~ied at !east 1.81,744 new 
jeb5 a.""ld oYa" $12.9 bIT5::>n r,uages.. F;a:c:eb:::o'.: tfle-rEfon. .... <eIo:cne5 the fact Ihrt -one of the 
~ at the E..-ropean CcrnrniSsioo ~ prr::Ip:)Sing the rIEW Ie!;~ fra:me-.....:Irk on 
O:ati Pm"t-ect:icM 'is to foster grov. th- and jobs. 

Thi!: revmcn -ut the Ozt:a Protection Oirective tes the potmtiaJ to "facGtat-e- lI1I"IOYifbon" 

ar.d pn:r!i'rle- 0X"IStIr."le!"S -.ith grea!er tTi!::!lspiarencv and oontrol ~a[Ebc;Ql befiewa- that it 
IS p:m;!ble la ha...e- .5OlJnd -p-tivacy cegl.l'truon and -a thrMr:@: digital st'd:-or_ lbe -new 
1epslatiYe-~ sf":cdd focus on e~ -best prad:Xe!o by wl1".lpZn.~ ft:e 
facrllook rather tteo -on SEt:tir.s -out deta~ technical ru11!!S tha1 ..... -a r:ot stand the test 
of fu..e- ar.d nay be frusaI:at1ng and c:ost:ty for battt 5ef\!'a ~ ana-users.. 

Prtta~ is at tile core of E'\'eI)'th...~ that .... 1:' do on F2.cebocl i!:"..d theft!: Ga' ttLee' m=:n 
pnr:ap!es gtrid"T.16 -Dt..T ~ progra-n:une:: ~rqr, o::rtroI and aa:ou~. Wf!' 
are- baJl5fIdl eJil i!hotlt haM the data USEf"5 pclJ"Wie is hand!ed by Fareboot.. ihiS IS 
~l!led In sirnp!<! a."'ld -dear fanr.~ m O".JI" Data Use ftol;::qI d:x:urnent r~ble at 
""""'''"fi..f:aa:book..wm/he1P~ ~ ernpo-w2r ~ wttt. -mntroI m'a" their prMq SEttiniS 
eway tkiJe they share c:ontent. Wlith our ... rn....';e ror..trcts' ~Ie Gin d:!oose !he 
a:utfcoce w.""S;h 'IIit.Ech they 2fe :shmr"oi ronte:nt every time they post.. When a IJSef 

d"~ to "in5GI! a new ;a;JllX2t1on on fiICebook,. tt:ev ere u:furrned via a pop-up 
... .r:dcrw i!bcut ..mt -data that 2~ needs, to ar0:s:5 2nd the user must male- en 
actve dlo:ce ;as to- .... "het:her 1:0 ~pt nz -data use before ~ the ~ We 
hOOd QUT5Ei"r'E!5. a::c:xmtabIe f.i"st 2ind fon:!~ to 0:.."1" users- i!iild of course to !"t'gik~ 
All- USie-r5 QLJtS!ri;:! of North America b3.~ G contract with faahot:tt tr~, .... fuc:h IS 

rEiula..aJ by the kish Data Protection A.uthOfity .[DPA) - the Office cl the Irish Data 
Prot:ea:ion Cc:m.-;ussiO.JeI" [DPCl. 
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1""M paper 21ddres:ses t-en le'l aspects of the P..ei:u1ab::1n irHf:c:ating .... ilich elic;nents 
faatook enc:ourages pottq- rnakeo 1:0 -consider rewstn,g. We ~ that W_'f 1:S:5!.'C5 

~ be prioritlsed n this-respect: 

1 ~Sbop.. hceb:xlk: weIoornl!!!i thE! rore pit.dp-~ -of .a sir<5le 
Data Protection Iu."""thocity IDP/IJ ha'.-q: ~ OYer companies. that .operate 
acrns5 mLrltJp-~ fL.::;opean rouOOies,. DI1l we- rn'R ctlncem5 about related 
p--D'i'isiotis tIet -cou'td loT.lderrnir!e the ntent of the plinCfp!e and- create legal 

~ for busDe5:ses.. 

1:. Cotimt.. (nd;:"Vid!u..a!s shodd be- able to exerase -rontroI O'ter what penoreI data 
oor.r:pan:es ctiI!ect from thcrr. ar:d he ..... they '!!SI!: it:,. bt:t the pr-opD5E'rl reqcTement 
for ronsent w.iI]-~ -cc:T.panie5'" ab3ty 10 II1nOVi!"te a:,c negat~ RT.p:Ict on 
Ih!!:ln:fo.:'..duars~ 

3. The- RigfIt to is!' ~ "fl'.;e I'i6fl1 to be-fo~ as dr.JftE..d, IC:1S6 ma;tx" 
roncerns .... ith regard to hedom of expression OCI the internet. ll:Jeno '15 also- a 
nu. that n cotid resUlt In tKirxlloe;icarr.., ~.pos:sibte cd:i~""OS.. The goal shor.td 
be to &id Bl ~ ~-.u- betwHn an iblftv'oduats. 06t.t to or..trol M C6 

her -data, another's rWd to free e:q:ression- {to mrnme:m Gb::>ut otf!er ~1. 
and the practic2lt rea!ty that once umrmation 15. shatEd Icnfni! -or offlinel 
further shalli:'i: is da'ficult 10- ro::rt:roI. 

.... .PI"imrr by ~ i&y llrfm.rft. W-e beJie\.-e that .ir"G.JStr)' :sb::Iu1d- be 

6-.1ided by the 1Jnva,c:y by lleiin' ~ "TIen -b~lI"\i prod:xI3. and .5eI1o"'lCfi. 

-HD"I'Ir;ye-r, pursti:J"lg ".P1iv;!q try Debr.t.t' does oot sufficiartJy !Re into ac:ror..m 
the speci&:.natlcTe oi :5IXiaIIJet ..... DJijO:5iE'n"JCe$ .... fiere- people 5!&I1I-Up- In order to 
share and t:alIled: .... fth ~ The-~n sf":ctt-d De -re'o'ised to te:le :ir:ro 
atml.;nt the -conted: In .. toch data !IS ~ and ~. 

We stand ready to d£st.uss IX'IfIlS -of CetiI:I aboat bow the ~iOn r1lJEht be m:proved 
.... nn po1X:y makers.,. IntErnet -Il5e" grD''"'Il5 and other orpnisabons In the 1r!t-ernet eo>

<tS'""'-

Below !So -a ~ Guafysis of the malrl asp;m that J~ cor1S!da"s -..rtOt.-:t\d merit 
~,ent &-.JI"i:":Jithe ~ !=<"0C5S: 
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1. DatI Pnrtm:fon AuthorltyJOPN W,I¥te:Jt:e 

The cere prindpIe of Cl .sin&h OM 19rirQ: OJCupeteua: aaass the EL} fDr zuu!tliaa&iaal 
comp;iInies is; aeIcom!,. t1'u::ru&h we haft COTIa!Il'I5 abcut rEktEd ~ whkh 
could _1IlJs. 

The -"" __ """""" "'" the Data _" "'_ {WAj 01 , .... 
country t.om. the Ellropea.., H51dq'".Brters -of iJ bU5Di!55 it has ~ctknl 00 behalf of 
:t:he rest of the Elt 

Faabool Wi!kmTa ttis prD'ris:ion C!..."".Id the £i.;:rc~n. Comr.r.ds:sion~s lI1i~ ro br'IL.i: 
abatit I1lOfI! harmoriaation to tU Data Pn:Jted:ion. Iegl:slation and I!Spl!da1Iy N-A, 

_by~.·onHtcp-shoO·-"''''''' ........ ",.,_""""'_To 
W m:ad:rt Since Z01O,. facebocic:.t:e1and lid has ~ Fiubool ~ In £aopi! 
Witl:I the-[J' ser ..... ce. anrl has hem 5I.Jbiecl to ~ by the Offi::e of the Irish Data 
Protectbn ~lDl'Q. the _Wo, fo< wu_ ... ____ " 

law. 

f;acebook is ii!I leader ~ EldJal hI:ernet servia! prD\'ider5. :iU its tra!15p31"HlCY ne 
~ to-~ Wh iE.La:'trpean DPAs; ;;md Will 0Jttir:I1JI! to nh thIs- wnstructivl! 
cpprEF.ilrn t;) ~ its ob'liiatioru to- b U5I!B. EI51i ~ E1lre1and~ F~ 
~ is ~d by the Irish OPA. F.aub:xlk has -r&entJy been the SlIbject of a 
th:lroiJih and det:a&d aodn by the Ir'E5b Di'.A,. puMshed at our volition -Drill! ~ 

2QU on its practices cn::i p:illDes.. Sui:J:star!tBI.n!5CF.lI"1:eS ~ di!dicat:ed to ensu:l!! tha1 

the UPA had cl the Wormaticn it needed to wncb:t" OJ~ a;Jdil. The audl 
~ th'ee months of 1'iiOf'Cr.5 eJG!J1IiJ ... 1icK .. 2:ld till!' fhal OPA report &~ 
facebcot'"s o:m'".'"1itmenl net onJy to tompl'f.nl With Irish diita protectiDn law bt.1 i!lso to 
-.,. to Europeao _ protm;on _ Fatebootb!<'...." """ _ """ 

as the Irish ilIUrut are e~ ,important in deillblbti a5:"iS campEana! with the- :Izw 
and "-'tldd iI:.e to obt3b -legal o:rt!inty Ihat .a true ~-DC)!o-stop-st:q:" ...-:il_b!' app5ed in ... """.. 

Mide- 511XWides thrt .men a data wntm1Ier iOG/a data processor is ~d In 
sewa'iJ MiSllber ~ of the ELlropean union th.!! ~le DPA. vii!I hi! the -OCIe- of 
!!he rnCItn est;rlJ~ ~"6'"k it ~ tJrdsar ,,"'hNher the '-ocz..stop-shop' 

~-e applii!s in the- CilSI!' v.fIe:re ill OJ,.~-er 5 -based outside cf th!! RI. 

k1 the case of Fc!£ebocl.- faceb:d; lrx. (b;ned In t'!e US) i:s. i da'tiI processor for 
F;ao;f:cd b"Sm:L As ;a: data ~ not ~ a the EU,. fao:b:xli: lEx.. Is rot 

subject to the ~ b.:1 if facebo;:Jt 1nL -.rere i!I5o to be ~ as. a data 
~ for the puposes cl thi! RqJ.iafion". it 'lIlOtM not De i!b!e- 10 bene-fi frc:rn Ihe 
.~ _"- The _ ..... of prorif"" the ....,.,. "..... '" 
art;Drty for botlJ irrtern."!ti::m aJrnpan!es aru:l1'IlOY.0.a3. In Ihls respect woufd bI!! tu 

3 Z5-f04J2iP12 

.a1T..er.-d the -n."4e5 dealini with tl:e- ;awlfcaC3ty- (If the law {Article 31. so that where the 
same processirl!: of ~n..a:l If3:!iI ta:ke5 plaJ:e in the -t:OOW;1 of the a:ti\"ities of an 
est:2blishment ilr Cl ~ in £U ar.d thI!' actMfie5. of Cl ~ within :the 5iIIlli!' 

COIjXlrati! group not e:s:tat5shed in the EU~ the EIJ-based cor:tro.."er 'IIOt.:.\d be 
responsible fer i:U data protect:Dn. oomplB=u tn respect of the ~ proce.s:smg 
~ ~ pea ~ that wtpDr.Jte- group.. As;a consequenr:e,. tile ~ 
iit'..rt:hority of the :main estatifish .. "1lCr.t cl' the- ro .. ,tro&!r in the Et!' wott--d bt rornp2tent fur 
the 5!<pEn.ision of tb:lse data ~ ~ Filcebccl be'ITeYes that tf:3 'WO'.l1d 

er .. "li!OC£' the Clbject\<e:s ti"al It,.eo European Commission t,ad in mt::d in EnS!irtng Ihat the
~or~p-~ is n::bust. 

fiKrlloot Is aisD concerned tt:at 1he-re 2R 11 series of;artic:le:s that tJr.dertnine Ihe pc"I'iB 

of the ~ OPA,. whXh eot.1d lead to ~ cnd -case-by-ase CirnsJ:ms in:the 
app!itati:m of the P4LJla1:iGr1 :a.-m crea....~ :legal una:rn:inty for bLl5inesses. In pa:rtio.tIar 

MOJt:r.iat as.sistance 4 Under A."'tide 55(8],. an EU Of'A -can take a pn:Msiol12!L~ if 
the lead Df'A. -dD8 rDt i!lnswer their reqUESt within Oil!!' month. The (HtA. of the ma-:n 

e;tab_ "'"'" ..... ~ reasons for -... the _ '" • 
~l mea::sae and His shmf.d rot 'tIndermine its competer:J;.e. 

.Jo:nl aperatXms oi ~ .rutb::Iitie:s (Artde 56) - The :ft&ht fa'- eadi: O~A ID 
partiC$=~ to jojnl oper.rti:lru equaDy alsEs-~ .ri!ib 'Irit:h reprZ ID the 
~' pir:Opte. As WI! ~ it the prtIposal is that arTW' ru OPA 

'll"CK.td have! 1he fi6hI: to be :&:wo.'ved b • jaW ~Dn Ifrith the iead OPA. The 
lead OPA coUd evm cx;fa- their ~ ;md ~ p:)WeT to a..""Dther DPA. 
1JJ1s. ~ SWificanl ic,gaI LmCerti!:.tty fur ~ -.ri:Ddl haIiIi! been daflCatk~ 
-reso:..--rces-to t:OOpffi!ti iIi and di!a frIg 'irith their lea:-d DPA. 

~ mechanism {Articles :i1 - 63)- lhe:se prD\'isioru ii!l1"@" aimed at Ei1S!rir:f!l 
'EIL .... "ty cl' awXati:X. Of the ~ In WirtlDn to ~ ClpffiI'iXms,. wtid'I 
may concern dat3 sabJect$. ill SI!'V2I"iIi Me-.-:lber saa. Faaboot. ~ t:hE! 
-objecti.oe. ~ :s;orr.;e of Ihese prorrislons ~ a risk fa" thi! ad Df'A haVing its 

powa mdermf;:':e;:l by the £izopean 0iltiIi Protec:fion Beard [IDfBJ.. the 'WrDpun 
~ :2:.'11! -o:;ta Elt'As:... 1hs is ~ potertfal ilIm Elf ~ unrer1:i:inly ft::r 
~ and risb ~ IDUi -deliJys i:'I tev -deds!::ms,. whXf1 mt!.d m'ie" Cl 
~"'icant ~CI: on movation qda. 

z._ 
I..Ise'l shacId be ;aiii!- to eJI2l'd5e a:tntrDli over ..mt pm;o;&! data ~ coDect 
from. tIen and bow they II5I! it bat the reqUiremart for consent shau!d not lEad to ;an --.. ---
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ThE' Regulation ptll'.r.Oes ~nhanced- requin!1'Deirts \Iohen tlX'~~rs. r-E'fy on data subject 
cor.ser.t to ~ data prores:sin,g. 

it is irnportarrt to keep n n:.:nd tha1 seEVit£s IiU faceboo\;are designed for -people- to be 
.wIe to oonnect and share jnfoc'mation.. The- aud:1: mnd:xted by the-Irtsh DPA.at the eo::I 
or 201l -tIetern:.:ned that in- the case -of Cl SDdat.network,. a user pn:m:des 0XlS0E'!rt upon 
fEii5terirJ,g with the .sEn!'£e.. furthermore, f~bocl: prD'IIldes e:xte:nsr.R II1ft:Irmabcn- on 
the w about how Et011'Tl2.tiOrI is used- and pecp!.e IL".Ide:rmnd how thE' 5E'1'\'ICe ..... "OCts..:In 
i!dd'ib::xn. IiSef'3; need m proo.ide! tI"ar -spet:if:ic ;and exprESS coruect to d.:-...;:JopefS. a1 the

time"wf!,en the1 (I~d a r:rew ~lfta~1on. 

The h:i:hl'r p E'5Cl 'Po R nature of ttIE' lE'Q.ms-.:eG5 tor consent cor:t2:3led- In Artides 4181 
7P) and recit::i!l1 1.5 codd potentS..-V fE!qu:rE! TT.a'E' iirI:I'l5M! rnecha-:iIsrns to ask fur 
mnsent fer specffic actMties.. "'i'h:s canie:s the- f!5l of i..."';!",Jdat:i...~ IZSa'S ""ith td: bm:5 
;ar.d ~ As WED as ~ the user ~ this ~ ... $ lead to a 
potel'lfiaJ 'dev"al'll3bon" of the- printiple, a.-xI lTl3'{ rnai;:e! it harder for users. to- mate
judg:r.narts abot.1...men- it!s apprnprE.tE' to gM- 0Jn5Er.t -or withhold- it. 

F.aabool 1..1rg:e5 p::.!icy f1'I.ak:ers to CDC!S!da' fLdy the !im:p5cations or sum CI'l"edy 

pest:IiptiYe po'I1sioru that woutd haw- an 2dverse e."fect 00 15E'1'-e:xpe-rJence cr.d c:o:.iId 
riSl .. llde~ tI'.Ie- ob~-so1J6ht. 

1. liEht to be forgotten 

TIIII! riIbt ID be forgotten needs vay ~ UJlGida:cd:i::EtL Ali IhftftI,. i: nl5es maJor 
amcems with reprd 10 b right at' I:Jtb!rs ID l'eITe'Ilber and of freedom err opr1!S5iDn 

on the Ir!t!!met. "'ilIE'r!! is also ill risk that it could li!SIIIt in. meamn5 wf:Uch a1I! 

__ "_ to ... "' .. _ .... "'""""'"...." fm .... law. A right 
ba.IiD;e !ibaJId fie fcmd hetweet'L data Silbjm"1 r¥tt ID gEt tbEr data deleted" the 
fuidanaenta.lJights err .tJIher mmvlduals and the rea!ity of the anfu1I! 1!1W" ... iEid. 

The propasaI prescribes a rJ6ht fur people to teYe their data deteted .am:! also req:..>tre!i 
da1::a; rontrci&n to tak;e- a!I ~ step5. to- obtciOl f:'BSUre of coot.emt ropied to a 
th:rd party ..... -ebslte -or ~ It -i5 1iT.po1'13r:t to d'~ between three _ -" ", ... ~ .,....to be_"ten·, 

The- firs:l. is Iil reeti::In to peep-Se wf!o have- posted- pel'5l:XEl ttormatDn aba.n 
~ CIC'ble ;a.,-:d t3ta ,,'iSh to d5et:e that ~ fareto::&: beEeves 
tmt:jn ~ th:s is ;a ri?JI: ~ st:ou1d- haw- and their derisioc't!i shook! be 
complied wii:h :od -respertBd. Tt.s:efore-. tMlS someti'JJg that. facebook. aWdy 
offers - tI5E5 ;[Cn delete of-.,.":idual- items of ronrent they ~ -posted- on tt:e. 
TrneEne i..."'doltftrJi: t:I"Ie-. v.'ho5c acrotl!'lt at 21ny time. ~ ths I'E'SpE'd:,. fB-I is 

5 2S~r-iI12 

wcri:irt: with the iri5h OPA to prrrtid-e greater transpMel'.q' and COtltJ'cN to 'IlSefS 

over the deiet:icft of other r .. +orrn-:otion. lhrt sa:d, th5 ITl2'I nEed to be ba:!a:xed 
~in5I: the lights o.f others to ;err:;ember ..... tJ.;ch,. in the -cooten of Faatook. 
IT.iI!!iaM that SOIT~ users ma:r ... ish to- reta1n ca the-;r accoc.;nt ~ p:1!StEd 
by others In the past. 

lhi!o semnd Is Y1I f'Ehtion 10 the- -prac:tici!1 ciffiClifty to Identify the 0fC5S2'I'y 

1I'Ifocmatmn- to ~nsure com:p&nce! with the -rW;t to- -be furgottl!n. This chaIIen,g~ 

arises m- two- 5pIE'tifu srtu3I::Ion5: 

Q The first sitLBtion CDI"ICerm the tEf,etjoo of persoml data of;all ;ir.clY.d:E1 

mane ~ o.:--Jir!e- bv 21'1Dtt.Er lrJdio.ridualln pxtXe, the -oper.!:tor cif .a 
websit£' -or hosting platfonn EkE! Faceboc:&. is 1l~ to b:crw in very 
many asa M:i!ch II'lforrnation ava!ab!e ca tll!' -plat:form wnstituts the 
penonaI-cIata that sho-:.iId -be CiD.::'--ted. It IS wtua~~ -Err.;ossb\e to ar.;troI 

what irIforrna!:ion millions cl users rna:r make i!Yrlab1e about otf'!a 
ir'.dfo..iduals - -rrE:.7f of .. torn ... i!I not be users themse~ - and- to 
determirIe ",,'be.-e ~ -of the iuiUl1.l4tiU' u- '!!nd ... tletta that clurrn:at:ioo 

is the personal-data of the person ma:kirIe: the ra;,oest. lhereftI~ a broad 
-ob5i:afion- to delete- aJ'I'I Infurmation made i!'.Ii!Il3h!e by users upon 
-re:pest -of D'ttIe, irniv".duals WDt.1Ci ~ IihJy to present tllajcr 

.fmplaner..tation thaSel'\6'fS to the- e:denl: that rt Wi'OIiId- be ;pracfit2lfy 
'Ilr:'lo~ 

o The:second:slt:uatX:Fn o:xx:ans. the specifjc pt'D"i'iskIriI under ,B.rt-jde- 17121-
...tifch requ:res ~ th:r-d part:i5 of tf'le .reqLlest for deletion of fir:ls 
to or -cq:.1es of an. inct~ penonal data.. 'This .... 'OUfd -awoM 
ideaif'tini c:JV StJ£h Enb: or -oJ{ia. err the inforrrmion ~ on the 
ir'..temet cnd axTIiluniciltirij 'Kfth Ihose n;s:pon5ihie fur Placir:ti: Ihe lints 
or lDP'J,--ing the- ir'l:forn!..ati::ft ID ;equest such IirJ:s or Infum!ab:ln to be 
deleted. ~:n.- we- do not see any p-act:icahte means for .5eIV3ces fle 
facebxik: to ccr;trot -.."f:[-dl mn to or copies of sDrnecae's pamneiI-dirta 

exJSt III -od'JeT rkas on the t:":it£ornet,. let alDnl!' cornm~ 'Irit:b the 
t:h.Td par1:iIa respo~ for t:helr ~ 

b order 10 meet such ~ :service ~d;m; WDI.d::I rn- prc.ctiI:-!' be 
~ to 'rnocrtor' peoplc5 actliities iKT05S the lo.te"neL F;aab::Iok: is 

:st:nm,gl-t wna:med that tl arld also :lead to the ir'Itefpretati: th3:t 
r...errtiel:fary .servic:es oou'!d be -ronsJrlered ;esp::nsib!e for ~ ar:y 
-ccntE'nt related- to the data suf:5ed: th3.t req:JeSI:s I.. The er.!SUf't of data 
hos:3:e;:I by ot:her :sE!1o"Xe5 Is i.Dt within- the ta:hnXcI po1Io'E!r of the 
-rnerrnetiafy and .c:rect."r mnfu::ts wfth the lIII2V'the Irrttrnet .'Ods and tw;; ... 
the current liab-~ st3t.!is of ~ is desl£ned-. 
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l'hi:! third 6101 relation to any plEl'W:".ai data made publicly ;rniBb!e and tfle- fad: 
tflirt there m:ay be- s:tr"cq: gm:.:," to jJJ:5tifv under certain cira..mstiL.""JC5 the right 
of ofuers m know -t:Ei't!tn fad:s 0l.:a:1'r'Iir\B ancMdua1s. ~ tIti is dosetr IfMed to 
Ihe ri6fTt to freEcbm of ~['J and !;other deinoaatit va!r.::es. :11: is dear that 
I:hal! is ;a- p:rte:ntiaI conffic1 betwi!m the ~ fa' people to ~ tfJernseJooes 
aDd thi! pi¥.aq- ri6hts of -o-Hlefi. Facebook fJrxes po1Xy ~rs 1:0 aK3ider ~ 
the irnpliGltiom. un the ~P2Il kltemet and pe:rs:on<!!l eqres:sion as -;hey dEtamine 
Uz rigIlI: baIarx:e.. "'Ihf!o -stDpi! of fn:red::rn of a:pra:sion -contiiiled in--ktidi! BD 
and further darified in P.i!dW ill- is defined quite narrtraft and sOOufd be 
e:tla"o:da:i to rover for example.rne:rE! ~ of £Ip7.UO~ user .ge:ne:ratcd 
-c:on:teiii a:n::I lllDre genenlly ret:Oi;I1fse the nmJre of new fo.rms of 
ro .... r:1lJi.xrtion S!Xh as ~ c:".:d:5Otial r.etM.~ 

~F the debate- on the ~ to be forgott-en- affects a; u..,.;.1:a of 1n!£rnet.seMc:es.. 
....tllcb retr on USEi-genet2ted -tOOtffit.. this iSslIe 15- not uri;que ID FiKebDOt; m :social 
networ~ Pc&:y makers.sh::ru1d t2'ke into iKrOtuJi the "fie,-h1-Df -o:hers ta- .r;::'!1E~ 
a::'ld reacf1 ill balanced o:mduslon 'i'iID:h.respect5. freedom -of ~ 

4. Pri!a:y by defac:ltJ'prin.ry: by !'5'm 
"'PrNacJ by desWi is. Cl W!:'Icmm! pindple but the au:umpa:tiiWs 'privKy by defata' 
prindp1Ii!! 1:Aki!:s iEIlsuf'6tient :ac:amd: aE the .sbarIrii: -etba5 Ut. piluw"" SDdiLI ;netwod: 

R!I"Iira.. The ~ mOiM b;nre aspm for the coM!XI: in which IIhtI iJ; ~ 

.. d~ 

faabool welcomes the ir.Itn:ldLldJon of the- ~prnr:i!lry b:r desJ6;f pfit':iOp1e in Artidr 23. 
Prmqr is at the an of ~ that faCEbooi does ;am as part of its work. .tth the 
Irl5h OPA,. pnvaq by desipI.. is iI"key mmponent of.iU prtfiIq ~ 

f.aabocl: beHeYEs thzt peoplE! st..::drl tawe Wirtrol over each p:&e of o:;r:;tent they past. 
That 3. v.tJy fi!L!!b::cl: empowen; people IIrith TCIbm toots ~ ed:x:i!n!s them ""ith tool 
tips a:xI W'" .. ~ ",31lun diabi:s the fnt t1rni! they share,. 'Iit.Dch helps to I!OS!.Ti!' thn they 
ilre shilri.":li w.tll t:hi! peop!e tt::er w:rJ and tiEl: they bx:rw b::rw to-.24"".rost their settings 
fl:rtho nrurr.. 

Faa:bool .rqrets ~ tlEt tt.i5 ~ d:e net Bb: irm iICCDUI1l the- speOfic 
natm"e of:social' ~ where the YeIY rsson that n:mt ~ j!:«I is to:share cn::I 
-c:tr.Il"IeCl "With othets. ~ • .ActitJe! 1.3 also Introduces the notion of ~ by 
deh~ iI::":d requirEs that,. by MaLt.t,. onJo.t penonal data that ate: OE£e5:5ary for a 
5i!E!Cffic ptqlQSl!: al! 10 be proce:ssed. It furtt.a n:q..irEs. tflct by d.:-faLilt ~~ data 
are not maee ~toat1:~numherof:in::f.'.f.d:J25' 

, lSfo!I2iJll 

At Faatocl:,. tr..e- fetIw.UTlended WtiaI oo:our.t .set:tin,gs. ere dlOsen ro -2.1fow people m 
em, find and amned: with thS" friends while p-otectln,g more sensJtive infum;;rticn.. 

Men! lrnp:rrtant!y~ with the InIine c::rtrois ir'.itn::Idured ii:'I Au;gwt 1011,. peopJeo:at'!' able to 
""""'...,.."""'" _..." and ........ time ...... __ by _ the 

i!Udfiffia! tD wbom it is v'lew;!bTe. 

Facebccl: also beEeYe.s that 5£:~ sh3ufd be aa~..e. ThIs -is ... 'by :special 
trrimt:ic:::iS ar!! ~ plaa! fur laE(5. -t.L".de'r the ;age (If 18.- These .a:.rtomat:iGt."y ll'M thi! 
ur.da lB's:5ha..ofug ID iII.much.5l1\C!1Ia subset or people, wti:th .suhst2:ntia....."y reduces their 
-..'iSlbEty. ~r 1&. ako canmi haYe pub5c.search 'istln&s.- so the!r p;rofia do not stow 
up In p;::;..!:.tIt:sea:rtn engines 'Ut'tl tt:ey have turned 18. 

Facef:;cQk tfM:~ ~ that this p-orisfou 'is re."'isib!C! to tab! hI:o acwtml::seMces 
th3t are expressly ~ fa' t:ne 5haring of peT"5CIniIJ -data,. .sum as .mdaJ [!f!1'Mlftfng 
.sits. Thi:! .Res-ulation sf"-..,Lf.d h2:ve respect for the cor..ta1:1n....tu:ch da!3 is a:i~d i!nd 
processaL 

5. ContrD'Iler1Processor 

PrcposiI!s RPr1fIni: the defir .. "tfooI of tbe datI tciltrDDu' need to hi!! ~d dDWTI to 
en5UI1!! tIwt cnmparri;Ps an c.pentE! I!'fficimt:fy rib lepl certainty. 

for the pUrp:x58 of this P~Dt\. the datiI o:::ntro'!Ier for Ri' fareboot users. "s 
00IlSidered to be facebccl lrd:3nrl I..ld and the d:a:tlI pnxe:s:scr is filtE!book .fix: m 
c.a!i:fumia.. F.aatoo\ 'IA'Oufii J:ih to rr.ainti"ln the dmty of this struct~. f;areb::oi. im. for 
al.cni t.l!: f<~ a-ttepted its ~ay to :its U5Ef"S Eo-. faope a.""":Id Since lOW. ttJiES!! 
I,!:Siffi: .flaw. been. ;proY..-:Ed ~ d:oeZ se:n'iD! by fac:e!look 1rBa..-..d. Thi5. structure is. 
corr..ptant wTtlt Irim dm pt""DtKtX:m taw ilnd Is subject 1D~.:l: by t!Y! Ir15h OPA. 

faceboot."1!5 CDI1CEmed,. hov.1!\!'ii!r, that tlii! mrlapt of data pnxes:!D"" In the 1.eiil1at1::n !5 

ncI. dearfy rlef:ned ;md, a.a 1eSlit,. ~ rn.11 be w2tic:m....nere a data prtCe5SOI"" may 
!Ll~~ be ~ed iI5 a data co:rtroIF-d. For ~ \It"!Cer Artide 25[41 it! • 
p:rt:CES5DI" is wr.slder"ed to be nklng mdependern. ~ theEi th3t proa!SSIX .... ill be 
de5TsI as ii contnil!a. f:a:a:tcol: W"~ that !!he ~ ~ 1hi! two 
concepts; rr-.Jd;t ai:5II!' :p;actiaI d"~ ..men a di!ta contro1Ier ~d iI -L'f2t3 jXUCESSCr 
ere part or the !52!tne ~ groop an::I b::rth parts cl the ~ c:oIIa:bonte 00 iI da1ry 
hasa. The poliCies and protoco&. ..a be defined trr the data -cont:ro1fEr, but -tk'"b!n 
~~ r~ by the data ~. In ;a'l'Oid a'Y legal 1IIXSt3....~. 
facebooi ~ therefon! t:hat. the- d2fIrWon -cf data processor Is ~xd to iI"!uw 

rerti::tI ,f!~ments of ro-deti!iicJl..mal::iJl&.. 
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Micle 2.2 introduces new attOUl'!tabi!ity provtSfcrn. 0C1 wntn:i~ These- i:Xl0de 
~ to de,lXJI iSb ate rompi;mcE with- tf-.e Rq:i.EIati:n thr'ouih the adop--:::lo[j. of 
Internal po'6c'h5,. ~ -of intanal-iE'5pOnsIf:;'iliti;:s and 'RI'ffication m ~ 
F2CEboc:t. agrees 'Vi.th ti"o6e p:rtrVis3ons,. hm."e'I'a' 1:t.ieJ:e rr""v be some cffiirt.:fty in 

-situ3tXms .....t;,ere tt.e ;Ie1.-el of pve5l:Tij:rt:iCK". 1Li11:t.Ie- R2j;iJ1alion is .sud1 t:hat they may not 
n!frect -practices HE! are otherwtse a;pproprtate- to saf-ep;ard personal datiii. facebxlk: 
therefoco!o -susests dEt tbs Art\de reqiJ'n:s h.nher ~ by.ptXcy ma.t£o:rs:.. 

6. 5ealrity 1:D:atiii Breadi. ..... 5fbIioi. 

CciD.SUrilel5 .5ho:uid .bawe -ill rWtt to sean and r!5pDnsif:i~ fsatIdq of personal dirtiI 
Itbougti. then! is a risk 1:hat 1fE. QYefiy Pi E5Uiptiri!' nature of th!- fl!eg *'. ccu!ld 
aeate a lew!I of lureaucr.Jq- that distriiitt5. orpnizatians and ~ from _ .... __ af __ ...... 

Fac:ef::ook ta~ the securitv of its users ¥El)' seri::f:15t •. The Insh ffi'A ~d 
FacEhcd Oil its ongolnil: ~ on the prob!cbon a:nd security of user da1a.. It 
i!idu:Oh~ that FClCEix>o\ mates:lIr.lDVat:r.le use of teci!L:okIi, to Identify unusual or 
suspido:s &:tMty -en. ;an acax.mt. Facebook be5eYe:s that po5cy ma.ten shoLid 

~tze ~ ~ to serurity. For ~ FacebooI: pra:r.pt1y warns 
usm;.it their aCOJl'...nn hn been -compromised_ It a~ ~ to- the Bst log-in attempts 
ar::d provides users witl'I one-t:irr!!! pa.ss:won:3s when t:l"Ie, fog n from tJnSeO.,Ted- b:a6om... 
We wort doselJ ... itJ; ~ englreEfi. fr.tu::I e:q:.erts 2nd serurity i!T~ 10 
pai'E!nt ab:.I.se. cIefeat ~ts and help ma!rita:1n FttEbook: as.a trustf'D mvironment. 

'''''''=cot,. ~ abouI .... 0>'0rly ~ na:ure of !he ~ security 

~ and IpI!5tiOCls 'Kt.Ethe!- they 2dd' iil'i"Jtfi:lr:r&- to act:u;;:Hy -enhandrii :security. 

Ikrler Iirtide 31 data breaches 1T.ust be notified to the ~ OPA where fe.aoslb2 
...r.thin 24 hot:n. The DPA. rctificafun ;requirement ;is an zbso'o'-1t:e requ'..remern.. lfi:'hH:h 
means th3t,. In theorv. ~ the .r.105I: mrwr breaches ~ be reported 1:0 the OPA.. 
facebcd: is IX!lCeTIlI!d lha:t tbs. wii not ~ for effi:ctiw. prloritizatic:i of the tnOSl 

salDtlS ini!dle:s. The obfgations also OJr!ttn ~ re~ments for the 
prortsion c;f E'lforrnaton to- the OPA3, ... 'hid:. creates a..'l adifiionaJ layer of bureii~ 
Furt:he:rrnore. -DPAs may I".C( h;nor a~ resoun!S to pomptiv deal vi.Iti these 
notffications. and tha ... 'O!l!d ~ t:heir ~ ar:d the ~ n :t:ha' 
role E'I ensu~ that dm mnt::roners pn:perty IErrlIe ~ peBOm.l data b'eadies... 

Simlfartv. t.n::Sa Artide 31 data ib:rnches need- to be IXl'ffied 10 da!:i!i 5!lb,iects wt:ere the 
I:imch is fte}y to a~ ;:ffro; the persoral diltJ -or priVacy -of the data 5Ubject.. In 
this il"IS't:ant:e, the ncti5c:ation must be made withm:t londue dehy. TI:is ~ raiSes 
the same 0JtXEm5 as m Artde 31 r.amePy thrt,. Ihe 24 hour de2tfine is too short, the 
infOl'ne'tIDn to 1='1"o"ide to the data su~ is -exter'tSiYe a.'"l!! that data bre.ad1, is not -""_. 

, 13fiH-f2iJ;12 

furthernx:m; g-lII'E'ilo the bllad defh.mn of -data su~ in tt-.e .Refiutafion there is a nsk 

that Faceboot woufd -be -ob!i,ga:I 1o .. -iorm;d lSffi. who- have ao:essed i3I page.. ,group- or 
~ that has- been ro;;.prnmised. m Dnier to avoid such a cm:t:fy and -ru;:nbeF'SOlo.e 
process.- Fareb:x:J\ ~ that the- soope -of this articJe i!s. ~-down. 

•. 0iI<hn -,-_ .... _---_ .... 
prn!edion aJXI ~ that a h:ulDiAlized de&IiIion DE a daI:f fw die ~ of 

.data proc:essin; is:m ill: under 13. 

Facebool be&ies thallntemet senoices stoilkl be-~ ;in en age-ap:prop~ 
lIIfir/- Our po5cy is ttat you- must be 1.3 to haw! Cl fa-ebook accm;nt and there Ci!P 

dafe1ent pr'i'vacy set:tm6S III p}au for USB'S ~ be:tween 13-11 d.5 described ab:we. 

The Regtk:tion dEfines a "'d:ad" as.1::aeini ~"OCli! !.mder 18:. Fa.cebool qt.."f'StiocIs wt:.EtheT 
.a- ge:neraI defir .. 'tiOi:'i 15 apprnptB"'-i£ In tr.e -cootexI: of tt..G Reiiilat:iO!':l aCId .... "hett.a t:hi5- is 

the ~rtJlrete a,p 'In- rmtJoo to -data ~ of iI chld :in aD (OC':.texts. If the 
defiro1tion is to remain in the Regdirtion faCEbool wct6::1 reccn:rner:d a IEnT.ani&ed 
defirltion of iiI -ct:ad-for me JUPO:Sf'S' of d!:Ita process:rng, :5oEt at the dEE! -of lnder 13, In 
fiN! .... ith cumr:t prac:tkes. 

fiKEboot ... 'ek0me5 tt.e specific ~ If} ArtJde B that fur onHne s.ent.a:s ~ 
consent IS oruy ~ fa d'i!ldren under 13. Unde, the same p..-ovf5io:n "'Yerifiable 
_lamsmt'~~ __ ... <ensldention ..... ""'_._ 

he!pfut, it Is stn unclear Ir.i wfIat rorm verifiable c:orJSa'it st:001d take aM tM is-1eft to be 
defined by the fL~ Cornmfssfon ;at a Ia!s date.. Fcceboot betfe¥es tha1 l'I12["/f 

m~ .sd.< ... ""tioos can be found for cha~ 00 tbe-In!emet,. ind".rlirl@: the ~ 
-of parental consei"!l:" a:'Jd woufd therefuc'E' wish to see thse ptll'Io"5:ioru ~~ In 
such a way that th~ 6XD~ :ratfa tien Iir!J..l t:tus. irlrIO'tafion. 

Faa:book .5U~ ~ a...-ned at prD'il1f."ili dl..."'dren with speDfi£ ed!;X;i!tIonal 
rTlirtE!riaJ ~ s&.7:pIe ~ ~ the- pmacy po5cy an::l ~'I!lerlni them to 
.@W'1I'Ifam-ed alns£!nl about tt:e ~ cl!ha'-data.. 

.&. tut&naliuioa! data trnsfers 

faaohoci Wi!komes the pn:i£TeSS has been made -on the i:u!eJ .oatiooiiid data transf;:r 

&ant. H.ownBtfH! R!guf2tion aea1eS ~ reql;liremeats tha1 .-ill be of coacern fer 
... tanatioowl mpniz:ations.. 
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The Ib!goIa:tion only a'ifo:M. datJ transfers outsIde of the HA if the CDntfti~ set out in 
Artfdes 041 a::re mmplli;td ,,7th.. 

As with the curre:m 01rectm,. transfers to,ncn..fiA tErritDl'ies 'Wfth an ;a~..9Cy find'ln£: 
ere pemitted. Under AA1 (J) and (SI the Europecn Co:T ... "!lfSsion can dWde fua1 ill 

oountry~ but ellso-, an ~ (fur enmpTI!, i!I pri'i,i1:e wmparry) does oot meet the 
;adequate ~ of prntec:tic:n. Tht! a:rrect practice 15- that for F.acebook the mh DPA Is 

ies;:aISibfE::. fur d~ the arlequaq' of ill pi'IT.l! ~ to i&E!a..tl! mte~ 

1li!,;'iSftn and Ihls should ~ tN case.. 

To eJ"ISIJrethe WlllJiiia:aof it!; htema~ data mr&-tfi,. Fi!teboct emplop differe:!t 
~ i:'rludirig: USiE'I"!i. consent; st:rong data"b'a:lsfa da:t.r5es-in It5 data poc:essir1g 
~ and -alsa reE-es 00 Ib!o E[J..{JS Safe Ha:!bor ~ The Safe HartJcr 
~ has- helped many mrt...up toiT.:pra!s grow and ofFa thar sernces to mc~ 
people 5rI the 0lt'"5::Sr0:e that their legal Qb-~ ;are mEt.. Fa:cehooi. has kK ;a long 
time ~ an,Pted its resp:msib5ty ID its tISeTS In E..urope ilnd participa~ n tbt EIJ..US. 
Safe Haibcr ~nt fur dm ~ for :severaI}'50'"'S. Tt.is was -a EDDd Wily to 
meet its ~ to proted: the prnra:q -rW'!ts of users in the Ell befon!. fI: lEd its 
apem:ior;s weD estab!bhed h Europe. " I ettlin,--..ioA1 of the Safe Harnor ~ kt 
th!- R.epktion WDIl'Id be- wreioJl::1ec. 

facetoot 15 i!lso o:onmed a!x:xut the ext:ra la-jI!I" of DLlreaUrrilCV • .mxh 5 at!:a"..ed by 
the ~trrernem lr.ider Artide 41",). Th15 refe:s to t:fIi!! 5itJ.at:fca n _tIidI the -cu;::il:i acwal 
clauses induded m the IBta ~ ~ ilt1! net str.Jdan:f;and the- mr:trcm i!i 
J1!quna m.-et the prb" ~ from t:he lead 2!1Jthc:ritw' tArtide- 341. er froct trn! 
fuopean "... Protertioo Boml [Am"'" S1."~ 

Fina11y~ ~ 44 specffies Ihe derogatioru from thE! genera] proh1bition on l .. tEm3:.i ....... ;d 

datiI tr.Ii.isfa's. Tt.e di:rta b2nsfer- r;] hi! i!l1Jthorized if l1) n is Iased on a ~ 
ir".rer51 of thi! o:rnrc~ or IXOCESSOr ;md f2J the transfer GI;:n:rt be qti2lffied as 
frEqt..Iii:flt or ~ ;md (31 the omtroII2r or p:t:1)C£!S5OI" has asses:sed d :the 

drrumstn1ce5 a."ld ilddt:t:ed 4iA Dpiiate sa!egie..-rd5 wttf1 respect to- the- prntectio:n of 
pe:l"Sonal dc1a. W1Ust this !s. ill posiUr;e ~rDft!1enl,. tJz- 1'Efereru:e to- "1"£It being 

~iJ -or~" redcl:E5 the potmtial beneficial effect cf ~ ~ to 
determ.."-:!e thi! ~ safE&ui!lrds. that mar othawise ~ an-~ 
dm transkr. 

9. S!!,MOtio:ltLS 

11 2>JO<IZOI2 

nu. "'"" ..... 01 _,..- fDc __ 01 the _ riBs "'""'" 

cdatio:ns bt!tweello -wmpa:nies ilHd ~ intD a ammatrn DT.II! and tI"EJ 
unde:J .Ilii:te thI! ~ of Internet ccmpanIes ta ilm!s1 ... tb!-.EU. 

The new proposa:i ha:5 ;a I'%-ime -;hat intJrJd;:;:s YeTY twsh Tr.i!! for bread-a of dab 
protect:i;:;;;l ew. These could be- as blgh -is 2~ of the gkJha.I rerenul! of i!I WllDllEl cial 
enterprise. 

fiK€bcot 'is ~d that the ~Oe of pote['!!:ial fi":a wii aeab!: a tf~ 
for lnno'iiI::lon and a.s:soci3'ted jOb O"Nbon i!m:II'1g ~ senr;a compa:lies. It.is 0JLf.d 
be a major trow la' the- Europem Uriion U.--en IhE the fr'..te:met .sector is Widely 
fE'«Iil'Iized as the major driver a.f ;lOb aeticn and gn;nrth,;; tt.e- "'5irlile 0¥;taI M3r\et' 
amcept the Eu~['1 Urfun i!i dcpluJ-in& ~ tt.is m many ~ 

"'bve0'i'a'"~ it !ifrctd be 00rne n (;:h'-lil that the Ierfel of pc:tEmti31 sancti:Irt5 ~.t 0'Nt-e 

i dis~ for opeI ~ by ~ "itf1, ~ facef:cot's 
irneractXm wltb the Irish OPA and ot:ht!!r Il!gI..Ifa:Wrs acrt:I$! tt£ EU ha5- shown that.a lot 
an be ~ thro:-.Jih open ;and tr.ILiSp<!!rent ~ e¥'E[1; on d;.,.41cuft i:Ssues.. A 
rep'<le that tb:Nte.-.s 'b~ "",ith sud1- heavy fbe5 would irnperl tha1 cuo;eaUCkI 
and drive peo~ .tw;ty from i!ln. ~pen reta'tionm=p with DJlAs.. tI1ttnatetr tf1fs, wil not 
-de~ pfnra:y benefits as e..'"fecthoEJy as a 1es:51i::JpoLl5 r:-.odeI ftei)' to be elli-ender5J by 

1:h!! proposed s:nctions ~..a... 

10:. P'o\Rn of the WLU.tis:JOiI ID ntead tfR! ftm@tion 
.Proposa!s to pant the CD:m:mi5:5ion wilfe--;:a.u&itc .pcnRn tu uteDd the ~Dn 
-., be~careIu11i'. 

the ~ Includes 115- ir'Iste:ns .me~ the Comr:liSsion has ;granted itseI the 
power to- e;tta]d thi! P.£gWl:ion by ~ ~ i!Icts h aaol'dant:E! Wh Article 
86. f;ar:eb::ol:. ls -cono:rned that tfis appn:ach m:i;t.t compromises the :!em cl legal 

certL'"'lty affonfed by ti"£ R.eguSficn. 

facebook u:-g;:s pc1ft:y rnabffi; to ensure ~ LEf'ti!inty i;y -ciesJ&n1ni tI".E- prtXe5!- as 
tr.ansp;3m-..tfy as p:rs:5ib1c and iI'R the -opjXIrtun.'ty to the mcbstry and c4her 
stahtl~m~bit. 

For fur1::her i:J IfoL1OWt.i:c. p55!se carrti!lt:l~ 

EJj]a Mm - Diou:tDr of ID I!Jfa:n ,--
Rend Point Schur.nan.ll- 1O-W Brm5ef5. - Belgru:n 
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