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CH ge Switzerland is voting Abstain, based on valuation 
of following pros and cons:

Pros:  

 New cryptographic algorithms are included 
(e.g. for replacing SHA-1), which allows to 
use the TPM in the context of using state of 
the art cryptographic algorithm and 
technologies.

 Flexibility to have opt-out. That is especially 
desired in enterprise and server environment
where the old opt-in system was a big entry 
barrier.

Cons: 

 The Direct Anonymous Attestation (DAA) 
protocol is no more mandated to be 
implemented by a compliant TPM in the 
same way as it was in the former TPM 1.2 
specification. Switzerland does see this as a 
step in the wrong direction.

In the new version, it is only recommended 
that a TPM that supports ECC also support 
ECDAA, the TPM 2.0 variant of DAA. This is 
definitely a step backwards compared to the 
former TMP 1.2 specification as the feature 
may not be implemented by every vendor, 
thus reducing the deployment of the ECDAA 
privacy-enhancing attestation technology. 
Also, making this feature optional may be 
seen as a first step towards removing the 
feature altogether in future releases of the 
TPM specification. Furthermore, it can be 
criticized that the DAA protocol of the TPM 
1.2 specification has been replaced with 
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ECDAA, a less generic, however, possibly 
better performing, scheme based on elliptic 
curves. The DAA scheme of TPM 1.2 was 
extremely generic and powerful in terms of 
facilitating a software stack implementing 
functionality for realizing advanced features 
of a privacy-preserving attribute-based 
credential system based on the DAA 
scheme.
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