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This document has been prepared for the European Commission. It reflects the views anly of the
authors, and the Commission cannot be held responsible for any use which may be made of the
infarmation contained therein.
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Executive Summary

Objectives of the Study

The aim of this assignment was to inform EU decision-rmaking on the possible ways of improving the
exchange of information between Member States on travelling violent offenders (TWO) in connection
with major events, including large public gatherings and sporting events. The assignment:

n Analysed and provided an overview of the types of events which have been subject to unlawful
disruption by TVO crossing national frontiers;

n  Analysed the law enforcement authorities' needs in relation to infarmation an T%O in connection
with major events, particularly regarding content on the subjects, format and time;

n  Analysed the different sources of information on TWO at national and EU level,

n  Provided a detailed analysis and description of how information exchange on TWO has occurred
across the EU, particularly through the analysis of major events;

n Provided a detailed identification and analysis of the reasons for unsatisfactory exchange of
information related to TWO;

n Analysed ways of providing a definition of the term T%0O at EU level and proposed at least three
definitions;

m  Examined, described and evaluated different non-IT based options in order to improve the
exchange of information on TVO, and

s Examined, described and evaluated IT based solutions in order to improve the exchange of
infarmation on T%0O.

Evidence base for the Report

The Repaort includes information gathered through desk research, stakeholder consultations
(guestionnaire exercise and case studies) as well as drawing on the discussions held with external
experts and national autharities during expert meetings and panels organised.

Key concepts used

This Study examinesthe phenomenon of TWO. Though there is currently a lack of an agreed definition
for T, the concept has been used throughout the Study in accordance with the Terms of Reference
and taking into account the key concepts and functional definitions used in the Member States.

TWQ are, in this study, understood guite broadly and different types of events and offences are
included in the interpretation. The situations include sport, recreational, paolitical and enwiranmental
events while attacks with high impacts have not been included. Conceming the type of TVO-related
offences, offences ranging from violent disruption of public order and racistxenophobic attacks have
been included while minor civil disohedience actions and petty crimes and terrarism have been
discarded from the understanding of TVO.

Problem assessment

The figure below presents the Study's approach to the problem definition. The problem tree shows the
causal links between the issues identified throughout the study including the drivers, the general and
specific prablems, as well as the resulting conseguences,
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Figure 1.1  Problem tree
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Policy objectives

Ohjectives were defined at two different levels: general objectives: setting out broader goals; and
specific objectives: setting out what the intervention is meant to achieve. The specific policy
objectives provided some of the cnteria for assessing the Policy Options.

General objectives Specific objectives

Toimprove the information available on TV O across the EU

To imprave the rmanagement of public events

and to prevent vlolent hehaviours during these To render the exchange of information on ™0 mare effective

avents by TVO To reduce gaps in legislative approaches for dealing with the
T phenomenon across the EL

Policy options

On the basis of the problem assessment, three packages of options were identified in addition to the
status quo. Each of the package aims to address the problems identified by proposing different
alternatives (ranging from "minimalist” to "maximalist” solutions).

Package 0. S2atus Quo

Mo changes to the current situation
Packaqe 1. Defining TV

1.1 Intraducing a new definition of TV O in existing handhooks and legislation
111 Introducing a categary of VO in the existing handbooks
1.1.2 Introduction of definition of TV Q in existing legislation

1.2 Introduction of a common definition of TVO in new legislative instrument

Packaqe 2. Gathering information o TV and on public event s inclueding TVO

2.1 Improving the information available on TWO and events
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2.2 Impasing an akligation to record and "classify" TV O
2.3 Estahlishing a TV O database in each Member State

Packaqe 3. Bchanging information on TV0 and coop eration betweer relevant actors

3.1 Strengthening guidance and evaluation

3.2 Estahlishing a network of national contact points for the exchange of information on TYO in the Member
States

3.2.1 Extending the scope of MFIPs
3.2.2 Creating a new netwoark;

3.3 Making use of 3 specific information exchange mechanism
3.3.1 Emphasize the use of existing alerts in 515 1
3.3.2 Introduction of a new type of alert for sharing information on TV O within 515
3.3.3 Use existing Eurapal platfarms and Interpal notices
3.3.4 Establishment of a new mechanizm for the exchange of information on TWO

3.4 Intraduction of & European Banning Order

The preferred Policy Option

Following on fram the assessment of each Policy Option, Figure 1.2 provides an overview of the
manner in which the Policy Options could be accumulated in order  to improve
cooperationfcoordination and exchange of information on TVO, resulting in better identification of TVO
and better prevention and management of the T%0O phenomenaon.

Agure 1.2 Overview of preferred Policy Option

TV Detiniticn (introducinga
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prienrenu

Based on the assessment of the individual Policy Options and their comparison, Policy Options from
each package could be identified as preferred. They were the following:
s Package1.  Policy Option 1.1.7: Introducing a category of TV0 in existing handbooks;
» Package?: Policy Option 2.1: Improving the information available on T%0D and events;
n Package3.  Policy Option 3.1: Strengthening guidance and evaluation,
Policy Option 3.2 2: Creation of a new networl;
Policy Option 3.3.1: Emphasise the use of existing alerts in SIS 11,
Policy Option 3.3.3: Using existing Interpol notice s.
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Analysis of subsidiarity and proportionality and EU right to act

The TWO phenomenon is expected to increase in the future as it is envisaged that new types of events
might accur, such as recreational events inspired by social media. These events represent a cost to
society, expressed in high costs incurred by the law enforcement authorities, the judiciary and direct
costs to citizens who have been victims of violent acts.

Considering the evidence gathered on the problems encountered in the current situation, it has been
shown that they are at present not dealt with in a satisfactory manner by the Member States. The
analysis has shown that, whilst some Member States are more active and more successful in
cooperating with other Member States and proactive in using existing tools and channels, ultimately
they suffer from the low level of cooperation of others. Therefore, common action at the EU level
would be more effective in salving the problems identified compared to action by individual {or a group
of) Member States.

It is however important to consider the proportionality of any EL action. First, some of the problems
linked to T%O seem fairly limited. Mareover, the T%0D phenamenon is not equally "distributed” across
the EU as some Member States hardly ewer deal with T%0. Therefore, EUJ action might be
disproportionate in those Member States experiencing low levels of violence linked to TVO. Finally,
any ELl action in this field should be assessed against the possible negative effect of creating yet
another structure/bodwichannel for the exchange of information between national authorities in the
home affairs area. Concerning the EU right to act, possible EU action in this field is supported by
several important policy documents at EU level and, maore specifically, embedded in the Treaty on the
Functioning of the European Union (TFEW). The Stockhalm Programme called on the Cammission to
"examine how best to promote that Member States' competent authortties can exchange information
on travelling violent affenders including those attending sporting events or large public gatherings”.
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1 Introduction

This Final Report presents the results of the Study on possible ways to improve the
exchange of information on travelling violent offenders, hereafter TW0O, including those
attending sporting events or large public gatherings, an assignment carried out by ICF GHK
on behalf of DG Home Affairs.

In particular, the main purposes of this report are to:

n  Present the problem assessment;

m  Present a baseline scenario;

s Present the objectives that aim to address the problems in the current situation;

n  Present the different packages and alternative Policy Options concerning future EU
action;

n  Present detailed assessments of the Policy Options,
»  Compare the assessments of the Policy Options; and

s Provide considerations on the preferred Policy Option.

11 Rationale for undertaking the study

Over the past years, violent disorder has erupted at several large-scale international events
such asthe G8 summit in [taly, the MATO surmmit in France/Germany and the G20 summit in
the United Kingdom. “iolent disorder has also occurred at international sporting events held
within the EL Member States.

Individuals often take part in wiolent disorder in other EU Member States than their own.
These events pose great challenges for security services and law enforcement authorities,
with the cross-border element highlighting the need to ensure close cooperation between
European authorities when identifying, and preventing, the violent disorder occurring at these
events.

Discussions have taken place regarding whether the information exchange could be
irmproved due to difficulties encountered by law enforcerment authorities responsible for such
events. These include problems receiving the necessary information regarding the number,
travel routes and times of potential offenders coming from abroad, which hinders the efficient
and effective preparation of the police operations and preventive measures accurring prior to
such events. The lack of a common definition relating to TVO, as well as the different
legislative and procedural measures used to combat this phenomenon have also been
identified as obstacles to effective cooperation and prevention of this increasing cross-border
phenormenan,

1.2 Ohjectives of the Study

The aim of this assignment is to inform EU decision-making on the possible ways of
improving the exchange of information between Member States on TWO in connection with
major ewents, including large public gatherings and sporting events. The possibilities to
improve the exchange of information between Member States willinclude the use of Europal.

In order to identify ways in which information exchange can be improved, the assignment will
undertake the following, as autlined in the Terms of Reference:

= Analyse and provide an overview of the types of events which have been subject to
unlawful disruption by T%0O crossing national frontiers;

= Analyse ways of providing a definition of the term T%O at EU level and to propose at
least three definitions;

= Analyse the law enforcement authorities' needs in relation to information on TVO in
connection with major events, particularly regarding content on the subjects, format,
tirne;

12092/13 9
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Analyse the different sources for information on T at national and EU level, taking into
account passenger name records availability,

Provide a detailed analysis and description of how infarmation exchange on TV has
occurred in all 27 Member States and by Europol and Interpal, particularly through the
analysis of at least 5 major events;

Map the law enforcernent needs with information exchange in the past and identify
problems in infarmation exchange with regard to T%0D in connection with major events;
Prowvide a detailed identification and analysis of the reasons for unsatisfactory exchange
of information related to TVO:;

Examine, describe and evaluate different (non-1T) options in order to improve the
exchange of information on T%0O particularly in relation to the needs of law enforcerment
autharities and the identified reasons for an unsatisfactory information exchange; and
Examine, describe and evaluate options on how IT based solutions could improve the
exchange of information on TVO in a supplementary manner.

The wark at Europol, Interpol and ather relevant Agencies was also taken into account.

The Study provided the Commission with necessary information, including the identification
and elaboration of:

{a) Meeds regarding information exchange;

b} Problems to be addressed,

c) Objectives to be achieved,

d

B

Different options, and

13

131

1.3.2

(
(
(
(

Expected results and impacts of these options.

Method

The information presented in this Report was mainly collected through:

Desk research;

Interviews;

Case studies;

Commission Experts’ meeting; and

Expert panel.

These are further described below.

Desk research

Relevant documents have been identified and analysed. The documents included:

Palicy documentation;,
Legislative documentation;
Academic and grey literature on the topic; and

Statistical evidence (where available).

Interviews

Quectionnaires were disseminated to 27 Member States and Croatia, with responses
receied from almast all Member States.

Consultations were undertaken with representatives from Interpol and Europol. Interviews
were held with the relevant representatives from the European Commission dealing with the
Schengen Information System. Questionnaire responses were also received from UEFA and
FIFA representatives,
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1.3.3

134

135

14

15

Case studies

Six case studies were organised in the following countries: Italy, Germany, France, UK
Denrmark and Paland.

Participation at Commission Bxperts’ meeting to validate the recommendations

The meeting was held on B July 2012 ICF GHK actively participated in the arganisation,
preparation and facilitation of the meeting. ICF GHK prepared a background document and
presentations as well as a report, following the meeting, summarising the discussions
amongst the participants.

Organisation of an expert panel

An expert panelwas held on 26 September 2012 with three external experts. The aim of the
expert panel was to discuss the Policy Options identified. More specifically, discussions
during the panel focussed on the possible impacts of the Policy Options on:

s The policy objectives (i.e. how the options are expected to impact on the problems
identified);

s Fundamental rights, especially the protection of personal data, non-discrimination,
freedom of movemnent, right to an effective remedy and fair trial. When the Policy Options
present a potential breach of these rights, mitigating measures should be also discussed,
and

s The main stakeholders responsible for the exchange of information on TWO in the
Member States and at EU level.

Discussions also focussed on the following:
n |dentification of strengths and weaknesses of each option;

n |dentification of the main risks associated with the implementation of the option (i.e.
factors, which might lead to the failure of the options);

n |dentification of the main legal impacts an Member States and at national level); and

s ldentification of a preferred Policy Option(s).

Evidence base for the Report

The Report includes information received to date through desk research, stakeholder
consultations (questionnaire exercise and case studies) as well as discussions with external
experts. However, the information presented does not cover the 27 Member States (and
Croatia) asresponses have not been received from all national authorities.

Key concepts used

This Study examines the phenamenon of TWO. Though there is currently a lack of an agreed
definition for T%0, this concept has been used throughout the Study in accordance with the
Terms of Reference. The Study Team has also taken into account the key concepts and
functional definitions used in the Member States.

Figure 1.1 below shows our understanding of TWO (represented by the grey box). As shown,
in this study T%0O are understood quite broadly and different types of events and offences
are included in the interpretation. The situations, taken into account in the figure below,
include spart, recreational, poltical and environmental events while attacks with high impacts
have been left outside the "T%0 box". Concerming the type of TWO-related offences, minor
civil disobedience actions and petty crimes and terrarism have both been discarded from the
understanding of T%O while offences ranging from violent disruption of public order and
racistxenophobic attacks have been included in the box.
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Figure 1.1 The understanding of TV O used throughout the study
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On the basis of this, a definition of T%O has been suggested in Section 4 of this Report.

11 Structure of thisreport
The remainder of this Report is structured as follows:
Section 2: Problem asse ssment
Section 3: Policy ohjectives
Section 4: Policy aptions
Section 5 Assessment of the Policy Options and comparison

Section B: The preferred Policy Option

10
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2

2.1

2.2

Problem assessment

This section of the Report aims to identify and assess the extent of current problems and
needs, both in the short and the long term. It elaborates the identified challenges that are to
be addressed by the Policy Options.

Sub-section 2.1 below includes the overall problem tree showing the causal links between
the issues identified throughout the Study, including the drivers, the general and specific
problems, as well as the resulting consequences. Sub-section 2.2 to 25 further elaborates
the issues presented in the problem tree. For each of the issues, a brief description is
presented, with evidence gathered through desk research and stakehaolder consultations.

The problem definition also includes an assessment of the 'baseline scenario’ how the
identified problems would develop ceteris paribus (i.e. in the status guo situation, taking
account of on-going initiatives and contextual developrents) towards which the potential
effects of the Palicy Options will be assessed (sub-section ZB). Finally, it includes
considerations on subsidiarity and proporionality (sub-section 2.7).

Problem tree

The figure below presents our approach to the problem definition. The problem tree shows
the causal links between the issues identified throughout the Study including the drivers, the
general and specific problems, as well as the resulting consequences. These issues will be
described in turn in the sections below.

Agure 21 Revised problem tree

ExlIstence of the TWO phenomenon across the EL

e of a multicuds of Lyistenee of differonces in
national me. dretinitions

TWO not belng [dentifled and viclence assoclated with TVO not belng preve nted

Main driver: existence of the TVO phenomenon across the EU

Data gathered showed that most of the Member States have experienced problems with
TWO when sport, poltical and other types of events were hosted. The phenomenan of TVO
continues to pose securtty risks within the EU. Due to the increase in international sparting
events being held in the Member States, such as large-scale football tournaments and
events like the Olympics, Member States have witnessed an increase in the number of

A
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supporters travelling andfor organising their travel across the EU. Moreower, activities
relating to political and environmental activism have also developed over recent years.

As mentioned in Section 1 above, different types of events are included in the interpretation
of T%O. They include:

»  Sport events — might invole the presence of foreign "hooligans'. Various farms of minar
and more serious 'violence' are grouped together under the umbrella term ‘football
hooliganism' to refer to football fans who cause 'harm' to society;

»  Recreational ewents — might involve the presence of foreign violent individuals
attending concerts or parties;

n  Political events — might involve the presence of foreign demonstrators during
international summits such as 8, G20, NATO summits or other European conferences;

s Environmental events — might involve the presence of foreign demonstrators during
nuclear transportation, construction of infrastructure deemed dangerous for the
environment and during environmental conferences.

Concerning disruption of sports events, mainly football matches, stakeholder consultations
showed that the scale and type of the events wary between the Member States. For
example, national law enforcement authoarities fram four Member States showed that there
had between five to 10 football events during the last three years which have been subject to
unlawful disruption by violent offenders. In Member State A, one to two football matches per
year are subject to disruptions by TWO. Within such events, the countries reported that
between 100 and 1,000 violent offenders were present.

In other countries, violent disruption of football events by TVO is more frequent For
example, between 2008 and 2011, Member State B hosted more than 80 football matches
per year which were subject to unlawful disruption by violent offenders. The number of
violent offenders reported per year was approximately 11,000 fram which about 4 500 were
TwO. In total, almost 450 arrests were undertaken in the periad 2008-2011. In Member State
=, during the 2010-2011 football season, & total of 625 violent offenders were arrested. In
the end, anly 31 cases ended in successful convictions.

As far as recreational events are concerned, violent disruptions of concerts, events inspired
by social media and other cultural events have been increasingly witnessed aver the past
years across the EL.

Regarding the political events subject ta wiolent disruptions, 58 and G20 Summits, as well as
MNATO summits were identified as the main target events for disruption. The main Member
States affected during the organisation of such summits were Germany, United Kingdam,
Italy and France. EUJ Summits were also a target of disruption, especially in Sweden, Spain
and ltaly.

In addition to these political summits, environmental events were also disrupted in some EU
countries, such as Denmark, France and Germany. Such events mainly consisted in Anti-
Muclear-transport demonstrations, and demonstrations during climate change conferences
or against the construction of infrastructure deemed dangerous for the erwironment. Section
22.1 below also provides mare infarmation on Animal Rights Extremism and Ernvironmental
Extremism.

A distinction has to be made between the different types of events presented above. In
relation to sporting events, particularly football, cooperation between national authorities is
well developed and effective. On the other hand, T%O's behaviour during political,
recreational and environmental events is less predictable and the prevention of violent
disruption by these individuals is currently less effective. This is alsa due to a lack of
cooperation structures and mechanisms in place.

On the basis of a range of quantitative information identified for different types of events,
Table 2.1 below shows estimates of the scale of the TW0 phenomenon. The Table shows
that, in total, there are 28 disrupted events (for each category of event) per year while the
average number of persons arrested per type of event per year amounts to 1508, This

12
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number might be considered to be somewhat limited , with the T%O phenomenan not equally
“distributed" across the EU as only a few Member States hosting large scale events dealwith

VO,

Table 2.1 Estimates on the scale of the TV O phenomenon

Estimated Average number of Average number of
Total events propartion events disrupted persans arrested per
2000-2012 disrupted by TYO per vear per type of type of event per
{assumption) BNt year
Foothall
Champions league 1400 5% 6.3 18491
Europa league 2460 5% 103 3101
Warld cup 3 25% 0.1 176.8
Euro cup 4 a0% 0.z 471.6
Other
8 G B5% 0.3 22.3
G20 2 B5% 0.1 T4
MATO Summits a 25% 0.z 114
EL! Summits 26 25% 0.4 i
p;rr;[ti;ans?gleari environmental 14 5% 05 1802
Otherpolitical!recreational' 130 100% 100 1000
Total 2830 1,506.02

The awarage humber of persons arrested per bipe of event per year s Dasad on evicence macke
avaliziie duing the caurse of the study, In reality, this Foure §s Niveiy fo De higher,

The main sources Used for this talde are the foliowing:

Case stucies which proviced some quantiatve Information on the scale of disrptions b T,
Evaliation Report: The National Securfy Strategy for the 2006 FIFA Woria Cup

Fress articies

Assmpations and estimations;

Champions feague: tolal nuimier of events heid based an an average of 725 matches par vear
Based on idertfied casas of distugtion and staiiefhoier views, s assumed that 5% of alf
matches are sufyect to distyption B TV, [n addition, based an the number oF arrasts icentifiec it
Js gssumed that, per distypted match, 20 TV O are arrested, fotaling 2 vearly average of 189,

Eurona feague the saime Jogic a5 ahove has bean folowed, fased on an average of 200 matches
PEr year and 2is0 assuUming an average of X0 arrests per disruatec match

Word cup: Based on identified cases of disiiption and staiehoer wiews, 1t s gasumed that 250
of worisd cup events are disrupled By TVO . in addibion based an the number of arrests Joentified,
Js aasumed that, per evert, 2060 people are arrested, totaling a veark average of 179

Ewra e the same jogic 25 abovie fas baan folowed, gthough g fighar assumption of oisruptect
avahls has bean adonted, hamens S0%, Dased on ifarmation avalizbie ahnd stakehoider wvicw s,

(38, G20, NATO and EL summits: Based on jdentifiod cases of disruplion and stafeholder views, it
Js gasumed that 65% of aif G-hype evients are distyoted by TIA0. Th gdoition, Based on the number
of arrests Hentfied, it Js assumed that, per event, aporcximatels 74 persons are arrested eading
to the annual sveranes for the diffarent tvves of aurmimits reported afowve.

! Data for this elerment is weaker than the others and should be treated with more caution
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2.21

n Anttmuclear £ oenvirorimental protests; Based on icentifiod cases of disiipdion and stavehoicer
wighs, | is assumed that 3% of these types of events are disrupted b TVO. In addition, based on
the nurmber of arrests derntfied, | s gssumed that, per disrupted event, around 233 persons are
arrested, fotaling 2 Yearly average of 150 TIYO arrasts,

n Other poifkcal and recreational feq. concerts) events: Based on limited data availabity and
stalehalcer views It fs gasiimed that, per yvear 10 of swch events are disrueted by TID inthe EL
ahd that an average of 10 parsons are arrested.

In addition to TVO attending sports, palitical and environmental events, other categories of
TW0O were identified, namely political activists and extremist groups. These are described in
the subsection below.

Political activists and extremist groups

EU Member States have experienced an increase in the influence that violent extremist
groups have on their followers due to developments in communications, such as social
media, over the past few years® Europol considers that "through radicalisation and
mobilisation in the real and wirtual warlds, these groups will seek even more advocacy,
support and participation at political, diplomatic and military levels",

In order to examine the existence of TWO at large-scale gatherings, the following types of
activist and extremist groups are described in turn below:

n  Leftwing and anarchist extremism;
n  Rightwing terrarism; and
n Single issue extremism.

The economic recession has been conducive to political tensions. In a number of Member
States this is triggering both left-wing and right-wing extremists to demonstrate their views on
both the causes of the recession as well as the solutions required. Such activities have
raised public order concerns over the last few years, threatening social cohesion. The scale
of events varies significantly between the Member States?

Europaol believes that the professionalism of right-wing propaganda shows that right-wing
extremist groups aim to enlarge and spread their ideology and they pose a threat in many
Member States.

In 2010, protests by single-issue extremist groups increasingly focused on the fur industry.
These groups are becoming more netwark-based, using various methods of communication
to prioritise, coordinate and support direct action. Campaigns of animal-rights activists
indicate & shift of activities fram the UK towards mainland Europe which started in 2005/2003
and continued in 2010. There are indications that some members of animal-rights, anarchist
and environmental extremnist groups are moving towards a shared ideology.* Environmental
extremism is also on the incre ase.

The scale of problems associated with political events also varies significantly between the
Member States. In one Member State, three politically driven demonstrations are organised
annually, with the number of padicipants within such demonstrations varying between 1,000
and 40000 people,

Left -wing and anarchist extremism

Over the past years, Europol has noted an increase in wiolent attacks by left-wing and
anarchist groups as well as increases in the coordination of groups trans-nationally. These
groups remained very active in 2010, with 45 left-wing and anarchist attacks occurring within
a few Member States of the EU (Austria, Czech Republic, Greece, Italy, Spain) and resulting

2 Information for this section pravided from Europol's The-Sat reports 2011 and 2012, awailable at
https: e europol. europa. ewcantentfpressiewterrorisie stuation-andtrend-report-te-sat-2012-1 567 .

Te-Sat Report 2011, p 7

* b
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in six fatalities. This amounted to an increase of 12% in comparisan with 2002.f Thaough
these groups are traditionally most active in Greece, ltaly and Spain other Member States
have also experienced an increase in their activiies due to the social unrest among the
population following the economic crisis and the reduction of state spending on social
welfare, One Member State reported that demonstrations involying anarchist groups typically
comprise 200 to 300 people, though they are typically nationals of the Member State.
However, an anarchist protest did occur where a protest camp was established with
approximately 3 000 people, some of which were from other Member States. Though no
major violent acts were reported, around 8 000 law enforcement officers were deployed to
prevent any major incidents.

In 2011, 37 attacks were carried out in the Member States, with 42 individuals arrested. In
that year, Europal noticed an increase in cooperation between environmental and left-wing
violent extremist and terrorist groups Attacks linked to Greek or ltalian anarchist circles have
frequently occurred in Eurape. In most of the cases, the motivation of these groups is an
expression of solidarity with imprisoned anarchists. Similarly to 2010, signs of increased
transnational coordination between groups were observed by Europal in 2011, A number of
attacks in Italy, Greece, Germany and Switzerland were caused by the ltalian anarchist
group Federazione Anarchica Informale (FAl). Maoreover, in relation to transnational
cooperation, communications issued by the Greek terrorist arganisation Synomaosia Pyrinan
Fotias advocated the need to establish an "international network of anarchist individuals and
groups". The renewed activism of the FAI can be seen in this context where references
were made to the call by the Greek organisation.

Eurapaol identified a shift in direction in some anarchist protests towards environmental
issues in 2010 in the United Kingdam. In addition, in 2011 anarchists joined protestars in
France and ltaly during demonstrations against the future construction of the airport of Notre
Dame des Landes in Mantes and the high-speed railways line linking France and ltaly in “al
di Susa.

Right-wing extremism

Right-wing extremists try to gain a political following and achieve publicity outside the
traditional political processes through marches, rallies, demonstrations and concerts.
International links exist within the violent extreme right-wing scene though they wvary
significantly in strength. Buropol considers that incidents involving right-wing extremists can
present considerable challenges to policing and seriously threaten community cohesion,

A small number of incidents occurred in 2010 which could be classified as right-wing
extremism. These incidents raised public order concerns but did not endanger the political,
econamic or social structures of the affected Member States.” Dwring 2011, several Member
States reported activities by violent right-wing extremist groups. The perception of these
incidents amaong the public is shaped in particular by xenophobic violent offences and right-
wing parades often referring to public occasions or commemarations. Though violent attacks
appear to be, in most cases, the result of accidental encounters or reciprocal provocation,
they are nat uncommaon.

Several Member States confirmed that members of the extreme right-wing scene have
access to weapons, ammunitions and/or explosives. Though the seizure of illegal weapons
and ammunition as well as improvised explosive devices (IEDsS) or materials used for the
production of IEDs may be an indication of a certain level of militancy for at least some parts
of the scene, police authorities in the Member States consider that this phenomenon relates
maore to the aspect of their subculture than to an intention to use these weapons for terrorist
ends. Europol considers, however, that it should be taken into account that these illegal
weapons might be used in sporadic incidents in arder to cause significant harm.®

® i

®Irforrration gathered through stakeholder consultations
" Te-Sat Repart 2011, p. 29
¥ Te-5at Report
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Often, right-wing extremist manifestations provaoke counter activity by extreme left-wing
groups, and such confrontations can resultin physical violence. For example, in May 2010, a
"White Power" supporter was assaulted in Sweden during a demonstration staged by the
movement. Europol considers that the presence of like-minded nationals from other EU
Member States at rightwing events, such as "White Power' concerts suggects that
individuals who are drawn to right-wing exremism maintain close contacts throughout the
EU. These concerts attract hundreds of people from all over Europe. Concerts are only
announced on the internet and take place at secret locations.”

Europol considers that recruitment and the distribution of violent extreme right-wing
propaganda is of major concern in a number of Wember States. Due to developments in
communication and social media, right-wing extremists are increasingly active in online
social netwaorking in order to reach out to a younger generation. It is believed that this is
adding a new dimension to the threat right-wing extremism may present in the future. White
Power Music (WWPM) is promoted through anline medians, The Swedish authorities reparted
that their WPk movement engages in a series of activities covering many aspects of a social
nature and aim to influence public opinion. Portuguese authorities reported that their right-
wing scene, "Foruguese Hammersking”, is trying to recaver its strength through the right-
wing music scene and close cooperation with other groups in Europe. An international
meeting called "White Christmas”was organised in Lisbon in December 2011,

Though the overall threat from right-wing extremism seems to be decreasing, these groups
have the will to enlarge and spread their ideology and still pose a threat in the Member
States. Europol considers that if the unrest in the Arab world, especially in Morth Africa,
leads to a major influx of immigrants into Europe, right-wing extremismm might gain a new
lease of life by articulating more widespread public apprehension about immigration.
Moreower, austerity programmes introduced following the crisis might also lead to further
wiolent right-wing activities.

Single-issue terrorism

"Single-issue terrarism” is "violence committed with the desire to change a specific policy or
practice within a target snciety”.” The term, in Europe, is used generally to describe:

n  Animal rights groups; and
n  Environmental eco-terrorist groups.

In 2010, more than 200 single-issue extremism related incidents were recarded in the EU,
which included 24 arson attacks The activities carried out by violent animal rights extremists
(ARE) and violent environmental extremist groups range from fairly low-level wandalism
incidents to significant acts of destruction and the use of incendiary ar [EDs.!

Europol considers that there is a dynamic interaction between groups and individuals in
different countries, with language or nationality forming no barrier to coaperation. Extremist
groups and individuals from different countries and groups participated in protests and
attacks all over Europe in 2010, uniting their forces in comman initiatives. In some cases, it
WA fnqu that the interaction between these different groups and nationalities led to
winlence.

Single-issue extremist groups are becoming increasingly network-based, with these groups
using various methods of communication in order to prioritise, coordinate and support direct
action. As with leftwing and rightwing extremists, the internet is considered to be a vital tool
in the process of networking with campaign websites, social networking sites and mailing

® b

" Te-Sat Report 2011, p. 30
" Te-Sat Report 2011, p. 31
2 Te-Sat Report 2011, p. 31
¥ Te-5at Report 2011, p. 32
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lists playing an important role in making it possible for single terrorists to be informed on the
upcoming international agenda in their area of concemn. ™

Animal rights extremists
Animal rights extremist (ARE) groups focus on four main target areas:

»  Companies and institutions involved in scientific research and pharmaceutical testing on
animals;

n  Furbreeding industry,
s Meatindustry;, and
n Circuses and hunting.

Member States have experienced increased activity by vialent animal rights extremist groups
which have a significant impact on businesses involved. There has also been increased
cross-border cooperation between several types of violent extremist groups which is a
particular cause of concern.

In order to reach their goals, animal rights extremists use authorised protests as well as
illegal methods of protest and direct action.  Incidents in 2010 were recorded in Belgium,
France, Germany and Sweden. In the past, the majority of illegal activities by single-issue
extremist groups took place in the United Kingdam, in the framewark of a campaign labelled
Stop Huntingdon Animal Cruelty which was a movement targeting a single site, those that
worked there and businesses associated with Huntingdaon. These included arson and paint
attacks. Concerning targets towards the fur-trade industry, a number of incidents occurred in
2010, mainly resulting in the mass release of animals or the destruction of feeding or water
inctallations for the animals. In Belgium, activists released 300 minks, while in Greece, more
than 45 000 minks were released by extrernists, with the unintended result that a large
number of the animals died an the streets. Both activities were carried out by groups whose
members were of mixed nationality.

In 2011, the pharmaceutical industry reported 282 incidents worldwide. Though the
majarity of such activities are low-scale incidents, an increasing number of Member States
have reported an intensification of violent extremist activities. Some of these incidents have
involved |IEDs, assaults on persons or hoax bomb telephone calls. Groups such as Stop
Huntingdon Animal Cruelty, Militant Forces against Huntingdon Life Sciences and Mational
Anti-Vivisection Alliance have been involved in assaults on pharmaceutical compan
personnel and have targeted businesses related to the animal testing sector with IEDs.’

Propaganda on the internet is one of the main tools of violent ARE groups. Most of their
actions are published and claimed via the intermnet. These groups also seek support via their
wehsites and social networks through disinformation campaigns.

Europal considers that future changes in legislation regarding animal rights in the Member
States may trigger new and increased actions by violent ARE groups.

Ouwtkrw motorcycle gangs

Outlaw motorcycle gangs have been detected across the EUL The "Hells Angels Motoreycle
Club" (HAMC) has expanded into Eastern Europe including Bulgaria, Czech Republic,
Greece, Hungary and Poland. HAMC Chapters have grown worldwide fram 1 in 1240 to 351
chaptersin 2011."7

" ikict

1 European F ederation of Fharmaceutical Industries and Associations, EFPIA
*® Te-Sat Report 2011, p. 31

" Europal Review 2011, p.B2,
httpeifwianiy eropol europa. ew st esf defauttfiles publicationsfeuropolreview 2011 pof
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A Europol Analysis Work File (AWF) was set up in order to produce a threat notice ™
specifically on motorcycle gangs through the "Maonitor” project. This was established
following a scanning of new and emerging organised crime threats based on the OC-SCAN
Threat Motice, as well as expertise recommendations from competent national authorities
throughout the EU. The new activities of Outlaw Motorcycle Gangs (OMCGS)'Q in South East
Eurape combine their established organised crime hubs in the Morth West of Europe with a
new capacity to engage in drug trafficking on the 'Balkan Route'. Though the "Monitor”
project focuses mainly on the organised crime associated with these motorcycle groups,
Europaol has also highlighted the risk these gangs pose when travelling through Member
States in large groups, with violent clashes occurring between rival groups which prove to be
a great risk to the general public and are thus important to monitor. Some of the tasks
undertaken through the project, such as identifying the structures and members of the
OMCGs and supporting law enfarcement partners in policing major biker events, are relevant
to the T%D phenomenon with such activities closely linked.

The element of cross-barder travel associated with OMCGs in Europe is important in relation
to combating the TYO phenomenon, with Europol highlighting the need for improved
infarmation exchange on such groups in order to ensure that their travel movements are
carefully monitored. Such close monitaring not only help to prevent the organised crime
phenormenon associated with this group but also assists in the prevention of violent clashes
similar to those encountered with other types of TWO.

Individual incidents exemplify the cross border and wiolent nature of OMCGs activities. For
example in 2010, members of the Hells Angels Motorcycle club from different Balkan states
came together to join a biker festival in Croatia, ending in severe violence ™ This
phenomenan is not limited to South East Europe, with Germany, Denmark and Sweden
being largely affected by OMCGs activities. According to German authorities, plenty of
evidence exists to show that gangs are growing in numbers, with the number of biker groups
doubling since 2005, These groups operate as large enterprises across Europe and
constantly try to operate outside the Schengen zone. !

General problems

The main general problems identified in relation to the exchange of infarmation on TVO and
the approaches taken to the management of the T%O phenomenon are:

n  Existence of a multitude of instruments for the exchange of infarmation on TVO, and

s Existence of differences in national measures, definitions and applicable offences.
These are described in turn below.

Existence of a multitude of instruments for the exchange of information on TVO

Currently, there are no specific information exchange systems at EU level to exchange
information on T%0, but Member States can make use of a number of existing channels for
this purpose.

The main legal instruments for information exchange at EU level in the area of law
enforcement information and intelligence exchange are the Swedish Initiative, the Prim
Decision and instruments relating to Mutual Legal Assistance (MLA) and Mutual Recognition
(MR). These instruments are of importance in relation to the exchange of information on
Tw0O as they provide specific legal bases for information exchange between the Member
States, setting out rules and conditions as to the modalities and type of information which
can be exchanged.

B & strategic notice disserninated by Europol on organised crime threats
™ Gangs including Hells Angels Motoreycle Gang
T The independent 20100 hitpiweww independert co.ukinewsiword suropeleurope s biker-ganos- set-on-a

collision-coursewih-he-police-21 08221 fimi

2 Deutsche VWelle: hitp v, i desdwiaricle/0 15912602 00 hirrl

18

12092/13
ANNEX

20

DG D 2C LIMITE EN



Study on possible waus boimprove the exchange of information on travelling |
wicle nt affe nde s including those attending sporting events orlarge public ICF | G [ H K

gatherings - Final Report T b DR

With regard to the Swedish Initiative and Prim Decision, baoth instruments provide a legal
basis for Member States to cooperate in the exchange of different types of infarmation. While
the Swedish Initiative focuses on exchanging information and intelligence relating to criminal
activities, the Prim Decision focuses on data exchange relating to DMNA, fingerprints and
wehicle registration.

Background research also showed that national authorities currently make use of a number
of communication facilitators for exchanging information an TV0. These manage different
IT as well as non-IT toals for infarmation exchange. The main communication facilitators
identified (and respective tools) are the following:

17 EWU and international level:

s Europol,including:
o Europol Information System (EIS);
o Analysis Wark Files (AWF),
o Secure Information Exchange Metwork Application (SIEMA); and
o Europol Mational Units and Europol lizison officers.

n Interpol, including:

o 12457 network and Flink;
o Mational Central Bureaus;
o Motices systemn; and

o Databases.

21 EU decentralised communication facilitators and tools:

s SIRENE Bureaux (linked to the centralised Schengen Information Systerm (SI15));
n Central Authority (within the national Ministries of Justice or the Police) and ECRIS; and

n  Passenger Information Units and Passenger Name Records (PNR) database.

3) Communication faciitators and tools at Mermber State level:

m  Mational Football Information Points, and
»  Police and Customs Cooperation Centres;

The stakeholder consultations undertaken showed that in practice, all the facilitators and
associated tools mentioned above are used by national authorities to exchange
information on TVO. In the replies to the questionnaire, Member States most often referred
to the use of Europol's and Interpol's tools, in particular Europol's Siena, followed by 315/
SIREMNE and, in case of football, Mational Football Infarmation Paints (MFIFPs). Police and
Customs Cooperation Centres were also cited by three Member States as facilitators used to
exchange information on TWO.

In addition to communication facilitators, there are 3 number of national sources for
information, which are used for the exchange of information on TWO. Evidence gathered
showed that many Member States use national databases of law enforcement authorities as
a source of information for cross-border exchanges, These databases range from general
ones used by the police to stare infarmation on criminal and administrative offences to more
specific databases which are used to gather information in relation to sports events. For
example, in one Member State a 'Law Enforcement Database for Spart’ exists, which mainly
contains the list of persons subject to a stadium ban and/or prohibited from attending sport
events. This database can only be used in connection with sports events. In another Member
State, national police databases are used to exchange operational information as well as
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intelligence. In a different Member State where a national police database exists, infarmation
is stored on administrative and criminal offences committed by the individuals. In several
Member States, criminal records are used as an important source of information. These
records are used for different reasons, such as the exchange of information on convictions in
connection with hooliganism. One Member State reported that judicial records provide
infarmation on pre-trial inve stigations undertaken.

The following sub-problerms in relation to the instrurments, communication facilitators and
tools used to exchange information on TVO have been identified and are explored in turn in
the sections below:

n  Different and uneven coverage of the instruments, communication facilitators and tools
used to exchange information on TV0O; and

n Inefficiencies in existing instruments, communication facilitators and tools used.

Different and uneven coverage of the lgal instruments for information exchange,
communication facilitators and tools used to exchange information on TVO

The existing legal instruments for information exchange, communication facilitators and tools
used to exchange information on TWO present some differences, mainly concerning the
fallowing:

n  Their purpose;

n  Type of information gathered/exchanged;

s The authorities having access to the information gathered,
n  The procedural standards used; and

n  The level of implementationfransposition of instruments in the Member States and their
coverage (i.e. opt outs).

Table 2.2 below presents the main differences per legal instrument and communication
facilitatorool used by national authorities, The Table shows that there are major differences
in the type of information exchanged through the listed instruments and tools. While some of
them exchange all types of information, others limit their scope to specific types of data (for
example Prim, ECRIS, PMR, NFIP).

Although most of the instruments and tools are accessible to police authorities and, maore
broadly, to law enfarcement authorities, some of them are anly available to judicial
authorities (for example MLA, MR and ECRIS).

In addition, while the majority of the infarmation exchanges still take place through a simple
bilateral exchange of information (by email, telephone, etc), IT systems are increasingly
used (for example 315, Europol's Siena and EIS)). Also, Member States are increasingly
asked to interconnect the existing national databases (for example in the case of Prim and
ECRIS).

Procedural standards and data protection provisions are always included in the instruments
and tools cited above. However, these might vary considerably. Finally, the geographical
coverage of these instruments and tools presents some differences due to incomplete
transpositionfimplementation and optouts of Member States from the EU acquis,

Due to these differences, the choice of the tool to exchange information on TV will affect
the outcorme of the information exchange, (e different systerns being  more
effective/efficient than others depending on the purpose). As a result, the use of different
providers and tools, as well as different procedural standards, might possibly lead to an
unequal treatment of TWO.
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Table 2.2 Comparative analysis of legal instruments, communication fadlitators and information exchange tools

Instium ent; Puipose Type of information Authorities having Communicationtoel  Procedural standards used and data Lewelof implem entation ftran sposition
Facilitator/tool gathered/exchanged accessto the {IT/non-IT) protection
information
thered
Legisiative nstnaments
Swedlsh Estabilish the rukes under
Inttiative which Membear States' law  Ary type of information or
Ny . Law enfarcement
erforcernant authorities data which is held by law N
may exchange existing enforcerment authoriies, as a.llhclr(l_as By 31 October 2012, _drrosl all
information and intelligence  well as any type of co_nl:_luctng a . - Memioer States have informed that
effectivaly and information or data which is criminal Through bath IT Data protection provisions are they have transposed the Framewark
expecitiousy for the held by public autherities or investigationor a  and norelT tools. specified in At 8. Decision into their domestic legislation
e X N y - criminal or that they do not need to franspose.
purpose of conducting private entties and which is inteligence
criminal investigations or arailable to law erforcement Icuerginn
criminal inteliigence authoriies. .
operations.
Prim Declsion Facllitating M ember States’
interconnectedness of
autormated data exchange !:fm' a:‘tm Toda)e_rhar'g_e of b |E has not transposad A, 15 for the
and prevention of crirminal DA, fingerprints and wehiclke :a'u'g;ng' 'I"JI:'Q dﬂ:ﬂg?ﬁﬁ;;hﬂ; be establishment of contact points for
offences af large sparting registration data Competent Through both IT dalaled without Halasponce the Major events.
events (such as football For major public events: non-  national d IT taal have b higved Moreover, DMA operational data
matches) and terrorist personal data and personal authoriies. and nonl tools. purposes hiave been achieved or exchange, YR and finger prints
canno longer be achieved. The data R R
offences through the supply  data. sunaiiod muet in ahy event b exchange is not operaional amongst
of infarmation and the oe v all the Memer States.
establishment of joirt deleted after not more than a year.
palrols.
MLA The First Fratocol to that Corwention,
adopted in 1978, has been ratfied by
Encourage and faciitate all but one Member State. The Second
mutual assistance between  Reguests concerning actions Judicial Protocol to that Corwention, adopted
judicial, police and custorms  fo be taken during criminal aJull"IlcC:I?le Naon-IT tooks in 2001, has been ratified by onby

authorities on criminal
matiers.

nvesligations.

eleven Member States but signed by
thirteen more,

Special provisions apply to Ireland and
the United Kingdom (transmission of
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Instrum ent Purpose Type of information Authorities having Communication tesl  Procedural standards used and data Lewelof implementation tran sposition
farilitator/tool gathered/exchanged access 1o the {IT/mon-ITy pratection
information
gathered
requests for assistance), to
Luncembourg (protection of personal
data) and 1o Morway and Iceland
(provisions linked 10 the Schengen
acguis and the entry into force of the
Comentian),
MR (EEW) The European evidence warrant has
Member States must ensure that natyet been implemented by the
Imgprove the recognition of  Objects, documents and data Judicial Through both IT there are legal remedies available to  majarity of Member States and a

for use in criminal
proceedings.

national judicial decisions

or acts, and nore|T tools.

authoriies.

thosa who wish fo challenge an
EEVY, for example through court
procedures.

proposal for its replacement by a
European Investigation Order,
covering a wider range of evidence
gathering, is being negotiated.

EUf and Intemational Cormmunication Fadlitators

Europol  EIS, Gathering, maintaining,
AWF aralysing and
and  disserninating inforrmation :gﬂ;?::gg;ﬁmg{ga" oms Police Protection of data and classification
Slena,  aswell as supporting the ' Through IT tooks. of information according to *secunty  All 27 Member States,
M : more speciically, persons, authorties -
ember States with the identty documents cars ete categories”.
coordination of their o s .
investigative operations.
MNational
Units Facilitate commurication
and between EU law Criminal irtelligence Law enforcement  Through non IT
Europol  erforcement authorities and  information. authorties. tools. All 27 Member States.
ligison  cooperstion partners.
officers.
Interpol  1-24i7 Frovide targeted traning, Data in particular about Law enfarcement Mational Central Bureaws and
nietwork, expert Investigative persore, stolen and lost authorties inthe  Through bath IT intermational entties shall retain, at
I-link, support, relevant data and  travel documents, stolen WS and third and norIT tools all tirnes, control over the processing 190 member counfiies
Mational =acure cormunications vehichks, Fingerprints, DA i of their data, in accordanc e with
Central  channels. profiles, Stolen Works of Art,  SOUTES: The INTERPOL's Rules on the
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Instrum ent
farilitator/tool

Purpose

Type of information
gathered/exchanged

Authaorities having € iontoal P al ds used and data
access 1o the {IT/mon-ITy pratection
information
gathered

Lewel of implenventation fran sposition

Bureau,
notices,
databas
Bs

firgarms references.

Processing of Data (erfered into
force on 1 July 2012,

SIREME and

Persons wanted for
Schengen extradition to another
Information Member State; Authorities Processing of sensitive categories of
System Imerove police and judicial MESING persons, reanorsble for data (personal data revealing racial
c?.?ne,,%n In erimingl Fequests for reports on mslﬂa control or ethnic origin, poltical oginions, The UK and IE have opted for partial
mmatters, visas, immigration witnesses and people for and other police religious or philosophical beliefsor bt sigrificant Schengen cooparstion,
and free mwe'mem of court sopearances, and cusioms Throwgh bath IT 1rauE-Ln_|un membership a_nd _dda broadly in palice al_'ld judicial
person aswell asto hoid a Request information reports L LS and nortTlools,  SONEErming health or sex life) is cooperation inclding the SIS, bt
number of spectic aletson o major criminals and linked e luticial prohibited under SIS 1l Any person  excluding access to alerts relating to
people, vefiicles and vehickes, and o will have the right o request access  refusals of entry for third-country
BFUDEI'E? Stolen vericles, trallers, Ewropol and 1o data relating to hirther (personal  nationaks
' firearms, idently docurments Ewojust data®) that has been enfered n 515
and registerad banknotes : Il
Under SIS 11 dlso
photographs and fingerprints.
ECRIS Facilitate efficient sharing of Article 9 of the Council Framework
infarmation pertaining to Decision 200931 5UHA detailsthe 0%t Of the Member States have
criminal corwictions of EU Criminal corvictions. Judges, Through T tooks. conditions for the use of personal ?lmspcssd ‘.”‘ Cuun_ci _Damsmn ot
citizens between EL prosecutors. data. interconnection of Criminal Records
Memier States. acrossthe EU is still partial.
Passenger Name PMNR data includes PMR data may only be used forthe  The Commission proposed a Directive
Records passenger name, passport purpose of fghting serlous crime on PHR which is currently being
gﬂ?&f?;ﬁ i/ SMANSE nformation, telephone zmgrr‘rrgsc'ement Throughnon-IT and terrarist offerces. Law negatlated i the Councl
erforearmnant puposes. riummbers, travel agent, credi Alines. toolks, enforcernent authorities in EU States  The instruments’ coverage benefits

card nurnber, history of fight
schedule changes, seat

miust depersonalice the data one
month after the flight and may not

froim the opting-in of the LK and
Ireland. However, following Protocol
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Instrum ent
farilitator/tool

Purpose Type of information

gathered/exchanged

Communication tos |
{IT/mon-ITy

Procedural standards vsed and data
pratection

Authorities hawing
access 1o the
information

gathered

Lewel of implenventation fran sposition

preferences and other
infarmation.

retain it for more than five yearsin
total. EU States should not e able
1o access the databases of air
carriers but they must requestthe
data. Rules giving passenpers the
right 1o access, rectify and delete
their data and the right 1o
corrpensation and to judicial
rernedies are also provided,

27 ofthe Lishon Treaty, Denmark is
not bound by the agreements.

Mational Foothall
Information Foints

Strategic information:
infarmation specifying al
aspects of the event, with
particular reference to
security risks invalved in it
Operational information:
information providing an
accurate pcture of
proceedings in the course of
the event,

Tactical information:
information enabling those in
charge of operations to take
appropriste action forthe
purposzs of maintaining
order and securty in
connection wih the event
Fersona data on individuals
actually or potentialy posing

Act s the drect and cenfral
cortact point for the
exchange of relevant
Information.

Facilitate international
police cooperation in
cornaction with footbal
matches.

a threat to law and order and

Security

MEIPS,

Law enforcement  Throwgh T and
authorties, non ITtools,
security services.

Police and
Customs

Data which istypically most
often exchanged i that on

Suppon structure for
exchanging information and

Border agencies,
border guards

Through both non-
IT and IT tools.
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Instrum ent; Purpose Type of information Authorities having Communicationtoel  Procedural standards used and data Level of implem entation Aran spesition
farilitator/tool gathered/exchanged access 1o the {IT/mon-ITy pratection
information
gathered
Cooperation providing supportto the drivers, vehicles, vehicle and the paolice.
Centres activities of the operational  status, vehicle's ownership,

apencies responsible for
palice, border and cusloms
tasks in the border area.

driving licenses, telephane
subscribers, validty of
identity documens,
residence permits and visas,
e,
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Shorcomings related to the main legal instruments for information exchange at EU
fevel

The incomplete implermentation of operational data exchange between the Member States
under the Prim Decision still hampers the exchange on DMNA profiles, fingerprint data and
wehicle registration data with a cross-border dimension. This might currently jeopardise the
effective exchange of information on T%O and the prevention of the phenomenon across the
Ell when t comes to the exchange of biometric and vehicle data. Similarly, the incormplete
transpasition of the Swedish Initiative by the Member States might reduce the effectiveness
of exchange of intelligence information between law enforcement authorities concerming
TVO.

Some shortcomings also arise in relation to the use of MLA and MR instruments as not all
Member States have ratified the 2007 MLA Conwention Protocol. Other limitations exist when
Member States atternpt to exchange information, with some countries unable to use MLA to
their advantage. In addition to the use of MLA, the BEuropean Evidence Warrant can also be
used by the Member States when exchanging information on TW0O. However, this instrument
has not been implemented by all the Member States and a new proposal is currently being
negotiated.

The shorcomings in MLA and the insufficient use of the European Evidence Warrant
currently affect the effective transmission of information an T%O from one Member State to
another. This might lead to cases where investigations and prosecutions involving TWO are
not successfully carried out by the competent national authorities.

The 2010 International Centre for Migration Policy Development (ICMPD) study onthe status
of information exchange amongst law enforcement authorities in the context of existing EU
instruments confirms that by indicating that one of the main obstacles encountered by
autharities when exchanging information is "signed but nat ratified agreements on police co-
operation [that] hinder efficient cross-border information exchange”.

Shorcomings related to communication facilitators and tools

Concerning the use of SIS, the United Kingdom and Ireland have opted-out frorm certain
aspects of the Schengen Canventian, thereby excluding access to alerts relating to refusals
of entry for third-country nationals.

Other shortcomings concerning the use of 515 have been identified related to data retention
on the impact on free movement of people. For example, in one Member State, TWO
arrested during an international meeting received an order to leave the country from the
police. This order was based on the assumption that the persons constituted a danger to
public arder. On the basis of this order, these individuals have been inserted in law
enforcement databases such as SIS, However, following the expulsions the foreigners'
detention has been declared by the competent judge as unlawful. This judicial decision was
not reflectedtaken into account within SIS as the names of the individuals expelled were not
removed. These individuals therefore experienced problems when travelling abroad (for
reasons other than attending a public event).

Also, the personal information included in SIS might be misleading as a person might be
dangerous in one situation/context but not in another.  Accordingly, the on-going
management of the use of the alert is alkimportant. In many respects the use of the alert
should be event and intelligence specific. "Labelling” indwiduals can thus be misleading.
According to the stakeholders interviewed, more infarmation on the content of the offence is
needed in order to understand when and where an individual can pose a threat to public
order. This can be achieved through the exchange of supplementary information at the time
of the creation of an aler.

Shortcomings in the exchange of information on T%O through SIS and Europol might also
occur due to the fact that the latter exclusively focus on serious criminal offences. While
some of the TWO-related offences might be considered as serious {as for example murder,
grievous bodily injury, racism and xenophobia, arson, sabotage), others do not fall under the
"serious crime” label asthey are linked to administrative offences. As Europol's mandate and
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231.2

SIS's alerts are restricted to serious criminal cases, a share of TVO is expected to be
excluded from the scope of these two information management tools.

In relation to football events, the MFIP plays an important rale in each Member State, being
responsible for the facilitation of international cooperation in connection with football
matches. Close links are maintained between the MFIP and the police, with the NFIFP being
part of a police unit in several Member States.

Though MFIPs exist in each Member State, the roles they play vary considerably. In some
Member States, the MFIFP is purely responsible for exchanging information on football
events. In others, the NFIP is also involved in exchanging information on other sporting
events occurring at national level. ¥ This causes significant challenges due to the different
levels of workload associated with events in Member States and therefore the different
resources available for responding to information requests.

With regard to exchanges at EU level, the MFIP's mandate is limited to football events, Other
types of public gatherings are thus not included in MFIPs' scope, which means they only
address part of the TO phenomenon,

Inefficiencies in existing information exchange

Currently, inefficiencies occur when exchanging information on TW0. Six Member States
reported that these inefficiencies are mainly due to delays in exchanging information on
TWO. In the absence of a specific system for exchanging infarmation on TVO, reguests or
messages are often sent at the same time through different channels, leading to delays in
the treatment of requests and duplication of effort.

Some of the Member States consulted for this Study stated that difficulties in information
exchange and evidence on TW0O are due to the fact that cooperation in this field is mainly
based on MLA. Indeed, the MLA Canvention's mechanism for exchanging information shows
a number of shortcomings, for example:

n  Long delays orinaccuracy of information obtained;
s Member States are not obliged to comply with MLA requests; and

»  MNon-standardisation issues such as language barriers and differences in legal
terminology which — in some cases — may deter judicial authaorities from placing requests
in the first place in consideration of the time and expenses invoked.

Evidence gathered through the ICMPD study indicates that delays are also experienced
because of the following different reasons:

n Internal processes when requests are sent to other public institutions within the country,;
n  Unavailability of information;

n  Lack of personnel to deal with the request;

n  The needto obtain legal approval for exchange;

m  Technical problems in retrieving data (system failure etc.);

m  Prior court permission being required or information having to be obtained from other
domestic ingtitutions; and

n Complexity, scope and nature of the case.

Box 2.1 below presents examples, where delays in receiwing information and a lack of
communication from national authorities in other Member States prevented the national
authorities from taking action to stop viclent disruptions during large scale political events.

Box 2.1 Examples of delays in receiving information from other national authorities and
insufficient information exchange

Z pg stated in consultations
2 Unizys (2008) p.20
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Nernsher State A— politi cal event

According to a report drafted by Member State A following the paltical event, international
cooperation activities during planning for TV O had modest effects. More specifically, the report points
out that the exchange of information between Mermber States has heen inadeguate to prevent vialent
distuptions by T,

The report states that this was partly due to difficulties for foreign law enforcement and intellinence
services seeking to obtain information on TW O - maink due to the fact that TWO are nat part of
arganised structures but they have a strong capacity to gather instantaneously. Also, national data
protection rules impeded the transfer of personal information to the Member State A authorities.

The report also argued that certain types of VO are not considered as a priority in all Member
States. Other Member State autharities are more focussed on anti-nuclear protests and less on anti-
globalisation movements. Therefare, there is a lack of intellingence infarmation on anti-globalisation
offenders.

The lack of infarmation from other Member States prevented law enfarcement autharities to dewelop
an exhaustive list of dangerous individuals, who could have been denied entry to the national
territary. The clasure of the barders and the suspension of the Schengen Adgreement are considered
to have been useful messures. However, in the ahsence of an exhaostive list of dangerous
individuals ar alets on the 815, border controls could not resutt in the idertfication of TWO.

2 the other hand, cooperation with other external authorities was assessed as effective during the
event, especially in case of arrest or detertion of foreign nationals. The exchange of information
concerning past corvictions of arrested individuals was very effective.

Member State B — Political Event

During a political event, after thousands of TWO were taken into custody, national authorities
experienced problems due to the poar exchange of information between Member States. A lot of
infarmation provided was deemed by the Member State to be too event-specific or arriving too 1ate
for preventive measures to be taken, Despite the request of national authorities to specific Member
States to provide information about TVO, most of them did not respond to the request before the
event.

Inthe case of an international foothall event, the information provided was not adeguate to the needs
of national autharities {i.e. too specific, nat detailed enaugh ar arriving too late). The latter also noted
a lack of cooperation between Member States in exchanging information on TV Q. This issue was
alsa raized regarding Right Wing Extremists events, along with language-related prahlems.

Six of the Member State stakeholders consulted for this Study ctated that problems in the
exchange of infarmation on TYO currently occur because of infrastructures, channels and
systems being technically redundant. Yet the ICMPD study argues that such problems,
which inhibit the effective exchange of information, only occur wery rarely. The survey
conducted by the ICMPD showed that 86% of stakeholders consulted indicated that 1T
problems which cannot be overcome quickly are hardly ever experienced.

In addition to IT based systems {such as Europol Information Systermn, SIEMA, and S15)
national authorities also use non-IT based systems to exchange information on TVO as
follows: telephone (reported by 11 Member States), E-mail (reported by three), meetings
fone) and fax (five). Some of the stakeholders consulted reported that personal data (though
it seems only in @ minority of cases) or information on events is transmitted wsing these
communication channels. Often, the latter are used to gather complementary infarmation
and in urgent cases, in order to avoid delays linked to the use of IT information systems.
Though these communication channels improve the speed of the infarmation exchange, it is
possible that they create confusion amongst authorities and are likely to increase the risk of
data protection breaches.

Box 2.2 below shows a practical example provided by one NFIP showing the strengths and
weaknesses of exchanging information on TO using non-1T communication channels. The
example shows how non-IT systems can in practice speed up the exchange of information
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2.3.2

and, consequently, the application of measures to prevent wiolent disruption by TWO.
However, the example also shows that the types of data exchanged are limited {for example
personal data are not usually exchanged using non-IT systems), therefare not allowing the
Member State to obtain comprehensive information.

Box 2.2Practical example: use of non-IT systems

A foothall match was hosted in Member State A invaoling teams from Member State A and Member
State B. The Member State B MFIP informed the Member State A NFIP by phone that a group of
1,000 fans were going to travel 1o Member State A to attend the football match. The information
provided by the Member State B MFIP only covered the number of people and the travel information.
Far example, details an the time and route the huses carrying the Member State B fans were gaing
to take were provided.

The rmain communication channel used within this example was a non-IT syvstem, i.e. several
telephione calls between Member States' NFIPs.

The Member State B MFIF specified that the travel route included crossing through Member State C
Member State A NFIP proceeded to contact the Member State C WFIFP. The Member State C MFIF
pravided information ta the Member State A MFIP on the border check cantrals about the buses used
by trawelling fans. Information included details akout the time, the number of buses and their licence
plateswhich were expected to arrive in Member State A,

Once the inforrmation, both from the Member State B and Member State C MFIPs, was received the
data was analysed and a plan for poblic order protection was put into place. The plan was
implemented 12hrs before the expected arrival. Thus, at the Member State A border police officers
were already expecting the Member State B fans and they proceeded to check them, looking for
dangerousillegal items (bats, fireworks etc). Subsequentlk the Member State B buses were
escarted by Member State A palice patrol to the stadium and they were escorted an their way hack
o the border as well.

I surmmany:

n Infarmation exchange channel: MFIP contact person through telephone contact
m  Type of information exchanged: number of foreign fans travelling to attend the rmatch by bus,
travel infarrmation, such astime of departure, travel route and number of buses.

It was stressed that the names or specific information on the football fans were not provided. Thus
the Mermber State A NFIP did not know if the incoming fans posed a threat to public order, or ifthe
Member State B fans had criminal records or previous comvictions on puhlic order offences.

Existence of differences in definitions, national measures and applicable offences

In addition to the current lack of a specific instrument for exchanging information on T,
there are strong differences in the definitionfunderstanding of the T%O phenamenaon in
Member States as well as in the national measures established to deal with it. This is often
an obstacle to the effective exchange of information on these individuals and the
implementation of a concerted approach to deal with the phenomenon across the EU.

The averall lack of commaon legal standards in the exchange of information on T%0 has been
highlighted & number of Member States consulted, leading to information being unsuccessful
exchanged. Also the ICMPD study showed that 47% of the stakeholders consulted believed
that national legal environments were too diverse to ensure an efficient crossborder
exchange of infarmation.

There are differences in the definition/understanding of the TVO phenomenon

At EU level, no definition of "travelling wiolent offender” currently exists. In past policy
documents and instruments, different references are made, including "troublemakers" as well
as 'risk supporters” and the related terrm "non-risk supporters”. The concept of “risk
supporters” and “non-risk supporters'24 was included in the 2010 Council Resolution

2 4 "Risk Supporter” is defined as"a person, known or not, who can be regarded as posing a possible risk to
public order or anti-=social behaviour, whether planned or sportaneous, & orin connection with a football event”
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“concerning an updated handbook with recommendation s for international police cooperation
and measures to prevent and contral violence and disturbances in connection with football
rmatches with an international dimension, inwhich at least one Member State is involed"

The 2010 Resolution also makes reference to “troublemakers”, though no definition is
provided for this group of individuals.

In addition to the concept of "risk supporters”, Commission Regulation 8202008 "laying
down measures for the implementation of the common basic standards on aviation security”
makes reference to the concept of "potentially disruptive passengers."23

Finally, the Prim Decision (Council Decision 2008/815/HA) an the stepping up of cross-
border cooperation, particularly in combating terrorism and cross-border crime?’ includes a
very broad definition as it provides for the exchange of personal data on "final convictions ar
other circumstances give reason to believe that the data subjects will commit criminal
offences at the events or pose a threat to public order and security”. Council Decision
2008/616/HA lays down the "necessary administrative and technical provisions for the
impleme ntation'® of Council Dedision 20081 5/HA,

The definitions existing in the Member States in relation to TVO vary significantly. While no
legal definition of TWO exists in the Member States, most countries have a functional

definition in place. But these differ greatly between Member States.

Within these definitions, TVO seernto fall under the following different concepts:

Hooligan;,
Risk supparter,
Yiolent Troublemaker; and

Yinlent Fan.

Despite the different understanding/definitions, there are some common  elements
(depending on the Member State) such as:

Reference to violence (seven Member States),;

Reference to the disturbance of public order(three Member States);
Reference to sports events and football events(seven Member States),
Reference to mass gathering or major event{two Member States);
Reference to travelling (four Member States); and

Reference to the existence of a reasanable suspicion ar past conviction for vialent acts
during an event {three Member States).

A "Non-Risk Supporter” is defined as"a person, known or not, who can be regarded as posing no risk to the
cause of or contribution to vidlence or disarder, whether planned aor spontaneous, at arin connection with a

foothall event”.

= mvailable at htefeorlex eurona ewlextriSenl exUrSeny dofurE0.l C 201 0 B5: 0000 0021 EMNPDE
% peportees - personswho had legally been admitted to 2 Mermber State by s authorities or who had entered &
M ember State illenally, and who at sorme later time are farmally ordered by the Authorities to leave that Member

State;

Inadmissihle persons - persons whose entry 1o a M ember State is refused by the competent authorities and who
are hieing transported back to their country of departure, or to amy other country where the persons are
adrmissible; and

Persons in lawful custody - persons either under arrest or convicted by & court of lawwho have to be

transported.

T myvailable o hitp:fiec europg.ewanti fraudidocumentsrdata-pratectionfcouncil decision 2008 615 en.pdf
Z Article 1 of Council Decision 200861 6BAUHA of 23 June 2008 on the implementation of Decision 2008/615iJHA

on the stepping up of cross-border cooperation paricdlarly in combating terrorism and cross horder crime,
available at httpoledr-lex. europa. ew/lexUriSeny LexlriSer dofuri= 0l L 20081 0001 2007 L EMN:PDF
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The analysis for this Study shows that most Member States have codified their
corresponding concepts to T%0O in national legislation. Great differences exist between
Member States with regard to the nature of codification, with Member States including their
functional definition of T%O under criminal definitions under penal law, andfor specific sports
law or solely under "soft law" such as handbooks and guidelines.

The nature of the codification in the Member States affects the type of penalty imposed on
TW0O since some Member States will impose a criminal sanction or penalty, while other
Member States would impose a civil or administrative sanction.

Most of the Member States consulted pointed out that the lack of common definition leads to
problems in exchanging information on TVO because the different definitions limit the type of
information which can be exchanged and the thresholds for exchanging certain details.
However, the majority of stakeholders, classified this prabler only as small or medium. In
one Member State, the lack of definition of TVO is considered to be a problem only outside
the sports arena as within football event planning and action the concept of "risk fan" is
currently working well.

Monetheless, Member States consulted stated that the introduction of a commaon definition of
TW0O would greatly facilitate the exchange of information between Member States
Establishing a common definition would also clarify the use of exchange systems. For
example, a focus on the severity of the TWO related offences would justify the use of EU
systems, such as Europol'stools and the SIS, which focus on the exchange of information in
relation to serious cross-barder crime.

There are different measures for dealiing with TVO across the EU

A number of measures are undertaken by Member States to dealwith TO once information
on offenders has been exchanged. The measures are oriented towards prevention, aimed at
decreasing the level of risk posed by the presence of TWO. These preventive measures are
used during the three main phases of travel pre-departure, entry and post-arrival. These
measures mainly include the following:

m Imposition of a banning order to restrict travel;
n  Detention for a limited period; and
n  Strengthening of barder checks.

Concerning the first point, under the Danish Presidency a consultation was undertaken in the
Member States on the existence of banning measures to prevent risky fans from attending
football matches. The replies indicated that the majority of the Member States (15 and
Croatia) have banning measures in place in arder to restrict attendance of dangerous
individuals to sports events.

Such banning orders, however, are provided under different laws, i.e. administrative | criminal
or civil law. Five Member States indicated that the banning measures are set out under their
administrative law, whereas three Member States set out the measures under both
administrative and criminal law. Measures set out strictly under criminal law were identified in
four Member States and Croatia. Two Member States have set out the banning measures
hath under crirninal and civil law, whereas in two other Member States, the measures are
only identified under civil law. Finally, in one Member State, banning measures are provided
under administrative, civil and criminal law. The differences in law applied for the banning
order can create difficulties when attempting to impose such a ban in other Member States
due to themn not being able to mutually recognise the bans.

In some Member States, in addition to banning orders set out in national legislation, Football
Clubs and their Associations also have their own banning systems. That isthe case of seven
Member States. Forexample, in one Member State private legal action can be taken by the
Foothall Association or the Football League. In another Member State, the banning
measures are not set within the national law but anly by the Football Authorities.

Though most Member States have banning orders in place, the extent to which these extend
to exit bans differs greatly. In less than half of EU Member States, the measures which are
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imposed on individuals can be extended in order to prevent them fram travelling to attend an
event in another territary. For example, in one Member State legislation includes provisions
which allow the prohibition of exit from the territory, based on individually specific factual
circumstances, for citizens, persons entitled to free movement and third-country nationals. In
two other Member States, the individual who is subject to a ban which is applied to football
matches extends to those occurring outside the territory. The bans also cover international
matches, with the person subject to a banning order required to report regularly to a police
station wehile the team they support plays abroad. This is therefore considered to be an
indirect exit ban. In another Member State, the misdemeanour court may oblige the
individual to not anly report to the police station but to also hand over a passport seven days
prior to the event,

The authorities responsible for the issuing and implementation of the banning orders as well
asthe coverage of the bans also vary between the countries.

Box 2.3 presents case studies carried out for this Study. They show that national authorities
put in place a variety of preventive measures prior to and during events (including legislative
and soft measures). The interviews also identified some shortcomings in the measures
applied. Box 2.3 below presents this information for some Member States.

Box 2.3 — preventive measures undertaken in Member States prior to the organisation of events

Member State A — international summit
The foiiowing preventiie measures ware Whdertabien pricr fo the summit
n Law enfarcement exchange visits;

n  Creation of an international policing unit with palice representatives fram other courtries imvohied
in the meeting;

® Analysis of the threat and categorization of TV O and their modus operandi into "hlocs",
» Body searches;

n  Establishment of a list of dangerous individuals to be refused ertry at the borders with
infarmation receled from fareion autharities; and

m  Reinforcement of border checks re-establishment
Duing the evant

n  Detention of foreign nationals.

Proffems wih the measures

Some of the preventive measures traditionally underaken towards suspected offenders could naot he
applied to TVO, for example wiretapping, body searches, preventive custody, house searches, etc.
Also, in an ahsence of a comprehensive information exchange with foreign awthorities, the
effectiveness of preventive measures decreases. For example, national attharities were nat ahle to
ectablish a comprehensiie list of dangerous TV O,

Nenthar State B — intanational foothall event
The foilowing preventive measiires were undertaien prior to the event:
5 Signature of a ‘Memorandurm of Understanding on Ensuring Safety' with foreign police forces,

5 Banning orders were imposed, in accordance wwith the law, which provided for a stadiom ban as
wgll as the collection of infarmation from foreign institutions about their nationals with bans
impased on them;

n Infarmation was collected and processed in accardance with the provisions of the Member
State's ‘Act to deal with security at large events' which outlines the scope of the information
collected at events, including foothall matches. This information includes data on persons
against whom criminal proceedings or against requested that the punishment for an act
committed in connection with massike sporing event and personswho received a final judgment
and penalty for a crime or offence committed in connection with mass sporting events.

®  Creation of 3 'Police Command Centre' coordinating activities undertaken by the Folice in the
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country;
® Creation of an Information Exchange Centre' including foreign police officers and  other

representatives of security forces;

Intraduction of termparary barder contrals at the internal borders of the Schenden area bhetween
the dates of the event, as well as on selected flights and {rmaring) farries;

Creation of additional horder control posts; and,

Refusal of entry atthe borders for individual listed as heing a threat to pablic security;

Dueing the event:

Border Guard officers jointly operated, processing travellers at four rmain border crossings,
ensuring a smooth flow of traffic through the sorcalled "Green ELIRD corridors” prepared for
football fans and guests attending the Championship; and

Creation of records for people sanctioned abroad with a ban from major events, detention of
fareign nationals.

Member State C — international football event

The foiiowing preventiie measres were Whdertalien pricr fo the sporting evert

T ware defined as "Risk Fans" bazed on the definition in Annex 4 of the 'European handbook
recommendations for international police cooperation and measures to prevent and control
violence and disturbances in connection with foothall matches with an international dimensian’,
In addition, risk fans were further defined accordingly three categories: category A dhe peaceful
fam, category B (the violent prone fam), and category © (violent seeking fans),

Establistiment of national and international reporting procedures;
Identity checks;
Imposition of reporting requiremernts;

Introduction of stadium bans to individuals who were violent at the past at football events and are
therefare prevented fram attending faothall events nationwide;

Impoasition of travel restriction and custody through area bans imposed by police forces,
Strengthening of police forces deployed in stratedic locations;

Support by fareign trained scene-spotters present at the football events in order to idertify
troublemakers;

Targeted controls at the borders; and

Temparary and ad hoe measures at the Schengen horders.

Frofdams wih the meagsuros

Mational authorities were overall satisfied with the measures adopted, especially in relation to the
categorisation of risk fans. However, they painted out that the insufficient lewel of information
exchange an foreign fans, with cther countries, created problems in the activation of some of the
measures listed abave.

Member State C- Internationa political event

The foilowing preventive measiires wete undertaien prior fo the event:

Creation of an event specific unit t0 establish the security strategy for the summit and implement
it;
Ertry restrictions;

M onitaring on trains.

Frofdams wih the meagsuros

The infarmation received by ather national autharities on potentially dangerous individuals was
insufficientfinadequate to enable the activation of measures such as custody of foreign nationals.
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Member State D — International Conference
The foiiowing preventivie measiras ware wndartalion prior o the event:

A two-step approach was undertaken: {13 prior contacts which included the exchange of non-
persanal data; and (&) an-the-spot contacts &t the event.

(1) Prior contacts

n  Contactswere established with EL and non-EL countries in order to alert palice from abroad
abot patential requests from Member State O regarding TWO and the need far prompt replies;

n  Mational palice exchanged infarmation with palice autharities abroad in order to idedtify the
potential scale of the incaming TV Cs and the means of entering the country. This exchange was
facilitated by the request for information that did not contain personal senstive infarmation which
could he used to control potertial TV atthe border. Contacts were taken via Sirene, Europal
and Interpal. Thare was ho Use of prior Hanning orcer to enter the countny. Exchange took place
well in advance of the event which supported subsequent cooperation during the event.

{2) On the spot contacts

n  Liaison officers were used to address the issue of potential TWO during the event, with the
national palice having invited liaison officers frarm a number of countries to the police
headguarters. The lisizon officers were present during the event at the police headguarters, A
total of approximately 15 iaison officers were present, maostly from EL M ember States.

m  The liaizon officers underook research on retained nationals fromtheir countries directly via
their owen infarmation channels. Far countries where nao liaison officers were in place, the
national palice made contact primarily wia the Sirene office and via Interpal far third countries.

Tine of information cofectad prior o the evant

n  Mon personal senstive infarmation (estimates of number of expected incoming TV O, means of
transport {including data an vehicles)), expected arrivals.

Type of information ouring the event

m  Mame, home address, personal identification numbers (for retained individuals); in a few cases
fingerprints. Financial data was only collected where people retained were to be departed.

Member State E

The foilowing preventive measiires are uncertaken prior to everts

Foothall Events

n  NFIP isthe main tool far the exchange of infarmation for football everts;
n  Undedaking of Risk assessments; and

»  Signature of memorandum of understanding for foothall events with ather countries an a hilateral
hasis.

Other Events

»  RMational public authartties enter into hilateral exchange of infarmation, for example by cortacting
the Security Service of the other Member State concerned;

m  Signature of hilateral agreements with other Member States at local lev el and

m  Adoption of a contingency strategy which is usually tailored to the type of event in guestion. The
size of the ewentwould dictate the seniarity of the responsible authortiesto draft the strateay.

Farall events, Member State E imposes hanning arderswhich are issued by the couts. There are
alsa legislative measuresto prevent individuals fram travelling. For example, the adthorities can
request a banned person give up their passport for the lenagth of the ban. Such measures prevent the
individual fram leaving the country. Member State E also has arders where people are requested to
he at a cetain place at a certain time in order to prevent such person from attending an event.

FProffems encourterad

The rmain difficulties encountered are data protection issues. If there are reguests far personal data,
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the national authorities have to justify this request which involves an administrative burden as well as
longer periods of time to processthe request.

The diversity of measures and the application of different legal regimes can lead to different
procedural safequards being applied and, possibly, to unequal treatment of T%O across the
EU. This can also create confusion amongst stakeholders as to the best channel to use to
exchange information on TYO, It can lead to delays and inefficiencies in the prevention of
winlent disruptions of public events.

There are differences In the offences associated to the TVO phenomenon and
different penalties applied

In this Study, Member States identified different types of offences that can be committed by
individuals which they believe to be TWO. Box 2.4 below provides an overview of these
offences, which relate mostly to football supporters.

Box 2.4 Common offences committed by TV 0 in Member States

Assadlt (one Member State)

Yiolent disorder (seven Member States);

Criminal damage (five Mermber States) ;

Offences against the person (five Member States);

Breach of anti-social behaviour order {one Member State);
Fetty hooligan actions {five Meamber States);

Endangering the safety of ctzens (four Member States);
Yiolation of the rules and standards relating to explosive devices (two M ember States),
Riotz and acts of wiolent dwo Member States);

Racizm and Mazism support (one Member State);

Yandal acts against public buildings {one Member State);
Theft at service stations (one Member State);

Lze of pyrotechnics (one Member State);

Yiolation of electric supply netwarks {one Member State).

Case study interviews indicated that the existence of different TWO-related offences can
cause confusion amongst national authorities as to which offence should be applicable in
certain cases.

In one case study country for example, the list of offences related to T%O behaviours is very
broad and includes resistance to public officer, devastation and plundering, wiolence an
persons, damage, and arms possession. |n some cases, other types of offences are also
considered in relation to TVO, such as for example, criminal conspiracy.

Finally, the penalties associated with the related offences also vary across the Member
States. The penalties diverge as different regimes can be applied when dealing with TV, As
criminal penalties are stronger compared to administrative penalties, the application of
different regimes might lead to unequal treatment of T across the ELL

Some of the stakeholders consulted for this Study stated that there is a need to harmonize
these penalties in order to reduce the differences leading to unequal treatment of offenders
across the B

Specific problems

The rmain general problems identified in relation to the exchange of information on TV and
the approaches taken to the management of the TWO phenomenan are:

s Lack of coordinated approach to dealing with the T%0 phenomenon across the EU;
n  Lack of clarity on which channel to use to exchange information on TVO,
»  MNeedsof national authorities not being met; and

n Application of different data protection standards,
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These are described in turn below.

Lack of coordinated approach to dealing with the TVO phenomenon across the EU

Stakeholder consultations undertaken for this Study showed that, in addition to "legislative”
differences, problems currently exist due to the different approaches to dealing with T%0O in
the Member States. Factors that have been highlighted by the stakeholders as main
obstacles in the identification of T%O and the exchange of information include:

s The existence of different levels of information on the phenomenaon, different type of
infarmation on T%O and problems in exchanging some information on TV,

s The existence of a variety of actors dealing with T%0s in the Member States, human
resources and financial problems; and

m  The reticence of national authorities to engage in cooperation because of the low priority
placed on the T%O phenomenon in some Member States.

These are described in turn below.

Exitence of different levels of information on the phenomenon, different type of
information on TVO and problems in exchanging some information on TVO

Sorne national authorities consulted in the context of this study (five Member States) stated
that in the majority of Member States, insufficient and outdated information is available an
T, events organized that may pose a risk procedures to be used to prevent the risk and
other impartant factors. This lack of information impacts negatively on the extent to which the
risks generated by T% 0 can be prevented.

A prosecutor stated that there are currently no statistics kept at central level concerning the
events invalving T%0, Also, information on the judicial outcomes following the disrupted
events is not gathered centrally. It is therefore wery hard to have a clear and comprehensive
picture of the T%0 situation. Moreover, some of the NFIPs (three Member States) stated that
risk assessments linked to events are not available far all countries.

Differences in the type of infarmation shared by national authorities were also highlighted as
problermatic by nine Member States. Two Member States highlighted this as a key issue
leading to problems in exchanging infarmation on TVO.

Maore specifically, three Member States stated that problems are encountered when
exchanging data about persons such as their identity, DMNA, fingerprints, criminal convictions,
and aother personal data. This is mainly due to differing data protection laws existing in the
Member States. Also, as identified by the ICMPD study, in some cases Ministries of Justice
are responsible for information disclosure for certain categories of data usually required for
police work, and this conseguently requires judicial involvement. Such situations cerainly
hinder ar at least slow down significantly cross-baorder information exchange.

46% of the police authorities consulted by the ICWMPD stated that data protection concerns
constitute a major obstacle in cross-border infarmation exchanges. This has been confirmed
by the stakeholders consulted for this study. One stated that the differences between
national data protection systems impede and delay effective exchange of information on
dangerous individuals.

Financial data also causes some problems. Such data is not exchanged in some Member
States wehile in others it can only be provided following judicial authaorisation.

Problems also arise with communication data in some Member States. For example, in one
Member State telecom subscribers' data are available while for ather type of data judicial
authorisation is needed.  The ICMPD study also indicated the existence of problems
concerning communication data. Member States wery clearly identified difficulties with the
exchange of telecommunication data such as subscriber's details (particularly mobile,
prepaid and other), which are one of the most needed and requested pieces of information
for law enforcement authorities. Different national legal systems hinder access to national
providers and consequently hamper efficient cross-border exchange of these kinds of
infarmation. In some EU Member States these kinds of data can be easily obtained from
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private companies while in other countries they are only accessible with prior judicial
approval. In one Member State consulted, private companies require compensation from
Law Enforcement Authorities when providing such types of data.

The Study guestionnaire responses indicate that Member States' NFIF cannot exchange all
types of information and also identified financial data and communication data as problem
areas. Moreover, the two NFIPs stated that problems are sometimes encountered when
sharing general information (strategic, operational and tactical) with sorme Member States.

Finally, the ICMPD study found that one of the key legal problems relates to the sharing of
classified (confidential) information. When confidential information is received, it is very
difficult to share it with other Member States, other agencies in the receiving Member State
or only a narrow range of authorised persons have access to it The existence of different
national (internal) classifications in Member States regarding the same twpes of data
significantly hinders the effectiveness of cross-border information exchanges.

Exkting of a variely of actors dealing with TVOs in the Member States, human
resources and financial problems

A number of actors, at national, EU and international levels, are involved in information
exchange on TV, Stakeholder consultations showed that the police play the most important
role in the exchange of information in all Member States. In addition to police units being
responsible for information exchange, barder police can play a particularly important role in
supervising the movement of risk supporters and hooligans travelling across borders.

As far as football events are concerned, Member States' MFIP is the most important actor,
But ather arganisations and institutions also play a role. This includes sporting organisations
and associations which cooperate with the MFIP in providing information on travelling
supporters. For example, in some Member States the Football Association helps to
cooperate and exchange information with international organisations.

Europal and Interpal liaison officers are also important actors in the exchange of infarmation
on T%O (and identified as such by the majority of Member States consulted as well as FIFA).
Stakeholders identified Interpol as a key communication facilitator for exchanging
infarmation. Interpol's involvement primarily concerns infarmation exchange relating to third
countries, including EU neighbouring countries (e.g. Ukraine), as well as relating to the
biggest sporting events, such as the Warld Cup and European Championships. With regard
to FIFA competitions, Interpal plays an important role in the elaboration of General Security
Plans for events with national bureaus contributing to the exchange of information on
spectators of participating countries. Europol is, on the other hand, considered an important
actorto exchange infarmation concerning motorcycle gangs, Howewer, its scope is restricted
both geographically {covering only the EUJ Member States) and concerning its mandate
(transnational serious crime).

In the current situation, the existence of a multitude of actors involved in the exchange of
information on T%0O can create confusion amongst national authorities when issuing
requests for information or when information on TWO needs to be shared. The results of the
survey carried out for the ICMPD study show that 47% of the stakeholders consulted
indicated that problems are triggered by the ewxistence of a broad wariety of national
administrative structures, which makes it difficult to know who to contact at what level It
highlighted that Members States sometimes send their requests through two or three
communication channels due to uncertainty about how to reach the correct recipients. This is
because there may be several agencies that are responsible, depending on circumstances.

Problems were highlighted in this Study in relation to the resources within different national
structures allocated to exchange of information on TVO. Authorities from nine Member
otates consulted stated that the financial and human resources are very limited. One
stakeholder indicated that this is a growing problem — for example, as a result of the financial
crisis in the EU, the budget available to MFIPs has been cut. They stated that the human
resources allocated to NFIPs significantly vary across the Member States — from one staff
member to more than 10 people. The Study questionnaires also indicated that some
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problems also arise due to the lack of MFIPs or other contact points responsible far security
of sports events in some countries.

Reticence of national authotities to engage in cooperation because of the low priority
placed on the TVO phenomenon in some Member States

In some Member States TW0O are not cansidered a priority due, for example, to the very
limited extent of the phenomenon in some countries. As stated by some national authorities
consulted, the low priority of the phenomenon might generate some reluctance in
exchanging and sharing information with the authorities of other Member States This was
highlighted as a particular serious problem by one stakeholder consulted.

Lack of clarity on which channel to use to exchange information on TVO

Handbooks have been created at EU level outlining rules and obligations relating to police
cooperation at international events, such as sporting and palitical gatherings. They provide
helpful guidelines to the Member States when organising themn. The guidelines outline the
type of information which should be shared, such as tactical information as well as
information on personal data. The Handbooks also encourage further cooperation between
Member States at all stages of events, which can be considered as preventive measures.

Despite the existence of such Handbooks and guidance , there is confusion amongst national
autharities as to the best placed instrurment to use to exchange infarmation on TVO. This
was a finding of the ICMPD study. Member States consulted considered that there is no
clear EU guidance on the selection of the best placed communication channels aor
information exchange systems in the context of transnational investigations. In this context it
is interesting to note that the Commission's Communication on a European Information
Exchange Model (El}t{hﬂ)29 recommends a mare systematic use of the Europal channel and
the SIEMA communication taal.

The answers to the ICF GHK questionnaire also indicated confusion amaongst practitioners in
some Member States on which instrument to apply when exchanging information on TWO.
The lack of supporting tools and activities such as exchange of best practice and study visits
was also highlighted as a problem. One NFIP stated that exchange of best practices could
further enhance the common standard of measures.

Some NFIPs pointed out that supporting instruments such as the NFIP website can be
useful. However, other stakehalders indicated that the MFIP website could be improved to
better support information exchange and sharing of best practice.

Meeds of national authorities not being met

Senerally, while there is room for improvement in terms of standardisation and rendering
infarrmation flows more efficient, cross-border exchange of information betwean EU Member
States on TWO, particular concerning football, can be said to function reasonably well.

Especially, this was identified by many NFIP representatives, which suggests that exchange
of information on T%O attending football events is overall more effective than in other areas.
This is because the MFIP network is based on a specific legislative framework setting out
roles and responsibilities for the contact points, regulating the type of infarmation exchanged
and providing templates for the exchange of information.

Mational law enforcement officers and prosecutors from five Member States consulted for
this study also stated that the level of exchange of information on TWO is satisfactory overall
Most of the stakeholders also commented that this might be due to the fact that the TWO
phenomenan is limited and therefore information does not need to be exchanged often. The
majority of the Ministry's replies also showed that there is overall satisfaction with the level of
information exchanges and, more specifically, with the following: the scale of information
exchanged, the type and relevance of the information provided and the information
exchange systems in place. However, one Member State stated that, with the exception of

2 COM (20121 735 of 7 Decermber 2012
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infarmation exchange concerning international football games, the exchange of infarmation
on other T%O phenomena is not satisfactory when faced with problems at political and other
large scale events.

Despite overall satisfaction with information exchange on TVO, most of the interviews
pointed out that there are some needs to be addressed in order to make the system more
effective. First of all, the majority of stakeholders consulted stated that the most urgent
needs to be addressed for national authorities are the need to have a common definition of
Tw0O and to imprave the legiskation conceming infarmation exchanges and other measures
concerning T%0. Therefore, law enforcement authorities feel that a legislative gap exists in
this area and that EU level action is required to address present shortcomings. MNational
stakeholders also think that there is confusion concerning the currently available instruments
and that an overall lack of awareness exists concerning the procedures to follow. Four
Member States stated that there is a need to improve the knowledge concerning the
procedures to follow and actions to be taken to prevent and manage disruption during events
while two Member States indicated that there is a need to clarify the use of available
instruments.

Hurnan and financial resources allocated nationally to the exchange of information on TWO
and for the organisation of events are also considered, by the stakeholders consulted, as
another issue to be addressed. Four Member States pointed out that there is a need ta
strengthen the human and financial resources of bodies responsible for information
exchange while three stated that there is a need to strengthen the human and financial
resources of bodies respaonsible for the organisation of events which could be subject to
violent disruptions,

According to the stakeholders consulted, coordination and cooperation issues also arise
when exchanging information and dealing with TW0O. According to three Member States
there is an overall need to improve coordination between relevant actors while five Member
States, there is a specific need to improve the judicial cooperation aspects of information
exchange, for example by introducing mutual recognition of certain measures. Linked ta
cooperation, three Member States also highlighted that there is a need to enhance trust
between actors responsible for infarmation exchange. One Member State pointed out that it
would be helpful to establish Single Points of Contact, responsible for exchanging
information on TO, in allthe Member States.

Also, specifically related to MFIPs, stakeholders in four Member States pointed out that, in
order to establish effective cooperation, there is a need to establish MFIP counterparts
responsible for security of sports events in all Member States and in some third countries.

Finally, some stakehaolders highlighted that law enforcement needs also related to the need
to improve technical solutions for information exchange as well as the need to improve the
need to improve data security.

Application of different data protection standards possibly leading to breaches

Framewaoark Decision 2008577 /AJHA applies to ‘personal data which for the purpose of the
prevention, investigation, detection or prosecution of criminal offences or the execution of
criminal penalties are transferred between different Member States' (Article 1 (2) (a)), or
which, ‘after having been transferred between different Member States are subsequently
transferred to a third country or international organisation’ [Article 13]1.3IJ However, the
Framewark Decision does not apply to domestic processing operations by competent police
or judicial authorities in the Member States, ar to direct transfers from a Member State to
third countries or an international arganisation. Therefore, issues may arise when Member
States cooperate bilaterally with third countries and exchange personal data on TWO
travelling to and from the countries in question. In these instances, data protection standards
set by the Framewark Decision would nat apply, with national standards therefore applicable.
This could lead to differences in protection and therefore to unequal treatment of TWO.

T available ot hitpfec.europa ewjustice/dataprotection/documentreview? 01 2isec 2012 72 annexes en.pdf
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The Council Common Position 200569/HA an exchanging certain data with Interpol places
an obligation on Member States to take the necessary measures to allow for the exchange of
data between competent law enfarcement authorities and Interpaol. However, the provisions
of the 2008 Framework Decision do not apply to direct exchanges of personal data by
Member States with Interpol. The Framework Decision would however apply if personal data
had first been exchanged between Member States and then transferred to Interpol, as
provided for in Article 13 of the Framework Decision.

For bilateral exchanges of information between Wember States, EU data protection rules
would apply with regard to the TWO phenomenon and would be covered by EU legislation in
place. Howewer, issues exist in relation to data retention of criminal and police recards, with
differences existing concerning Member States' retransmission, weeding and retention rules.
Police and judicial cooperation can suffer as a result of differences in data retention practices
across the Member States. The application of different data retention rules at the national
level is a concern for the protection of data relating to TVO since, as outlined in the sections
above, different types of offences and levels of seriousness are associated with the TWO
phenomenan, depending on the definition used in the Member State. This could therefore
lead same hember States to retaining personal data on TWO for @ long period f the
definition of T%O at national level is associated with more serious criminal offences, in
comparison to other Member States where TWO are categorised in an administrative form.
These differences in retention lengths could have a negative impact on the egual protection
of personal data within EU Member States.

Consultations undertaken in the context of this study confirmed that data protection issues
and breaches can ocourwhen exchanging information on TYO through different channels,

Main effect: TVO not being identified and violence associated with TVO not
heing prevented

As a result of the shortcomings in the exchange of information on TVO, divergent national
legislations and procedures as well as measures applied, TWD are not identified to an
adequate extent and the violence associated with TWO is not prevented.

Stakeholder consultations indicated that there is an insufficient judicial follow up of
infarmation exchange concerning TY0O. Yet, the numbers of instances, where preventive
measures are not implemented are considered to be low. As stated by the national law
enforcernent and prosecutors interviewed, the proportion of cases where the information
received in a foreign TWO led to an arrest, detention ar prosecution of the individual have
been estimated by national law enforcement authorities and prosecutors to amount to 5-10%
orto avery marginal propartion.

Baseline scenario

The baseline or status quo indicates how the identified problems are likely to evolve
(worsening, improvement, irreversible consequences) without additional public intervention,
taking account of existing farthcoming EL interventions other than the present proposal The
baseline scenario also provides the basis for comparing the Policy Options.

The table below presents, for each of the problems discussed above, some considerations
concerning the possible developments without EU intervention as well as the foreseen
effects.
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Problems

Developm ents without EUintervention

Effect

Existence of the Tv0
phenomenon acrassthe EL

It is expected that the TY'O phenomenon will continue to grow
withiout any EL intervention. In paticular, it is expected that
recreational, palitical and erwvironmental elements are gaing
to experience more violent disruptions in the future. On the
other hand, violence during football events is expected be
prevented effectively due to the cooperation within the KFIP.
Moreover, it is envisaged that new types of events might
occur, such as recreational events inspired by social media.
Such evenis will lead to an increased need to exchange
information an individuals crossing harders for the purposes
af causing winlence.

Limited worsening of the
current situation due to an
increasing  number of
social  media  triggered
events heing organised.

Existence of a multitude of
instrurnentsfaor the
exchange of information on
™o

Wifithaut further EL intervention, it is expected that W ember
States will continue to use the existing instruments far the
exchange of infarmation on TV O,

It iz expected that Member States will increasinagly use mutual
recognition over the caming years though this principle will
not be directly applicakle to measures relating to TYO.

An ouneven coverage of legal instruments for inforrmation
exchange will cantinue to accur without EL intervention, with
inefficiencies in existing information channels also continuing.
Though Mermber States, through continued cooperatian, may
hengin to take similar approaches for combating  the
phenomenon of TVC, including through the use of the same
channels, this will not alway s be guaranteed with a piecemeal
approach therefore continuing to be taken.

It iz considered that the exchange of informatian will gradually
improve due to the introduction of SIS 1 which will allow
Member States to exchange additional types of information
such as photos, fingerprints ete. as well a5 link existing alerts.
It iz erwisaged that the added features of S15 11 will lead to
M ember States using the existing alerts mare aften. Howes ar,
due tothe low number of Member States using the Aricle 95
alert under 818, Member States may continue to be slow to
hegin using the Aricle 36 alert under SIS 11,

Limited improvement  of
the current situation in
relation ta the
inefficiencies in
infarmation exchange due
to an increase use of MR
instruments and SIS 1L

Huowever, no
improverment is foreseen
in relation to the existence
of a multitude of
instruments to exchange
infarmation on T Q.

Existence of differences in,
definitions, national
rmeasires and applicable
offences

Differences will cortinue to exist in the Member States in
national measures, definitions and applicable offences.
Without the introduction of a definition of TV O, whether it is a
wirking or legal definition, Member States will continue to
differ in their interpretation of which individuals fall under such
a concept. This wil also therefore continue to influence the
preventive measures which are imposed on such individuals
as well as the offences such individuals can he corwicted of,
wwtiether they are criminal or administrative.

Limited worsening of the
current  situation.  The
WO  phenomenon  is
expected to arow  hbot
coordination efforts will be
hampered by a lack of
common  terms  across
legal and other
frameworks

Lack of coordinated
approach to dealingwith
theT+0 phenomenan
across the EL

Wifithaut ELI intervention, there will continue to he a lack of a
coordinated approach to deal with the TVO phenomenan
relating ta the fallowing:

m  Existence of different levels of information on the
phenamenan, different type of infarmation on ™0 and
problems in exchanging some infarmation on TV O,

m  Existing of a variety of actors dealing with TWCO s in the
mMember States, human  resources  and  financial
problems; and

m  Reticence of national  authorities to engage  in
cooperation because of the low priorty placed on the
T O phenomenon in some Member States.

Wiarsening of the current
situation — in the ahsence
af ELI action, the lack of
inforrmation on the TWO
phenamenon and  the
variety of actors invobloed
is expected to lead to
further  confusion  and
delays in cooperation
ultimately leading to TWO
nat being identified and
violence associated with
T O not being prevented
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Lack of clarity onwhich
channel to useto exchange
infar mation on 740

In the ahsence of an EU intervention, confusion amongst
national stakeholders on which instrument to use for the
exchange of information on YO will continue to exist. This
will lead to  ineficiencies in  dealing with the TwO
phenomenon, which is expected to grow in the future.

Limited worsening of the
current situation due to
lack of appropriate
guidance on wehich
instruments to use when
exchanding  information
an TW . This is expected
to ultimately lead to TWO
nat being identified and
violence associated with
T not being prevented

Application of differ ent data
protection standards

Data protection standards will comtinue to develop over the
coming years. The principles enshrined in the 1955 Data
Protection Directive will he updated and modernised in order
to guarantee private rights. A new Directive will he adopted
on protecting personal data processed for the purposes of
prevention, detection, imvestigation or prosecution of criminal
offences and related judicial activities.

Framewvark Decision 2008/977IJHA on the protection aof
personal data processed in the framewaork of palice and
judizial cooperation in criminal matters has a limited scope of
application  since it applies only to  cross-border data
processing and not to processing activities by the police and
judizial autharties at national level. The proposed Directive's
scope is not limited to cross-harder data processing bt
applies to all processing activities carried out by "competent
authorties”. The proposal introduces the obligation for
Member States to  ensure  easily  accessible  and
understandahle information, with the right of access to their
personal data ensured. A pravision is included, which sets out
the general principles for data transfers to third countries ar
international organisations in the area of police and judicial
cooperation in criminal matters. This will be of importance in
relation to TV O,

The proposed Regulation on the protection of individuals with
regard to the processing of personal data and aon the free
movement of such data will also reinforce the safeguards
currently in place within the Data Protection Directive.

Limited improvement  of
the current situation due
to  hetter protection of
personal data in police
cooperation and
exchange of information
hetween Member States.
Howwever, the information
management toals  and
channels used ]
exchange infarmation an
™0 will o still apply
different safeguards and
praotection standards (and

linked ta different
definitions), therafare
leading to different
outcomes in the

praotection of individuals.

Meeds of national
authorities not being et

Though it can bhe assumed that there will bhe continued
cooperation between the MFIFs in the future in relation to
football and other sporting events and that such information
exchange will cantinue to function well, the needs of national
authiorties in relation to other large scale public gatherings
wdll continue to nat be met without ary EL intervention.

Limited improvement  of
the current stuation as a
consequence of an
improwverment in
infarmation axchange
(see abowe), However, in
the absence of ELL action,
this improvement wauld
he anly limited

2.7 Analysis of subsidiarity and proportionality and EU right to act

The problern assessment has shown several deficiencies with respect to the approach taken
across the EU to deal with the T% O phenomenon. This concerns not only the exchange of
inforrmation on these individuals but also the different approaches taken to define thern and
to deal with violent disruptions of public events in the ELL

The T%0O phenomenon is expected to increase in the future asit i1s envisaged that new types
of events might occur, such as recreational events inspired by social media. These events
represent a cost to society, expressed in high costs incurred by the law enforcement
autharities, the judiciary and direct costs to citizens whao have been victims of violent acts.
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The problems are also affecting the extent to which the EU can realise an area of security,
justice and freedom.

Such events will lead to an increased need to exchange information on indwiduals crossing
borders for the purposes of causing violence. The exchange of information between Member
States has improved over the years, but Member States still encounter numerous obstacles,
mainly because of their lack of understanding and proper use of the available instruments
and also due to some reluctance to engage in such cooperation due to the low priority
placed on the TYO phenomenon in some countries. As a result, TVO are not adequately
identified and that wiolence associated to the phenomenon is not being sufficiently
prevented.

YWhen considering the principle of necessity, the issues to be addressed are entirely of a
transnational nature, as they relate to a phenomenan (TYO) warsened by a lack of cormmoan
approach to dealing with the phenomenon across the EU and inefficiencies in exchanging
infarmation an these individuals.

The evidence gathered shows that the problems currently encountered are not dealt with
satisfactorily by the Member States.  The analysis has shown that, whilst some Member
States are more active and proactive in using existing tools and channels, ultimately they
suffer from the low level of cooperation of others. Therefore, common action at the EL level
would be more effective in solving the problems identified compared to action by individual
{ora group of) Member States,

It is however important to consider the proportionality of any EU action. First, some of the
problers linked to TVO seerm faitly limited. It was estimated that there are 28 disrupted
events (for each category of event) per year while the average number of persons arrested
per type of event per year amounts to 1,506, Moreover, the T%0D phenomenon is not equally
“distributed” across the EU as some Member States hardly ever deal with T%0O. Therefare,
EU action might be disproportionate in those Member States experiencing low levels of
wiolence linked to TO,

Finally, any EL action in this field should be assessed against the possible negative effect of
creating yet another structure/bodyfchannel for the ewxchange of infarmation between
national authorities in the home affairs area. The potential benefits risk being largely
outweighed by the potential  disadvantages  resulting  from  the  additional
burden/responsibilities on stakeholders.

With regard to subsidiarity, the Study has shown that Member States rely on instruments at
EU level to strengthen bilateral and multilateral cooperation. Due to the cross-border nature
of the phenomenan, the current problems existing could not purely be resalved by Member
States taking action at national level and thus requires the EU to act.

Possible EU action in this field is supported by several important policy documents at EU
level concerning the right to act and, more specifically, embedded in the Treaty on the
Functioning of the Euwropean Union (TFEU). The Stockholm Programme called on the
Commission to "examine how best to promote that Member States' competent authorities
can exchange information on travelling wiolent offenders including those attending sporting
events ar large public gatherings". In addition, Aricle 87 TFEU provides that "the Union shall
establish police cooperation involving all the Member States' competent authorities, including
police, customs and other specialized law enforcement services in relation to the prevention,
detection and investigation of criminal offences”. Article 87(2) provides that measures can be
established, in accordance with the ordinary legislative procedure, regarding the "collection,
storage, processing, analysis and exchange of relevant infarmation”,
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3 Policy objectives

In arder to properly assess the options far action, we identify a set of general and specific
policy objectives. Setting objectives in this way assists in determining and elaborating the
political and operational orientation for the options and hence ensure that they can be
assessed in order to determine their effectiveness.

Table 3.1 below presents the general and specific objectives proposed. These have been
elaborated based on the objectives included in the proposal of this study and adapted to
better link with the problems identified.

Table 3.1 Policy objectives

General objectives Specific objectives

Toimprove the infarmation available an TV O across the ELL

To imprave the rmanagement of public events

and to prevent wiolent behawiours during these

events by TVO. To reduce gaps in legislative approaches for dealing with the
TvO phenaormenon across the EL.

Torender the exchange of information on TVO more effective.
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4 Policy options

On the basis of the abjectives and of the recormmendations and the options included in the
Interim Report of this study (and presented at the experts’ meeting in July), the following four
packages of Policy Options are presented:

n  Package 0. Status Quo;

n  Package 1. Defining TVO;

s Package 2. Gathering information on T%0 and an public events including T%O; and

»  Package 3. Exchanging information on T%0O and cooperation between relevant actors

Table 4.1 below provides an ovwerview of the alternative sub-options included in each
package.

Table 4.1 Overview of the types of action and the alternative options

Package 0. Ratus Quo

Mo changes to the current situation.
Package 1. Defining TV O

1.1 Intraducing a new definition of TV O in existing handhooks and legiskation.
1.1.1 Introducing a category of TV O in the existing handbooks.
1.1.2 Introduction of defintion of TV O in existing legislatian.

1.2 Introduction of & common definition of TV O in new legislative instrument.

Package 7. Gathering information on TVQ and on pablic events including TVQ

2.1 Improving the infarmation available on TV O and events.

2.2 Imposing an obligation to record and "classify” TV O.
2.3 Establishing a TV database in each Member State.
Package 3. Exchanging information or TVO and coop eration between relevant actors

31 Strendgthening guidance and evaluation.

3.2 Estahlishing a netwark of national cortact paints for the exchange of information an TYO in the
Member States.

3.2.1 Extending the scope of MFIPs.

3.2.2 Creating a new network,

3.2 Making use of a specific information exchange mechanism.
3.3.1 Emphasize the use of existing alerts in SIS 11,
332 Introduction of & new type aof alert far sharing information on TW O within 515,
3.3.3 Use existing Europol platforms and Interpol notices.
3.3.4 Establishment of a new mechanism for the exchange of information an TWO.

3.4 Introduction of 3 European Banning O rder.

The sub sections below provide a short description of the Policy Options listed above.
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4.1

411

4.1.2

Description of the Policy Options

This section of the Report provides mare infarmation on the content of the options selected.
Each of these options will be assessed against the Policy Options and an additional set of
criteria presented in Section 5 below. The assessments are presented in section 5.

PackageD - Status Quo

Mo chanoes to the carrent situation as highlighted in Section 2.6 (haseline scenariod abave, thauah
developments will occur in relation to data protection provisions and it is foreseen that the Member
Stateswill increasingly make use of the provisions of SIS 1 for the exchange of informatian.

Packagel - Defining TVO

This package of Policy Options aims to address the general problem "existence of
differences in national practices, procedures and approaches to dealing with T%0O across the
EU", more specifically, the existence of different definitions (or the absence of definition) of
TwO in the Member States.

As discussed with the Commission, the definition / concept should consider the following
aspects:

s The definition should focus on the behaviour and the actions of individuals "what they
dao"), rather than describing them ("what they are" as individuals. Thus the focus should
be onindividuals' (intended) criminal disruptive behaviour and actions;

m  The definition should have a cross-sector approach, focusing on criminal behaviaur
during different types of events. For example, sport hooligans, activists and any other
area affected by the problem of travelling violent offenders;

s The definition should establish a clear connection between the behaviour and the
criminal act during an event. Thus the definition should stress the criminal nature of the
action and should consider the link of the criminal intent or misbehaviour and the use of
wiglence in order to disrupt an event and incur into public order infringements. The
definition thus should avoid the tendency of "failing to recognise the impact of" the
criminal behaviour by just considering these individuals only as "trouble-makers.”, and

m  The definition should consider not anly the individuals' actions but also the impact of their
actions in a global event. Thus, the group approach to disruption should be considered,
as well asthe possible links of these groups to organised crime.

The key elements of a warking definition should also include:
m  The fact thatthe person is travelling across the border to a (large scale, public) event;

m The fact that the person has the intent to engage in criminal behaviourionlawful
disruption; and

m  Typical offences concerning public order infringements.

Baszed on the mapping undertakendnformation collected in the first phase of this assignment,
the following three definitions were proposed by the Study Team for discussion with the
Expert Panel:

n  Definition focussing on the risk of committing violence - A T%0 is an individual wha
travels to another Member State to attend a public gathering and risks, due to hig‘her
past actions or present affiliations, being involved in a wiolent act, either alone ar with
like-minded individuals, by means of one (or more) of the following © disrupting public
order, damaging infrastructure, harming individuals, encouragingdindertaking racist and
xenaphobic attacks;

s Definition focussing on the intent/pre-meditation of the individual - A T%O is an
individual who travels to another Member State with the particular intention/pre-
meditation of committing a violent act at a public gathering, either alone or with like-
minded individuals, by means of ane (or more) of the following : disrupting public order,
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damaging infrastructure, harming individuals, encouraging/underaking racist and
xenophobic attacks;

n  Definition focussing on motivations based on ideology or common beliefs - A T0
is an individualwho travels to another Member State to attend a public gathering with the
motivation to express their ideclogy or common beliefs, either alone or with like-minded
individuals, with such actions risking resulting in violent behaviour, by means of one (or
moare] of the following: disrupting public order, damaging infrastructure, harming
individuals, encouragingfundertaking racist and xenophobic attacks.

The defintions proposed to the Commission were discussed with the Expert Panel. It was
agreed that the definition of T%0O should focus on the concept of "suspicion” of intending to
commit a violent offence and should take into account similar offences which might have
previously been committed by an individual. It was agreed that the definition focussing on
motivations based on ideology or common beliefs could violate the fundamental rights of
individuals, particularly relating to the freedom of thought, conscience and religion (Article
10}, the freedom of expression (Article 11) and the freedom of assembly (Article 123, The
Expert Panel suggested taking account of the current provisions of Article 36(2) of Council
Decision 2007%53/JHA on the establishment, operation and use of the second generation
Schengen Information System (SIS |Ij|.31 The Study Team considered that the wording of
Article 36(2) could be reflected in the definition of a T%O. In order to ensure that both serious
criminal and administrative offences were taken into account, due to the different practices in
the Member States, reference was not made to the 32 offences provided for under the
European Arrest Warrant, since many of those offences would not fall under the scope of
T, such as terrorism.

The following definition is subsequently proposed:

A TV is an individualwho travels to another Wember State to attend a public gathering and
gither:

fal is reasonably suspected of intending to commit, either alone or with lke-minded
individuals a serious criminal ar adminigrative offence by means of ane [or more) of the
foliowing:  disrupling  public order, damaging  infrastructure,  harming  individuals,
encowraging/undertaking raclst and xenophobic attacks or

(B nsks onthe basis of past convictions related to amilar offences, to commit, either alome
or with lke-minded individuals a ssrous criminal or adminidrative offence by means of
one (or more] of the following: disrupting public order, damaging infragtructure, harming
individuals encouraging/undertaking racist and xenophobic attacks.

The blue box below presents the alternative options identified.

I article 3602 provides that "an alert may be issued for the purposes of prosecuting crirminal affences and for the

prevention of threats to public security: (a) where there is clear indication that & person intends to commit or is

comimitting & serious criminal offence, such asthe offences referred ta in Article 202 of the Framework Decision

2002584 HA; or (b where an overall assessment of a person, in paricular on the basis of past criminal

offences, gives reason to suppose that that person will also commit serious criminal offences in the fture, such

as the offences referred to in Aricle 202 of the Framework Decision 2002758450448,
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4.1.3

Policy Option 1.1 Introducing a new definition of TWVO in existing Handbooks and
legislation

The following definition would be proposed; A TVO is an individual who travels to another Member
State to attend a public gathering and either:

() is reazonably suspected of intending to commit, either alone ar with like-minded individuals, a
setiols criminal or administrative offence by means of one {or mare) of the following: disrupting
public arder, damading infrastructure, harming individuals, encouragingiundertaking racist and
wenophobic sttacks; or

(b} risks, on the basis of past convictions related to similar offences, to cammit, either alone or with
like-minded individuals, a serious criminal or administrative offence by means of one {or maore) of the
follewing:  disrupting public arder, darmaging  infrastructure, harming  individuals,
encodraging/undertaking racist and xenophohic attacks.

Policy Option 1.1.1 introducing a cateqory of TVO in the existing handbooks

Lnder this option, existing law enforcement cooperation toals will be modified to include a specific
category concerning "TWC" Such tools could include, for example, the Handhook for the use of
police authorities and services at international events such as meetings of the European Council as
well as the Handhook for the cooperation between Member States to avoid terrorist acts at the
Qlympic Games and comparahble sparting events.

Policy Option 1.1. 2 introduction of definition of TVD in exidting fe giskation

Linder this option, a commaon definition of TWO will be identified and included as an Annex to existing
ELU legislative instruments laying dowen provisions concerning information exchange, such as far
example:

5 Framework Decision 2006/960 JHA on simplifying the exchange of information and intelligence
hetween [aw enforcement authorities and EU Member States,

m  Council Decision 2008/6158/HA of 23 June 2008 on the stepping up of cross-bhorder co-
aperation, paticularly in cambating terrarismm,

n Council Decigion 200937 10JHA establishing Eurapal;

® Council Decision 20077953 JHA on establishment, operation and used of the second generation
515;

n  Convention implementing the Schengen Agreament dwhich established SIREME in Adicle 82);

Bilateralimultilateral agreements betwean the Member States; and

n  Other

Policy Option 1.2 Introduction of a common definition of TVO in new legislative
instrument

This option foresees the adoption of a8 cormmon definition within a new EU legislative instrument
wehich weauld purel relate to TV O,

Package?2 - Gathering information on T¥0 and on public events including TWO

The options included in Package 2 aim to improve the availability of information on the TVO
phenormenon and on T%O indiwviduals. This would, ultimately, lead to an effective and
efficient exchange of information.

The blue box below presents the alternative options identified and includes some questions
for discussion.
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Policy Option 2.1 Improving the information available on TWO

Lnder this option, an ohligation on Member States to keep updated statistics on TWO and related
offences would be introduced. The certral criminal police offices will he required to collect data an
the number of TVO idertified in relation to sports and ather events, their 'organisational structure’,
type of offences committed, number of TWO detained, arrested, corvicted, ete.

The option could also introduce an obligation on the Member States to regulark produce risk
assessments in relation to the events oroanised. At present, Member States are encouraged to
prowide risk assessments as part of existing Handhooks, Howewer, such prowisions are currently not
hinding on the Member States.

Policy Option 2.2 Imposing an obligation to record and “classify” TVO

This option would introduce an ohbligation to Member States to "classify" offenders as TWO and
record information on them accordingly, for example in their police or criminal and police records.
This will allowe for their swit identification and, where necessary, exchange of infarmation an them.
Fossibly, the obligation could he added to a new legislative instrument (see option 1.1.2). This option
could complerment option 2.1 above.

Policy Option 2.3 Establishing a TV0 database in each Member State

This option foresees the establishment of a specific database on TYO. Police authorities in each
Member States would collect information and intelligence on TWO and record this into a new
database (.e. 27 databaseswill he created). Possibly, the ohbligation to estahlish a national datahase
could be added to & new legiskative instrument (see option 1.1.2).

The database will be managed by the national central criminal police offices dhe managing authority)
in the Member States. The information included in the databasze should include the following:

Fersonal data;

Infarmation on the event attended,
Infarmation on the travel route; and
Offences associated.

Such information could be availahle to external actors (outside of the managing authority) at all times
ar anly linked to specific public events,

Withen developing the option, the following technical and practical elements would be looked at:

The design of the systerm's phy sical architecture;

Technical aspectswhich have a hearing on the protection of personal data;
Techhical aspects having significant financial ar technical consequences; and
The development of security requirements.

1.1.4 Package2 - BExchanging information on TY0 and cooperation between relevant actors

The options included in Package 3 aim to facilitate and improve the exchange of infarmation
on T, The options address the general problem "Existence of a multitude of instruments
for the exchange of information on TWO"

The blue box below presents the alternative options identified and includes some questions
for discussion.
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Policy Option 3.1 Strengthening guidance and evaluation

This option imalves updating the existing Handhooks an transnational cooperation in relation to
spots events and international gatherings. This wwould provide assistance to national authorities by
clarifying the use of available instruments and pravide guidance on the application of the existing
infarmation channels for the exchange of information on TV, The updating process would also
focus an preventive actions which should be taken in arder to prevent and manage disruption doaring
events aswell 35 on the division of tasks and responsihilitiesicoordination between relevant cross
horder actors. Under this option, best practice wwould be shared and study visits undertaken in order
to enhance the understanding of diffierent systerms and actors in place.

This option also foresees enhanced evaluation of events occurring in the Member States which were
affected by TVO. This would focus on the measures undertaken by the Member States affected in
relation to infarmation exchange as well a5 other praventive measures. This option would include
the sharing of best practice, peer reviews and study wisits. The worlk, of the Council of Europe
Standing Committee could be uzed as a model far such evaluation.

Policy Option 3.2 Establishing a network of national contact points for the exchange of
information on TWO in the Member States

Policy Option 3.2.1 Fxtending the scope of MFIPs

Linder this aptian, the coverane of the MFIP netwark would be extended to cover political events. The
Council Decision establishing the MFIP network wwould need to he amended in order to extend the
scope of action ofthe contact paints.

Policy Option 3.2.2 Crealing @ hew network

In addition to NFIFs, under this option a new network of national contact pointswould be established,
to coordinate the exchange of information on "other TWO" for example poltical activists, The network:
could he created through the new legislative instrument referred to under Paolicy Option 1.2 above.
By creating a new network, all groups of persons falling under the definition of TY'O would he
covered,

Single points of contact in each Member State would be created. They wwould act asthe direct central
cantact point far exchanging relevant information an all other categaries of TV O not covered by the
MFIF. The points of contact would also facilitste international police cooperation on the movement of
these TWO between Member States for large scale events. In addition to exchanging relewant
information and facilitating international police cooperation, the new network could undertake risk
assessments on large scale events with a cross-border dimension in arder to prevent violence being
cammitted by TW O,

It iz expected that the single paints of contact far the network wauld cantain representatives from the
Ministries of Interior in the Member States or law enforcerment authorities who currertly deal with
such groups at national level In some Member States, the single points of contact for the new
netwark, might include the same representatives from the WFIP network, This would depend,
howewer, on the internal organisation ofthe Member State.

The newy network wauld draw upon the experiences of the MFIP, patticularly with regard to lessons
learnt in exchanging infarmation on TYO inthe sporting cortext, in order for hest practices to he
adopted,

Policy Option 3.3 Making use of a specific information exchange mechanism
Policy Option 3.3.1. Emphasise the use of existing ale ris in SI5 If

Under thizs option, Member States would he encouraged to make use of the new possibilities
prowided by the 515 11 in arder to issue alerts on TV Q. This could be done through & nan-legislative
instrument (e, EC recommendations), accompanied by guidelines  describingfclarifying  the
functioning of the new sy stem and explaining howto make best use of it in relation to TV Q.

Policy Option 3.3.2 Introduction of a new type of alert for sharing information on TVO
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within SIS

Lnder this aption, a new type of aleft "for sharing information” could he introduced in the Schengen
Infarmation Systermn. Data on TWO could be entered inta the system with 3 specific "nate” ar "code”,
which would link the dats to a "TWO-relsted offence”. This would entail & modification to the
legislative basis governing S15 11 with respect to alert procedures. Such legal basis defines the alerds
an persons and objects that will be entered in 815 1| for facilitating police and judicial cooperation in
criminal matters. It also includes provisions on the conditions and procedures for issuing these alers
and on the autharities that will have a right 1o accessthis data.

These amendments might touch upon the following issues:

Categary of alerts;

Conditions and procedures for issuing these alers;

Frocessing of data relating to alerts;

Conditions for data access and protection;

Conditions far issuing alerts on refusal of entry ar stay for narkEL nationals;
Frovisions an the technical aspects and operation of 212 [1; and
Responsibilties of the management authority and of participating countries

A precondition for this is the establishment of a definition of TWO or at least some minimum carmmon
criteria to define g TV Q. The aption might alzo consider the extension of the national autharities
hawing accessta the SI18 due to the new kind of data exchanged.

Policy Option 3.3.3 Use existing Furopol platform and inte rpol notices

Under this option, Europal will be given a formal platform as the focal point of information exchange

on T, This would entail & modification of Codncil Decision of 8 April 2009 establishing Europol to

include a specific mandate for Europol to "host" a news information exchange system on TVO. Rules

and procedures for data processing, access and protection would need to be included in the revised

Counci Decisian, Under this aption, Mermber States would be ahle to use the Interpol "notices" in the

caontext of & specfic event in arder to exchange information hilaterally. Interpol "notices” are

international requests for cooperation or alerts allowing police in member countries to share critical

crime-related information. The fallawing notices could he used:

n  Red Matices - the persons concerned are wanted by national jurisdictions for prosecution ar to
serve a sentence based an an arrest warrant or court decision;

n  Blue Motices - to collect additional information about a persan's identity, location or activities in
relation to a crime;

m  Green Motice - to pravide warnings and intelligence ahout persons whao have committed criminal
offences and are likely to repeat these crimes in other countries; and

m  Orange MNotice - to warn of an event, a person, an ohject or a process representing a serious and
imminent threat to pubilic safety.

Policy Option 3.3.4 Establishment of a new mechanism for the exchange of information
on VR

Lnder this option, a new suppoding mechanism for information exchange on TWO will he
ectablished. This codld, for example, consist of linking the national databases established under
option 2.3 abowve or the crestion of a centralised databaze

If & datahase is chosen as the main exchange mechanism, the following technical and practical
elements will need to be addressed:

The design of the systerm's phy sical architecture;

Technical aspectswhich have a bearing on the protection of personal data,
Technical aspects having significant financial ar technical consequences; and
The development of security requiremerts.

Alternatively, the exchange mechanism could alsa cansist of mare 'manual' sharing of infarmation
recorded as part of option 2.2 ahove,

Appointed Member State authorities (e.g. those part of the network under Policy Option 3.2) would
he in charge of processing and (if relevant) exchanging the information on TWO. The mechanism
could he created as part of the new legislative instrument referred to under Policy Option 1.2 above.

Policy Option 3.4 Introduction of a European Banning Order

A European Banning Order woudld introduce the mutual recognition hased on MR principles) by
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mMember States of 3 banning order fadministrative, criminal or civily imposed by another Member
State. As far as possible, the banning order should relate to specific event bans though where

necessary, for events where this is not possible {.e. manifestations) the banning arder could include
geagraphical limitations.
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5

5.1

AT N T Ry

Assessment and comparison of the Policy Options

This section of the Report firstly presents the methodaology for undertaking the assessment
of the impacts of the options both from a gualitative and a quantitative point of view (Section
5.1, Secondly, the assessment of each Paolicy Option is presented in assessment grids
(Section5.2). Finally, the section provides a comparative analysis of the ratings provided to
the options. This comparison will be the basis for identifying the preferred Policy Option in
Section B.

Methodology

First, all the Policy Options including the status quo option are assessed against the specific
policy objectives, which have been identfied as follows:

n  Toimprove the information available on V0 across the EU,
n  Torender the exchange of infarmation on T%D more effective ; and

s Toreduce gaps in legislative approaches for dealing with the TV phenomenon across
the ELJ.

5rids have been prepared in order to asses each of the options presented in Section 4. In
the grid, the anticipated impacts have been assessed based on a rating scale (-5 to +5), as
fallows:

5 - Maximum possible positive effectimpact
4 - Yery large positive effectimpact

3 - Large positive effect/impact

2 - Moderately positve effectfimpact

1 - Small positive impact

0 - Mo/marginal impact

-1 - Small negatwe effects

-2 - Moderately negative effectirmpact

-3 - Large negative effectimpact

-4 —“ery large negative effectimpact

-6 - Maximum possible negative effectfimpact

Second, for the assessment of the indirect costs and benefits, these are based on the
following key assurmptions:

n In terms of benefits, the Policy Options will, to a lesser or greater extent, contribute to
the prevention of TWO-related crimes {e.g. because indwiduals can be stopped at
borders / entry points of event venues) and help to act faster when such crimes are
happening (e.q. because individuals can be quickly identified and arrested). This would
hence reduce the damages associated with such crimes.

In order to guantify and monetise these benefits, the above firgt reguire an estimate of
the costs associated with crimes committed by TWO. Whilst some estimates are
available, e.g. in relation to the G8 in Genoa (ltaly) where it is estimated that the total
damages amounted to B0 million euro, data overall isvery scarce. However, it is possible
to come up with a 'guestimate’ as to the average damages resulting from an event
disturbed by TWOs.

Cuantifying the benefits is challenging because some assumptions need to be made as
to the % by which T%O-related crimes and hence the damages resulting from these
would be reduced by implementing certain Folicy Options.
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n Inthe gualitative assessments of the indirect costs | it is assumed that, the better TVO-
related crimes are prevented and dealt with, the higher the costs for investigation,
prosecution, trials and even imprisonment would be, as such actions would require
greater efforts from law enforcement and judicial autharities in particular.

In arder to quantify and monetise these costs, whilst reasonably good data is available
on the costs of policing and justice in the Member States (using a combination of CEPEJ
and Eurostat data), again the challenge is to make an assumption as to the % by which
such costs would increase. In earlier impact assessment studies, ICF GHK has linked
this to the above % by which the Policy Qption is expected to generate certain benefits
[e.g. using the same proportional increase), but still it would be necessary to estimate
the % of benefits generated.

Third, the assessment focusses on the social impacts and impacts on fundamental
rights, namely:

n  Relevant social impacts, such as public health / perception of safety; and,
n  Relevant fundarmental rights:

- Protection of personal data (Article 8)

- Mon-discrimination (Art. 21

- Freedom of movement

- Right to an effective remedy and fair trial (A, 47).

These have been assessed in a gualitative manner.

When the Policy Options present a potential breach of these rights, mitigating measures are
discussed. Also, when the options constitute a potential limitation of any of these rights, the
necessity and proportionality of the Policy Option is reviewed.

Finally, additional assessment criteria concerning the feasibility of the options have been
included. These are:

»  Stakeholders' acceptability; and

n  Risks associated with the implementation of the option.

5.2 Assessment of options
This section presents the impacts of the Policy Options outlined in Section 4. These
considerations were discussed during the Expert Panel meeting organised on 26 September
202

5.2.1 PackageD. Status Quo
Table 5.1  Assessment of Policy Option 0 - Status Ouo

Criteria Rating Explanation

Assessment of achievement of the policy ohjectives

Toimprove the 0 The result of no action will lead t0 no improverment relating to the
information available an information currently available on T™YO across the ELL Though it is
TWO acrossthe EU envisaged that Member States might gradually become more aware of the

TV phenomenan as time progresses, due to further events (particularly
recreational events such as social media trigogered events) and problems
occurring, the current stuation will not help to improve the information
available on TV O unless Member States take concerted actions themselves
to ameliorate the situation.

To render the exchanoe I} It is considered that the exchange of information an T will gradoally
af infarmation on T O improve due to the intraduction of SIS 1 which will allow Member States to
maore effective exchange additional types of infarmation such as photos, fingerprints ete. as

well as link existing alerts (ex. individuals with vehicles, etc). It is envisaged
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Criteria Rating Explanation

that the added features of SIS |1 will lead to Member States using the
exigting alerts more often. However, due to the low number of Member
States using the Adicle 99 alet under 515, Member States may stil
continue to be slow to use the Article 36 alert under SIS 11, if they are not
explicitly encouraged to do =0,

Toreduce gapsin
lenislativ e approaches for
dealing with the TV O
phenarmenon across the
EL

Gaps in legislative approaches in Member States may be gradually reduced
mver the caming years due to the increased use of MR instruments and the
increased introduction of common minimum standards in the area aof
criminal law:. Thaugh this will bring improvements to the overall stuatian in
the Member States, it will not provide major improvements to reducing the
gaps existing in relation to Member State approaches towards combating
the TV O phenamenan.

Assessment of costs and economic impacts

Direct costs I} Mo additional costs associated.
Indirect costs a Mo additional costs associated.
Benefits I} Mo henefits.

Assessment of social impads and impacts on fundamental rights

Social effects, including 1] If no action is taken to combat the phenomenon of TV O, citzens' perception

npublic health, perception of safety and crime levels wil rermain the same with continued issues arising

of safety, etc. when large scale public gatherings occur which are attended by TV O,

Fraotection of persanal I} Member States will continue to use different methods for exchanding

data {Article 8) information an T and will exchange different types of information an
T, including personal data. This may lead to problems continuing to arise
relating to the different data protection standards being applied within the
M ember States.

Mon-discrimination (art. 1} By not introducing a fised definition of TV O, & risk will continue to exist that

1 Member States use varying concepts of T™VO ranging from puhklic order
offences to extrermism. This will have large implications on such individuals
if preventive measures are imposed on them sdch as banning orders,
custadial measures etc. This will therefore contribute to discrimination
against individuals, depending an the Member State imposing the
measures. The use of diferent systems, including different procedural
standards, might impact an the level of data protection, possibl leading to
an unedgual treatment of TVO across the ELL
Finall, the different definitions of TV in the Member States and different
TV related offences and penalies associated might leading to unegual
trestment of offenders across the EU (i e, with penalties in some Member
States being stronger).

Freedorm of moverment I} Mo irmpact.

Right to an effective 1} Different administrative and criminal standards will continue to be in place in

rermedy and fair trial (At the Member States which could jeopardize the right to an effective remedy

474 and fair trial.

Other effects

Stakeholders' 0 Stakeholders' acceptability for the status quowauld be relatively high since

acceptakility

M ember States seemto be satisfied overall with the lewel of information
exchange, especialy regarding the MFIP. Though some improvements
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Criteria Rating Explanation

could he rmade to the exchanoge of information on other large scale public
gatherings, M ember States consulted outlined the effectiveness of sharing
infarmation bilaterally, where necessary, with many indicating that there was
no need for further action due to the lack of a TVO problemin their territory.

Risks azsaciated with the 0 The phenarmenon of TW O will cantinue to exist averthe coming vears, with
implementation of the new types of events arising, such as events arising from social media and
aptian the continued existence of political activities. By not taking amy action in this

area, the new types of events will nat be sufficiently protected against the
tisks associated with TV O, with futher damage to property and individuals
OCCuUrring.

9.2.2 Packagel - Defining TWVO
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definition of TV in new legislative instrument

Assessment of Option 1.1 Introducing a new definition of TV0 in existing Hand books and legislation and Opfion 1.2 Introduction of a common

Criteria

Rating

Explanation

Lintroducing a new definition of TVO in existing handbooks and legislation

Alvernative sub-options

L1.1 Introducing a category of TV in the
existing handbooks

Assessment of achievement of the policy objectives

1.1.2 Intreduction of definition of TWO in
existing legislation

1.2 Imraduction of a comman definition of

TV in new legislative instrument

To improve the information
avalable on TVO acrossthe
EV

2

By introducing a definition in the existing 3
handbooks, nationa auhorities would be
able to easily identify Individuals in thelr
Member States who fall under the
category of TVO, Indirectly, this would
assist them in identifying the information
which needs to be gathered on these
individuals.

By introducing & definition of TVO in edsting 3.5 Aswilh option 1.1.2, & positive impact

legisiation, Member States would have a
clear and common understanding of which
Indheiguals fall under the definition of TvO,
This coud remedy difficuties currently faced
by Member States when they cannot identify
what information  should be gathered.
Identification of who gualifies as a TVO could
assist Member States when gathering
information.  This  would  imgrove  the
information available on TVO since Member
States would no longer face difficulies in
determiring who should be considered a
VO It is ervisaged that this option would
have more of a postive imgact than option
111 since Member States vwould be obliged
fo adopt the definition included in legistation
since it is binding upon them, This would
therefore reduce the rek of Member States
interpreting the definition widely in order to
take into account their own concepts.

Is envisaged, It & considered that this
raght have a shohtly more postive
Impact since a new instrument would
be explicitly created for TVO, Such an
imstrument would be more transparert,
wih the defintion being a main
provision of the instrument, compared
to opfion 1.1.2 where the definition
would be inserted as a "side” provision
in existing legislation. The creation of
such an instrument could provide a
newimpetis for Member States.

To render the exchange of
infarmation on TV O maore
effective

By introducing a category of TWO in the 4
existing Handbooks, no ambiguity would
exisl amongst national authoriies (law
enforcement, NFIF elc) as to who Tals
under the category of TVO. This would

Infroducing a defintion of TVO i edsting
legislation would have a slightty more postive
impact than Policy Option 1.1.1 since the
defintion would be legally hinding which
would thereby place an obligaion on Member

4

This proposal would have the same
impact as option 1.1.2.
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Criteria Rating  Explan ation
L1 Introducing a new definition of TVD in existing handboo ks and legislation 1.2 Intraduction of a common definition of
TV in mevw legislative instrument
Alternative sub -0 ptions 144 Introdu cing a categor y of TVO in the 1.1.2 Introduction of definition of TVO in
existing handbooks existing legislation
therefore  faciltate the  exchange  of States to apply the same definition of TVO,
information  between Member Staes, This would therefore cortribute more to the
aroldng confusion and thereby rendering effectiveness of Information exchange since
the process more effective no o amblguity would  exist  between  the
This option would also be abk to be :?:ﬂ?j;‘si:smmn infarmation should
realised in the short term, which would :
assist in quickly imgroving the exchange
af information on TWO.
To reduce gaps in legislative 2 This option could assist in reducing gaps 3 Inlroducing & definflion of TVO i eisting 4 It is considered that the introduction of
approaches for deaing with in legislative approaches, The introduction legislation would have a positive Impact since a new legisldive instrument would
the TVO phenomenon across of a definition i the Handbook could I would oblge Memoer Sfates to use the have a higher postike Impacl on
the EU provide Member States with a reference definition at national level and require themto reducing  gaps  In legisiaive
point on which to amend thelr own amend thelr own leaislation. This could approaches than option 1.1.2 since
legislation, i order to be in line with the therefore lead to gaps being reduced, since Member States would be provided
EU approach. Though the defintion would the application of a common definition in all wih a fransparent instrurment in which
pe included in "soft* law, it is considerad Member States, which lists the types of 1o apply their approachesto TVO.
that WMember States would still take the offerces and criteria for determining TWVO,
defintion into consideration due to their would also contrbute to other approaches
current reliance on the provisions of the being more closely interlinked, such as the
existing handbooks. preventive measures applicable fo the TVO
phenomenon.
Assessment of costs and economic impacts
Direct costs o Mo administrative costs are associated -2 High costs would be associated with this -2 High costs would be associated with

with this opfion since introducing a
category of TVQ would not require the
amendment of legislation.

option  shce a rnumber of  legislative
instruments would need to be updaled in
order to introduce a definition of TVO. IF five
legislaive instruments were amended, this
would amount to a minimum administrative

this  option since a legislative
instrument  woud need to  be
introduced. This would amount o an
administrative cost at EU level of a
minimum of €26 000 or a maximum of
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Criteria Rating  Explan ation
L1 Introducing a new definition of TVD in existing handboo ks and legislation 1.2 Intraduction of a common definition of
TV in mevw legislative instrument
Alternative sub -0 ptions 144 Introdu cing a categor y of TVO in the 1.1.2 Introduction of definition of TVO in
existing handbooks exsting legislation
cost & EU level of approximately €73 0007 £41 000 The running costs for the
or @ maximurn administratve cost of €93 option are relatively low within this
0007, The rumning costs for this option are administrative cost however so the
redath e low however so it would be relatively option could e cost-efficient in the
cost-efficient in the longer term, ¥With regard longer ferm. With regard to the
to administrative costs at Member State level, administratire costs at Member State
this wiould amount to a minimum of €35 000 level, this would amount to record
or a maximum of € 87 000 keeping costs  of  approximataly
between €7 000 and €17 000.
Indirect costs -1 It is envisaged that the option would have -2 The introduction of 2 defirition of TVO in -2 Same indirect costs as option 1.1.2
sorme indirect costs associated with it as existing legislation would lead to indirect
by introducing & category of TVO, costs since It s expected thal gapsin
information exchange and measires legisla e measures would be reduced which
imposed by the Member States would would subsequently lead to more effective
improve which could therefore lead o measures for cormbating the phenomenon
more action being taken by law This would increase the workload for law
enforcement authoriies and the judiciary. enforcerment authorities and the pdiciary.
Additional information might also be
gathiered in order to meet the new
definition.
Benefils 2 This option would help Member States 1 Game benefits as option 1.1.2 2 Same benefis asoption 1.1.2

identify individuals who should be
considered as TV'O, By introducing such a
concept in existing handoooks, |ess

 Egfimates included In the assassment tables were rounded up, with full calculations avaliable in the Annex,
1t was estimated that at least five instruments would need to be amended & a cost of approvimately €14 550 (minimumi or €18 G0 (maximum).
1t was estimated that the adrrinistrative costs would be between aparoximately £7 000 and €17 000 per ingtrument.
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Criteria Rating  Explan ation
L1 Introducing a new definition of TVD in existing handboo ks and legislation 1.2 Intraduction of a common definition of
TV in mesw legislative instrument
Alternative sub -0 ptions 144 Introdu cing a categor y of TVO in the 1.1.2 Introduction of definition of TVO in
existing handbooks existing legislation
confusion will arise amongst national
authorlies. This will therefore lead to 2
more effective system for combating TVO,
thereby reducing the damages caused by
the phenomenan.
A nent of social imp and i on fundamenta rights
Social effects, including 2 This  option would  zssit in more Aswith option 1.1.1, the introduction of 3 A slightly more positive impact is
puklic health, perception of adequately addressing the phenomenon definition of TV O wauld help to batter address ervisaged than option 1.1.2 since the
safely, el af  TVO. More effective  information the phenomenan in the Mefmber States irftroduction of a new instrument
echange could contribute fo a more through better informeation exchange. The specifically focused on TVO could be
efficient system for combating the TVO positi e mpact of this would therafore considered by citizens as a clear
phenorrenon.  This  would  therefore contribute to further preventive measures example of work being undertaken to
reduce crime levels associated wih the which would increase perception of safety cormbat the phenomenon and
WO  pheromenon and  conseguently and justice being done. therefore to ensure public safety and
increase the cizen's perception of safety the better administration of justice.
and that justice was being done.
Frotection of personal data 1] Mo impact is ervisaged. Mo impact is ervisaged Mo impact is envisaged.
(Article 8)
MNonediscrimination (&, 21) 1 Though there & a risk of categorising The =ame impact as option 111 & 2 Simiarimgact as option 1.1.2

individuals and linking them to violent
offences, it k& envieaged that the
introduction of a defintion of TVO will in
fact reduce the risk of discrimination in the
Member States since national authorities
will be provided with a guideline as fo who
should be considered a TVO.

erwigaged though it iz foreseen that the
impact could be clighty more positive since
the introduction of & defrifion of TVO in
legislation would make the definition legally
binding upon the Wember States, thereby
ensring that all Member States apply the
same definition of TV
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Criteria Rating  Explan ation
L1 Introducing a new definition of TVD in existing handboo ks and legislation 1.2 Intraduction of a common definition of
TV in mevw legislative instrument
Ailternative sub -o ptions 114 Introducing a category of TVD in the 1.1.2 Introduction of definition of TVO in
existing handbooks existing legislation
Freedom of movement -1 The introduction of & defintion of TVO -2 The same impacts as option 111 are -2 Similarimpact as option 1.1.2.
could have a negathe impact on the emvisaged though the introduction of & legal
freedom of movement since the exchange definition would lead to less Nexibilty in the
of information could lead to preventive Implemeantation of the definition at national
measures being undertaken by Member level which could lead to Member States
States in order to stop  ndviduals being wery strict with ts interpretation. This
categorised as TVO from  fravelling could result in breaches in freedom of
abroad. This would have a negative moverment of TVO  being  unnecessarily
impact on the right to freedom of restricted.
movement of EU citizens. Due to the fact
that the definition is based on behaviour
and not the type of evert, an individual
who s classified as a TVO due to
dffences occurring At a footbal event
might, in the futwe, be prevented from
travelling to another Member State to
attend another |arge-scale gathering such
as a pobtical manFestation, In order to
help prevent such a negative impact on
freedom of movement, any preventive
measzure should be Imited to the field of
activity of the specific TVO in guestion
and related events.
Right 1o an effective remedy 1 The option would have & postive impact 2 A slightly more positive impact than option Asoption 1.1.2

and far trial (A, 47)

on the right o an effective remedy and fair
trial since introducing & category of TVO
would alow Member States to begin
appredimating their approaches for the
prevention of thiz phenomenon. This
would contibute fo Member  States

111 s erwisaged since Member States
would have a legally binding defintion which
wolld have 1o be enforceable at national
level This would contrioute to reducing gaos
In approaches for freating TVO which would
thareky help to futher guarantee rights under
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Criteria Rating

Explan ation

L1 Introducing a new definition of TVD in existing handboo ks and legislation

Alternative sub -0 ptions

144 Introdu cing a categor y of TVO in the
existing handbooks

1.1.2 Intraduction of definition of TWVD in
exsting legislation

1.2 Intreduction of a common definition of
TV in mevw legislative instrument

Other effects

treating TVO in the same manner, thereby
ensuring that their rights under Atticle 47
are simikarty protected,

Atticke 47,

Stakeholders” acceptability 3

It is considered that this option would be 2
accepted by stakeholders since the
introduction of & definition in existing
handbooks would provide guidance while
sl zllowing sorme fexibility in action st
niational level and in how TVO are defined

at national level.

Itis considered that this option would be less
acceptable by national authorties since the
inclusion of & definition of TVO in legislation
wiuld lead o restrictions in the individuals
who could possibl fall within the category of
VO This could create an obstacle in the
future and therefore be considered as limted,
M oreoyer, the introduction of a fiked defintion
would cause significant problems in rekation
to national legal systems due to the different
standards and laws (both  criminal  and
admiristrative) that curertly apply  with
regard fo TVO.

In addition to the dificulties identified
under option 1.1.2, stakeholder
acceptability for this option could be
low due to the lirited suppod for
irtroducing & new  legislalive
Instrurrent which would focus solely
on TViO,

Risks associated with the -1
implementation of the option

The option risks having negative impacts -2
on fundarmental rights depending onthe
categorisation of TVO, This is particutarly

the case in relation 1o violating the
freedom of moverment of EU cliizens,
Moreover, there i a slight rigk that

Membear States will not beneft from the

option shce itwould be introduced info

“soft" law.

Risks associated with long palitical
negaotiations in order 1o agree on a

The option risks having negative impacts on
fundamental rights I the definition of TVO is
very limited. Moreover, an agreement by
Member States on a definition could be very
firme consurming and may result ina definfion
which ignot all encompazsing

Asoplion 1.1.2
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Criteria Rating

Explan ation

L1 Introducing a new definition of TVD in existing handboo ks and legislation

Alternative sub -0 ptions

1.1.2 Intraduction of definition of TWVD in
exsting legislation

144 Introdu cing a category of TVO in the
existing handbooks

1.2 Intreduction of a common definition of
TV in mevw legislative instrument

cormmon definition should also be taken
Into account.

523 Package 2 - Gathering information on TW0 and on public events including TVO
Table 5.3 As of Dption 2.1 ing the information available on TVO and events, Policy Option 2.2 Imposing an obligation o record and “classify™
Tv0 and Policy Opfion 2.3 Btablishing a TW0 database in each Member $tate
Criteria Rating  Explanation
Alern ative sub-options 2.1Improvingthe information available on TVOD 2.2 Imposing an obligation to record and 2.3 Establishing a TYD database in each Member
and events “lassify” TVD State
Assessment of achievement of the policy objectives:
To improve the information 3 By ooliging Member Stalesto keep updated 4 By imposing an obligation to record G The establishment of a TVO database in

avallable on TVO across the EU

statistics on TVO and related offences, this
opfion would have a medium positive Impact
on improving the information availaole since
all Member States would keep data at the
national level Thigwould reduce the
difficutties which currently eist in trying to
assessthe scale of TVO activity within the definition on TVO was previoushy
ELL established.

and classify TVO within police or
criminal records, the information

improved since data onthese

avalable on TVO would be signific anthy

individusls would be readily available.
Thig, hovwever, implies that a common

each Member Stale would sinfficantly
Imgrove the Information avallable  since
police authoeities in each Member State
would collect information and intelligence on
TWO and record this into the new database.
The datsbaze would intlude personal data,
information on the event attended and, on
the travel route as well as offences
associated with the ndividual. This would
therefore ensure that all Member States had
the same type of information available on
TVO. Also, the irformation would be
avallable to foreign authorities, upon request,
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Criteria

Rating

Explanation

Afvern ative sub-optons

2.1 Improvingthe information awilable on TVO
and events

2.2 Imposing an obligation to recor d and
“classify” TVD

2.3 Establishing a V0 database im each Member
State

In this context, the impact on the availabiliy
of information on TVO would depend on the
entent to which this information is shared
with other Member States (Le. at all times or
orly linked to specific eventsh.

To render the exchange of
information on TVO more
effective

The exchange of information on TVO would
be rendered more effeclive since grester
information would be avaiable, including data
on the nomber of TVO (dentified in past
events and the fypes of offences committed.
Though the storing of statistics woud allow
Member States to exchange information on
the extent of the TVO phenomenon in past
years and therefore assist in risk assessment,
no personal data would be sfored. Therefore
the infarmation which is available may not be
that which would be most beneficial fo
exchange with other Member States for
preventing future events.

4 This option would have a signiicant 5
positive impact since 1 would allow
Member States o swiflly exchange
Infosmation on indviduals who hae
been Identified as TVO, This would
erhance  the  effecttveness  of
information exchange for the purposes
of preventing trouble &t future events.
This, however, implies that a common
definition on TVO was previoush
established.

The option would make the exchange of
infarmation more effective since all Member
States would have the same type of
infarmration stored in thelr database relating
to TVO. This would therefore faclitate the
exchange of information, when required, with
information  both  readily  available  and
accurate for the purposes of preventing
future trouble at events.

This, however, mmplies that a
definition on TWO  was
established.

COmMmon
previoushy

To reduce gaps in legislative

approaches for dealing with the

TVO phenomenon across the
EU

0

Mo irmpact i ervisaged

0 Noimpactis ervisaged 1

The option could help to reduce gaps n
legisiative approaches since Member States
would need to agree what type of Information
should be stored in the database. This would
therefore make Memiber States aware of the
legistative gaps, particularly relating to the
clazsification of TVO as well a= the offances
associated with their actions, and therely
encourage them to reduce such gaps in
order to ensure an efficient system

Assessment of costs and economic impacts

Direct costs

-2

This option has low costs associaled with its

implementation. Overall, at EL level, the
direct costs are caleulated {0 range betwaen

-3 Iis envisaged that the option would -4

have high setup costs bul
running  costs It s

o
therefore

This option would have high set-up and
running costs assockated with it Firsth, ot
EU level, it IS calculated that the total direct
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Criteria

Rating  Explanation

Afvern ative sub-optons

2.1 Improvingthe information awilable on TVO
and events

2.2 Imposing an obligation to recor d and
“classify” TVD

2.3 Establishing a V0 database im each Member

State

a miniurm of €115 000 and & macdmurm of
€183 000. At national level, the total direct
costs could range from a minimum of € 181
000 and & maximum of €518 000.

considered that the option would be
relafively cost efficient in the longer
term.

At EU level, the fotal direct costs are
calculated to range from between
approximately €34 000 and €210
000, At Member State level, the direct
costs could range from Bbetween
spprovimately €715 000 and €966
oo

costs would range from between
approximately €158 000 and €222 000. At
Member State level, such costs would be
approximately between € 2 124 000 and €3
442 000

Indirect costs -1

Itis envisaged that this option will have low
indiract coste shce it is not expected that
improving the information available on past
ewverts will greathy render the overall combat
of TVO mare effective.

This option would assist Member
States in combating the phenomenon
of TV since more information would
be available at natioral level. This
wiould therefore allow for a more
effective system to prevent crime
which would increase the activities of
the law enforcement authorities as
well a5 the judiciary in investigations,
prosecutions and imprisonment.

Esfablishing a TVO database in each
Member State would create indirect costs
since it is expected that Member Siates
wiould be provided with an effective fool for
helking to comibat crimes committed by
TWO. Thiswould therefore lead to more
actions beingtaken by law enforcement
authorities aswell asthe judiciary since the
information availzble to them could lead to
mare investigations and prosecutions.

Benefits 1

=

The option will have a beneft in providing
Member States with befter knowledge of the
overall scake of the TVO phenomenon in their
Member States. This will aliow themto better
plan for future events which will lead to better
comibating the phenomenaon and thereky
reducing associated damages.

of social i

on rights

It Is erwisaged that this option would
render the exchange of information
on TV O more effective which would
therefore assist law enforcement
authorties in combating the
phenomenon. The option would
contribut e to better administration of
justice and crime prevention.

(8]

This option would benefit the overall combat
of crime, thereby reducing the damages
assoclated wih TVO offences, The
establishment of a database would
confribute to the reduction of the TVO
phenomenon, theraty increasing the
effectiveness of crime prevention.

Social effects, including public 1
heath, perception of safely, etc.

By obliging Member Siates to keep stalistics
on TVO and the related offences, nformation
wiould be publichs available and transparent
The public could have access to the nurmber

This option would make the echange
of information mare effective since the
information would be directly relevant
for the prevention of the TVO

The establishment of a TVO database could
have positive social effects  snce  the
databases would greally assist in combating
the phenomenon. |1 s assumed that further
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Criteria Rating  Explanation
Afvern ative sub-optons 2.1 Improvingthe information awilable on TYD 2.2 Imposing an obligation to record and 2.3 Establishing a V0 database im each Member
and events “classify” TVD State
of TWO = apprehended aswell as the offences phenomenon at future events. It is violent disorder would ke prevented at future
related to them This could increase both the assumed  that a  more  effective events which would confrbute to the better
percepfion that justice is being done as well information exchange will kad to a protection of public health and safety.
as the perception of public safety by better prevertion of crime associated
publishing  statistics on the  actions with TVO. This would in the end
undertaken by law enforcemert and judicial cortribute to the citizens' perception
authaorifies. that pubic health and safety is being
maintained.
Protection of personal data o This option would have no impact since 0 MNolmpact -2 By eslablishing a TVO database h each

(Article 8)

Member States would only keep statistics on
the TWO phenomenon and would not store
personal data

Merrber State, the protection of personal
data would be negalively impacted since
police authoriies would record information
and inteligence on TYWO. The rules for
storing and keeping such information would
differ in each Member States, depending on
the national rules. This could therefore lead
to the inadequate protection of personal
dafa. Issues could arse asto the "necessiy”
of storing such information on a database for
4 long period of time.

The protection of personal data could also
be widlated if Mermber States use the
infarmation stored in their national database
for purposes of cooperation wih other
authorities, and possibly bilateral
cooperation wih other Member States

A zolufion to mitigate data protection risks is
to allow the exchange of information,
included in the national databases with
other national authorities ondy in relation to
specific public events (and not at all times).
Purpose limitation and data retention periods
could akso be introduced in order to mitigate
the negative impacts & well as ensuring that
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Criteria Rating  Explanation
Afvern ative sub-optons 2.1 Improvingthe information awilable on TYD 2.2 Imposing an obligation to record and 2.3 Establishing a V0 database im each Member
and events “elassify™ VD State
the basis for inserting individualz in the
databasze is wel-founded {e.g. bassd on
prior convictions).

Mor-discrimination (. 213 o Mo impact i= envisaged -1 This option could have both positive -1 The option could have both positive and
and negaie impacts on non- negative impacts on non-discimination.
discrimination. Member States would Member States would have to agree on the
have to agree on how 1o classfy TVO diferent information to be slored on TVO
and on whal information should be within the national database. This would
recorded at national level. Though this ensure that all Merber States store the
wiould ensure that Member States same  type of Inforration  on these
apply smilar practices, the information Individuals, thereby guaranteeing that no
which i stored in the police or criminal Member State dores more  (or  less)
files could kad to discrimination in infarmation than anaother.
relation to future activities such as The option has a negative impact ako
travel or attending large scale events. however in that individuals who have their
Measures would therefore need to be personal dala stored on the database due to
taken to ensure that the information being classified as TVO  could be
stored is only used fo prevent vidlent discriminated against in the future should
activity at events related to TVO in they wish to travel abroad due fo their link to
question, and is not used for other serious administrative or criminal offences.
means. Frovisions would therefore need to be put in

place 1o ensure that the data is only used for
a specilic purpose and tha preventive
measures resulting from the use of such
dafa are only appled in situations which are
relevart to the paricuar TVO's fled of
activity.

Freedorm of movemeant 0 Mo impact. -1 The oglion would have a slight -2

negative impact on the freedom of
movement The obligatory
clagsification of TWO may lead to
addifional preventive measures being
applied  to combat  the  TWO
phenomenon.  Though  in some

A similar impact to option 22 is erwisaged
though the of a TVO datab:

in each Member State is expected to render
information exchange maore effective and
subsequently the combating of TVO
aclivities. This could lead to increased risks
for individuals being classfied in the
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Criteria

Rating  Explanation

Afvern ative sub-optons

2.1 Improvingthe information awilable on TVO
and events

2.2 Imposing an obligation to recor d and
“classify” TVD

2.3 Establishing a V0 database im each Member
State

respects, these measures will be well
founded, the classification of TVOs
may lead to some individuals having
ther movement restriicted without a
reasonable basis for such restrictions.
Provisions would therefore need fo be
introduced in order to ensure that
freedom of movement B only

dafabases and having banning orders and
other prevertive measwes imposed on
them. Provisions would therefore need to be
introduced to  ensure that preventive
measures are only imposed against the TVO
in siuations which are relevant to their
particular case. Safeguards would also need
to be put in place to guarares purpose-

restricled for preventive reasons in limitation for the data stored on the
refation to activities and events dreclly database.
rekevant 10 the TYO in guestion

Right to an effective remedy (1] Mo impact, 0 Moimpact 0 Moimpact

and fair trial (et 47)

Other effects

Stakeholders” acceptability 3 The stakeholder acceptability for this option 1 The oplion has some stakeholder -2 I is envisaged that this option would not be

would be high since Member States should
already Keep slatistics on crimes, including
the refated types of offences. Though & might
be difficult for some Member Stales 10 agree
on the concept of TYO for the purposes of
storing statistics, the option Is considered 1o
be berefickal without resuting In - mary
resources being spent. Moreover, the burden
imposed on Member States with this option
would entirely depend on the number of TVO
existing at national level.

acceptability since Member States
consulted accepted that there would
be a berefl to recordng furher
iformation on TYO, based on a
definition, whether it i a working
definition  or & legal  definition
Moreower, Member States already
have police o criminal records in
place in which such information could
be stored,

accepted by mary of the stakeholders
consulted. It has been questioned by a
number of Member Stales as 1o whether
there is in fact a pead to establish a
dalabase which is specific 1o TVO, due 1o
the low experlence of the TVO phenomenon
in the majority of Member States consulted.
It is considered that only 3 few Member
States facing considerable chalenges with
TV O would welcome this option.

Risks associated with the
implementafion of the option

This opfion risks not being comectl
implemented in the Member States, with
differences existing in the Member States as
1o the quality and amourt of statistics stored.
There is therefore a rick that the benefits of
he option might not fully come to fruttion.

-2 Thereisa risk that Member Stateswill -3
record and classify information on
TYO in an uneven way which could
lead to the viokation of fundament al
rights.

There is a risk that Member States will begin
to exchange information in the TVO
database bilaterally. This coud lead to
vinlations of the protection of personal data it
Member States have different safeguardsin
place. Moreover, the sloring of the data
could be considered 1o be unfounded and

68

12092/13
ANNEX

DG D 2C

70

LIMITE EN



Study on possible ways to
whode rt offe nde s Including those attending s

aath

nge of information on travelling
orting events or large public
g - Draft Final Report

ICF|G/H K|

Criteria

Afvern ative sub-optons

2.1 Improvingthe information awilable on TVO

2.2 Imposing an obligation to recor d and
“classify” TVD

2.3 Establishing a V0 database im each Member
State

urmecessary in a number of instances.

Also, there is a rigk that the establishment of
national databases would not be
proportionate fo the problem at stake and
would result, especially in the Member
States with low TV O risk, in budgetary
inefliciencies
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5.2.4 Package3 Bxchanging information on T¥0 and cooperation between relevant actors

Table 5.4  Assessment of Policy Option 3.1 5 trengthening guidance and evaluation

Criteria Rating Explanation

Assessment of achievement of the policy ohjectives

Toimprove the 1
infarrmation available aon
V0 across the EU

This aption would have a small positive impact an improving the information
available on TV O across the EU.

By evaluating past events, providing best practice and undertaking study
wigits, Member States would be aware of the type and amount of information
that is necessary to successiully prev ent the phenomenon of TV O, This could
contribute to Member States acting to improve the information currently
available on TV O at national level and therefore across the EUL

To render the exchanoe 3
of infarmation on TWO
moare effective

Lpdating the existing Handbooks on transnational cooperation will provide
aszzistance to national autharities by clarifying the use of availahle instruments
and highlighting those which are of most benefit to combating the
phenomenon of TWO. This would make the exchange of information more
effective. Guidance would alsa be provided on the application of the existing
infarmation exchange channels which would assist Member States when
exchanging information and thus make it more effective in the future.

Toreduce gapsin 1
lenislativ e approaches for
dealing with the TV O
phenarmenon across the

EL

This option could have a limited postive impact on reducing gaps in
legislative  approaches. By strengthening  guidance  an  transnational
cooperation, Member States may he ahle to idertify areas where
improverments could be made in the legislative structure in order to improve
the currert stuation dealing with the ™0 phenomenon Moreover, the
evaluation of past events and the provision of best practice would indicate the
difficulties and success factars which occorred when tryving to combat the
TV phenamenon at past everts, with many of the difficulties linked to the
gaps in legislative approaches.

Assessment of costs and economic impacts

Direct costs -2

Low set up costs are associated with this Policy Option though the running
costs will be &t a medium level At EU level, the averall direct costs will be
approximately betweean €300 000 and €441 000, At Member State level, the
total direct costswill be approximately between €375 000 and €364 000,

Indirect costs -1

The option waould have a slight indirect cost asitis expected that
strengthening guidance and evaluation will l2ad to national autharities acting
miare effectively to combat the TV O phenamenan due to the additional
infarmation they will he provided with, Thiswill therefare lead to a slight
increase inthe warkload of national palice and judicial adtharties relating to
irvestigations, prosecutions and possibly imprisonment.

Benefits 2

It iz erwvisaged that this option will assist Member States in combating the
TvO phenomenon more effectively and efficiently since the guidance
pravided by, for example, the exchange of best practice and through peer
reviewws will pravide national authorities with a better insight on TV O and on
the best ways to prevent crimes occurring. This will therefore lead to M ember
State guthorities heing able to act faster, thereby preventing damage
accurring.

Assessment of social impacts and impacts on fund amental rights

Sacial effects, including 2
nuhlic health, perception
of safety, etc.

Strengthening guidance and evaluation will have a postive impact on dealing
with the phenomenan of TV O,

By sharing best practice, undertaking peer rewiews and study  wisits,
infarmation would be publicly available on the measures undertaken by the
mMember States to ensure safety at large public gatherings. This would raise
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Criteria

Rating Ewplanation

citizens' perception of maintaining public safety. The evaluation studies
demanstrating the damadge which was prevented could also raise citizens'
perception that crime is being adequately combated and that justice is being
done.

Frotection of personal 0 The proposal is not envisaged to have an impact onthe protection of personal

data (Article 8) data since the information which would be exchanged would be strategic
infarmation rather than personal information on individuals, This waould also
he the case for the infarmation included in evaluations, peer reviews and
other activities.

Mon-discrimination (art. 1 It is envisaged that the option would have a positive impact on non-

M) discrimination since strengthening guidance and evaluation woold improve
cooperation between Member States and reduce gaps which currently exist.
Thiz would help to ensure that Member States treat TVO in the same manner
throughout the EY, therely reducing the risk of discrimination.

Freedom of moverment 0 Mo impact envisaged.

Right to an effective 1 The option would have a positive impact on the right to an effective remedy

rermedy and fair trial (At and fair trial since strengthening guidance and evaluation could help to

474 reduce the gaps which currently exist in the Member States, padicularly with
regard to the application of hanning orders and custodial measures. This
could therefore ensure equal treatment of TVO and subseguently enhance
their rights under Article 47

Other effects

Stakeholders' 4 The option is considered to be politically acceptable by the stakeholders since

acceptakility

this ‘'soft' option could hawe significart benefits for combating  the
phenomenan. Ho major obligationswould be placed on Member States inthis
regard with Member States however benefitting greatl from the evalustions,
peer reviews, exchange of best practices. Though Member Stateswould hawve
to padicipate in undertaking some of these measures, the henefits they would
abtain wauld outweigh amy burden imposed an them. In addition to Member
State acceptability, UEFA highlighted their support for further follow up
following sparting events in arder to benefit from lessons learnt.

Risks azzociated with the
implementation of the
option

The risk of 'evaluation fatigue' exists with this option with some Member
States hesitant to participate in peer reviewws and evaluations due to the time
ittakesto complete them.

71

12092/13
ANNEX

DG D 2C

73

LIMITE EN



Study on possible ways

wiole nt offe nde s Including &
gatherings - Draft Final Report

Table 5.5

o

rove the exchange of information on travelling
se attending sporting events or large publc

ICF G H K|

S v Bt

Assessment of Policy Option 3.2 Establishing a network of na tional contact points for the exchange of information on TVO in the Member States

Criteria

Rating  Explanation

3.2.1 Extending the scope of NFIPs

Assessment of achievement of the policy objectives

3.2.2 Creating a new network

To improve the
information available on
TV across the EU

2

By extending the coverage of the NFIP to cover political events, the
information available on TVO would improve since there would be one
focal point in each Member State. Mationa authoeities receiving
infiormation on TVO might therefore be more likely to directly provide this
to the network. Moreover, the infarmation would be processed centraly,
thus improving its transparency.

This option, rright however, trigger risks associated with:
® Capacity problems; and

®»  Hesitance to exchange data with other types of responsible national
authorities (this is particulary due to the fact that not all NF IPs are
law enforcement authorities and thus could apply diferent
safeguards).

These risks are further elaborated below.

2

The creation of a new network of national contact points to
coordinate the exchange of information on ‘other TVO' could
have a positve impact on improving information available
since the creation of swch a network would provide an
impetus for national authorities to exchange information on
them. Moreover, this option would overcome the risks linked
to extending the scope of NFIPs, particularly relating to the
reluctance fo exchange information with diferent types of
national authorities responsible for TVO outside sporting
events

To render the exchange
of inforrmation on TYO
more effective

2

This option would have a positive impact on rendering the exchange of
information more effective since the network would cover all indviduals
faling under the definition of TVO. By enlargng the network, more
national authorities would be active in this ares, with the contact
between these authorties becoming better linked betwesn the Member
States. Mo confusion would exist as o who was responsible for
exc hanging information on TVO in the Member States, with the network
being a readily accessible method for information exchange. However,
difficulties could arise in exchanging the information, and thus affect the
effecfiveness of the ecchange, due to the hesitance of some nafional
authorifies {dealing with poltical TVX) to cooperate with NFIPs.

2

Similarty to option 3.2.1, it is considered that the exchange of
nformation would be more effective since a specific network
would be established for exchanaing information on TVO who
do not fall under the scope of the NFIP, The new network
would be complimentary to the NEIP, thereby overcoming the
risks linked fo extending the scope of WFIPs, parficularly
relating to the reluctance to exchange information with
different types of national authoriies responsible for TVO
outside sporting events.

To reduce gaps in
legisiative approaches for
dealing with the TV O

Moimpact

Asoption 3.2.2.
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Criteria

Fating

Explanation

3.2.1 Extendingthe scape of NFIPs

3.2.2 Creating a mew netvark

phenomenon across the
EU

Assessment of costs ﬂ!ll.ml‘lll: impacts

Direct costs -3 It is ervisaged that the option will have low set-up costs associated with -3 The option will have low set-up costs but medium running
it though there wil also be medium running costs on an annual basis, costs linked to it It is estimated that, at EU level, thetotal
At EU level, it is calculated that the total direct costs will be between direct costs will range from between approximately €214 000
approximately €37 000 and €139 000. At national kevel, the total direct fo €337 000. Atnational level, the tofal direct costswil range
costs will range between €389 000 and € 553 000. between €688 000 and €896 000.

Indirect costs -2 The option will have indirect costs associaled with [tsince fisexpected 1.5 The option will have Indirect costs associated with £ since
that extending the scope of MFIPswill lead 10 better Informat ion creating a new network 1o deal with the TV O phenomenon will
exchange and cooperation between the Member States This will help to prevent the crimes committed by TVO. Thiswill lead
therefore contribute to more effectively dealing wih the TVO fo more work for the police and judiciary. Hovever, it i
phenamenon, leading to an increase in investigations, prosecutions and expected that the indirect costs associated with this option will
also, in some cases, imprisonment. e slightly lower than option 2.2.1 since it is expected that the

latter will be more effective.

Benefits 2 The option will contribute to the better prevention of TVO related erimes 1.5 The option will confribute to the better prevention of TVO
since the extension of the scope of NFIPs will lead o a "TV D network" related crimes within poktical and other activities apar from
being established which will be seen a5 a one-stop shop for national sport. Inforrmation will be better exchanged between relevant
authorities wishing to combat the phenomenaon of TYO. This will lead to national authorities which will bhelp o prevent crimes from
better effectiveness since national authorities will be able to cooperate, occurming, thereby reducing the damages associated with
and subsequently, act faster 1o prevent crimes, thereby reducing the them,
damages associated with TVO crimes,

A ment of social impacts and impacts on fundamenta rights

Social effects, including 2 By rendering the exchange of information on TV'O more effective, t 5 2.5 Asoption 3.2.1 though with a more positive impact since the

public health, perception emvisaged that combating the phenomenaon will 5o become much more exchange of information on TYO (not faling under the scope

of safety, etc effective. This will reduce the damage caused by TWO, thereby of NFIF) would be more effective. Thiswould provide the
Increasing cRizens' perceplions that ustice s being done and that the pubkc with 3 perception that national authorities were
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Criteria

Fating

Explanation

3.2.1 Extendingthe scape of NFIPs

3.2.2 Creating a mew netvark

level of safety and public order has increased.

Moreover, by enhancing the NFIP and therely creating a network which
covers all ypes of TVO, Member States will have the perception that
Justice is being done, with a specific network established to combst this
prenomenon when it occurs,

effectively attempting to combat the phenomenon of TVO.

Protection of personal
data (Article 8)

Thiz option could have an mpact on the protection of personal data
gince the mdended network would have access to large amounts of
personal data on TVO. This personal data would not only relate to
football hooligans but to polfical activists and  ecremists. The
information gathered on these individuals may, in some instances, be
sowrced from intelligence. However, the Council Decision establishing
the MFIF included detailed provisions for data protection, thus rendering
this information channel secure. In order to mitigate the negative
impacts of this aplion, the revisedinew Council Decision would also
need 1o include defailed data protection provisions in order to ensure
that personal data on al types of TVO s corectly protected

A

Asoplion 221

Monediscrimination (.

il

By extending the scope of MFIPs to include all TVO, it is assumed that
the risk of discimination would decrease since all individuals falling
under the concept of TVO would be covered under this network. This
wiould ensure that Member States work in close cooperstion with each
other for all types of events, thereby also enswing that the measures
which they apply are similar. This would therefore ensure a better level
of protection against discrimination, with equal treatrment applied.

2

Asoption 3.21

Freedom of moverment

Thie option would have a slight negative impact on the freedom of
movernent. Though it Is assumed that combating the TVO phenomencn
would become more effective, there Is a chance that individuals who are
classified as TVO will have their movements reduced This is particularly
the case when no distinction is made between TVO who are sport fans
and those who are political activists since there is a risk that all TvOs
will be "pigeon-holed” into one classification As a result their
movemenis would be restricted every fime they wish to cross the border

-1

Asoption 3.21
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Criteria Fating  Explanation

3.2.1 Extendingthe scape of NFIPs 3.2.2 Creating a mew netvark

to ancther Member State. Any measures imposed therefore need to be
specific to the TVO in question and their area of actisty.

Right 1o an effective [t} Moimpact is envisaged for the right to an efective and fair trial, 0 Mo impact ervisaged.

rermedy and fair trial (A

470

Other effects

Stakeholders” 3 Foliowing stakeholder consultation, itis considered that acceptabilty for 3 Stakeholder acceptabilty for this option is high, particularly for

acceptability this option wil be high since the NFIP currently works very wellin thosa Member States who consider that 2 new netwark
practice. Member States consulted welcomed the ides of extending the should be estabished focusing on activities falling outside the
MFIP in order o cover all types of events falling under the TVO stope of sport due to the major diferences which exist in
phenomenon. They seefmed to be divided however, a5 1o whether one national structures between combating violence at sporting
TVO network should be established or whether the separaion between events and other types of events,

politic al and sporing events should remain due to the different actors
Imvobv ed in this area,

Risks associated with the -2 The risk associated with the implementation of the option is that the -1 There is a risk that yet another structure will be created in an
implementation of the national authorities responsible for foothall and politics are divided in the environment aready characterised by a complex set of
option Member States. By simpl extending the NFIP, conflicts might arise, with arrangements.

these authorities possbly hesitant fo cooperate, and exchange
infiormation with one andther when needed. Moreover, capacity
problems could arise, padicularly in smaler Member States, with NFIFs
not having adequate human resources available to handle increased
Infiormation flows.

Mareover, there = a risk that not al NFIPs are able to exchange
personal data. If information is only exchanged through MFIPs this could
therefore limi its effectiveness.
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Assessment of Option 3.3 Making use of a specific information exchange mechanism

Criteria

Rating  Explanation

3.3.1 Emphasise the use of existing alerts in §15 1l

3.3.2 Introdu ction of a nevetype of alent for sharing information om VD

vrithin SIS
Assessment of achievement of the policy objectives
To improve the 2 This option would improve the information available on TVO across the 3 Introducing a new type of alert for sharing inforrmeation on TVO
inforrration available on ELL. By increasing Member States’ use of SIS 11, more informeation would within 515 would have a posittve impact on the information
TVO acrossthe EU subsequently be available on TVO, when reguired avallable as Member States would identify such an alert as a
. . . - prmary tool for exchanging information on TVO, Mermper
Egu:l:ln ..E;:n:z\;a:m;z?:'?;s ;‘;’Dld:;e;:hmsdﬁj It:?:'t'i'i:: T}f:rzgyf Stales would therefore input more information on TYO within
increasing the ty aldirl’nrmatfon avgaiI;aIalachsstns Euﬂ" ' 515, thereby improving the information avallable. Moreover, the
9 P . infroduction of a specific alert would make !nfmmalinn in SIS I
However, this impact will depend on the wilingness of national more relevant to TVOs, thereby increasing the amount of
authorifies to use SIS as the Recommendations would not hawe a information available
binding effect on the Member States.
To render the exchange 3 Itis emvisaged that this option would Increase the use of alets in SISH, 4 A new type of alert for sharng Information would render the
of information on TVO particularly in relation to Aricle 36, sihce the benefits of the existing Information exchanged on TVO more effective since Member
more effective alerts would be reeemphasised to Member States This would assist States would have a "one stop shop for exchanging
Member States when exchanging information on TVO in relation to informeation on TVO.
serious crime and would thersfore render the information exchange
more effective.
However, this impact will depend on the wilingness of nafional
authorifies to use SIS as the Recommendations would not have a
binding effect on the Member States.
To reduce gaps in 0 Moimpact 0 MNolmgact
legislative approaches for
dealing with the TVO
phenomenon across the
EU
Assessment of costs and economic impacts
Direct costs -1 This option has low set up costs and administrative costs associated -2 Thisoption has medium costs associated with 1. At EU level,
with . At ELU level, the total direct costs are estimated to be betwean the total direct costs are estimated to be between €33 000 and
approximately €53 000 and €858 000, Al national level, it is estimated €147 000, At WMember State level, the total direct costs are
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Criteria Fating  Explanation

3.3.1 Emphasise the use of existing alerts in 515 0 3.3.2 Introdu ction of a neve type of alent for sharing information on TVO
weithin 9%

thatthe minirmum direct costs will be €45 000 and the maximum costs calculated to be, at & minimum, € 332 000, or at a maximum, €

will be €75 000. 582 000.

Indirect costs -2 It is emvisaged that the option would have indirect costs associsled with -2 The indirect costs associsted with the option are expected to be
it since the use of existing dersin 515 1 would contribute to combating similar to those under option 3.3.1.
the phenarmenon of TVO through more effective information exchange
This would therefore lead fo increased investigations, prosecutions and
furtherrmore mprisonment of those TVOs apprehended,

Benefits 3 This option would contribute to the prevention of TVO related crimes 4 It is expected that the option would have similar benefits as
which would also reduce the damages associated with them, since the those envisaged for option 3.3.1. However, the benefis would
use of existing alerts in 515 | by Member States will ncrease the be greater since Member States would know to drectly use the
effectiveness of information exchange and thereby contribute to the use system for exchanging nformation on TVO. Due to the user
of mare effective preventive measures. friendliness of the system, less time would be taken up in

determining what tool should be used and in using the aled
mechanism.

Assessment of social impacts and impacs on Tundamenta rights

Soclal effects, including 2 It ls envisaged that this option would increase the effiiency and 3 It is erwisaged that the soclal impact would be slightly greater

pubdlic health, perception effectiveness of excharging information on TVO, therety leadng to than option 3.21 since the introduction of a rew type of aken

of safety, etc. positive results in combating the phenomenon This would therefore could be perceived by the public as a sign of national
help to reduce the damages associated with TVO and increase the authorities  atternpting  to  effectively combat the TVO
perception of maintaining public hesth and safety as wel as improving phenomenon. Maoreover, a new type of alert would render the
the combating of crime affecting the ciizen. exchange of information more effective, thereby contributing to
the more efficient combat of crime.

Profection of personal 0 This opfion would not have an impact on the protection of personal data 0 Though the option proposes introducing a new type of aler for

data (Article 8 due 1o the safeguards which already exist within 515, Since the option sharing informeation, no negative impact on the protection of
would purely emphasisa the use of existing alerts, it is not envisaged personal data is envisaged since the safeguards which are
that any viclations of personal dala would occur. already builtinto the SIS would continue to apgly in this regard,

Mordiscrimination (A, -1 The option might have a negative mpact on non-discrimination snee it -1 A negative Impact is envisaged for this option since Member
winuld only cover those TVO who are Implicated in “serious” crirme. Since Stales could use the alert to varying degrees. Thiswould lead
Member States dffer in their interpratation of this concept, some to zome individuals being included in the new type of sed, with
indiv idusls may be discriminated more than others, depending on the others not included, thereby leading to discrimination. This
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Criteria Fating  Explanation
3.3.1 Emphasise the use of existing alerts in 515 0 3.3.2 Introdu ction of a nevetype of alent for sharing information on TVO
n S5
M ember State inwhich they are present, thereby applying different negative impact could be mitigated, howeyver, if the definition is
standards asto those individuals who should be included in a SIS alert. considered fo encompass offences which all Member States
The introduction of a defintion which aims to be all encompassing, consider to be serious.
however, may mitigate this negative impact since the interpretation of
what can be considered a "serious” crime may be more open for the
Member States.
Freedaorm of movermeant 0 There is no impact on freedam of moverment as the alert seeks o locate 0 Asoplion 331
3 person not 1o prevent their moverent.  Amy aciive measures would
have to be taken under national law
Right to an effective 0 Mo impact 0 Moimpact
remedy and fair trial (A,
47)
Other effects
Stakeholders” 2 Thowgh marny Member States have not made sufficient use of the 515 -2 Due to the need to modify the legisiative basis for governing
acceptability alets, it is considered that the use of SIS || will increasa due to the SIS 11 and the difficulties sssociated with introducing  new type
addifional “tools" introduced and as a conssquence of the EC of alert, the opion may not be easik accepted by Mermber
Recormmendations. It is therefore considered that the acceptabiity for Stdes, especially as the philosophy of an der having an
this option would be high since Member Stales would benefit from an "attion to be taken® would be changed by the new nclusion of
already existing rmechanism (o combat the TVO phenomenon, when “inforrration sharing Aers”. Moreover, since some Mermber
necessary. Stales do mot currently use the existing aleds, some would
question what the benefits of introducing additional alerts wouwld
be,
Risks associated with the -1 Only serious crime would be coverad, thereby nsking that the option is - 4 The implementation of the opion could be very costly due fo
implementation of the not effective enough for heling to combat the TVO phenomenon. the technicalties inwolked with introducing a new alert
option Though the use of the SIS Il alerts depends on the interpretation by the Moremver, unless the action which is to be undertaken by the
Member States, there is a risk that not all TVO activity would fall under alert is extremely specific, the issuance of an aledt solely for
the SIS I alert and therefore the alett would not be wide ranging TYO could be far too restriclive and arbitrary and could
enough. therefare be criticised by MGOs as wel as the Ewropean
Parliarment.
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Assessment of Option 3.3 Making use of a specific information exchange mechanism

Criteria

Rating  Explanation

3.3.3 Using exdsting Europol platforms and Interp ol notices

3.3.4 Establishment of a new mechanism for the eschange of
information on TYO

Assessment of achievement of the policy objectives

To improve the
information available on
TV across the EL

By providing Europol with a formal platform as the focal point of §

information exchange, information avalable on TVO might mprove
slightly though this would =till depend an the maotivations of the Member
Statesto gatherit.

The irformation available on TVO across the EL would improve with the
increased use of Interpol notices since Member States could take
advantage of an elaborated system This option would also Improve the
avalability of information on TWO with countries outside the EU, when
Member States cooperate with them,

Establishing a new mechanism for the exchange of information
on TYO would improve the information avalable across the EU
since the databases edisting in the Member Siates would be
inter-connected.

To render the exchange
of information on TVO
more effective

Providing Ewropaol with a mandate to host a new information exchange
would make this process more effective.  This would allow all
infarrmation to be exchanged through this system, thereby avoiding any
confusion and overaps which currently exist as to what system should
be used to exchange information. However, the information which could
be exchanged could only relate to TVO involved in cross-horder “serious
crime”. This therefore places a limitation on effectiveness of information
exchange through Eurapol channels,

Thie use of Interpol notices would render the ecchange of information on
TWO more effective, pariculary with third countries. Since many evenis,
such ag the G2 summits and environmental protests, irvolve TV O from
third courtries, Member States would be ensbled in exchanging
information on third-country national TVO.

The exchange of information on TVO would be rendered more
efiective  since Member States woud have a  specific
mechanism in place at EU level purel focussed on this. The
information would abways be easily available and this would
grestly assist Member States when trying 1o ablain information
on the TVO situstion in other Member Stales.

To reduce gaps in
legisiative approaches fior
dealing with the TVO
phenomenon across the

Moimpact

The ishment of 3 new m ism would help to reduce
gaps in legislative approaches for dealing with the TVO
phenomenon since cerain criteria would need to be agreed on
Tor inputting information into the database. This criteria would
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Criteria Fating  Explanation
3.3.3 Using exdsting Furopol platforns and Interpal notices 3.3.4 Establishment of 3 new mechanism for the exchange of
information on TVO
EU be based on different definitions of individuals and offences,

Assessiment of costs md'mrlu impacts

which would force Member States somewhal to ensure that
they had similar approaches in place.

Direct costs -1 Medium set-up costs and low administrative costs are associated with -4 Itis envisaged that this option will have high setup and running
this Policy Option. At EL) level, the minimum overal] costs will be €123 costs. At EU level, the overall direct costs will amount
270, with the maximum costs estimated to be at €187 878, At Member approximately betwesn €159 000 and €222 000. At national
State level, the minimum overall costs are estimated to be €104 222, level, tis cakulated that the overall direct costs will amount to
with the maximum direct costs calculated at €246 866, betwean €2 613 000 or & maximum of €4 160 000

Indirect costs -1 The better TYO related crimes are deall with, with the use ofthe Europol -3 The esfablishment of a new mechanism for the exchange of
and Interpol platforms, the higher the costs will be for inve stigating and Information on TWO will have high indirect costs since it Is
prosecuting TV Os aswel as imposing custodial sentences on them expected that & new mechanism would confribute to the

combating of the phenomenan, which would themby lead to
higher law anforcement costs such as investigation,
prosecution and imprisonment.

Benefits 2 The Policy Oplion will cortribute 1o the prevention of TVO related crimes 3 The oplion would contribute fo the prevention of TVO related
since Europol's intervertion would assist national autharities in crimes since all information exchanged would allow Member
combating the phenomenon The better information exchange will allow States to undertake prevertive measures to comibat the
national autherities 1o act faster when crimes are sbout to occur phenomenon. Thiswould therefore reduce the crimes which

are currently being commited by TVO and thereby reduce the
damages assoclated with such crimes

L ment of social imp and i on d rights

Social effects, including 2 By providing Europol with the mandate 1o exchange information on TWO, 2 The establishment of a new mechanism would have a positive

public health, perception itis considered that the process wil become more effective. This might social impact since citizens would perceive the TVO databass

of safety, e, hare a sight positive impact since citizens would consider justice being asthe key mechanism for exchanging information on this
done due 1o Europol's roke in combating the phenomenon. group. This would increase their perception thal justice was
belng done and that Member States were undertaking action to
a0
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Criteria

Fating

Explanation

3.3.3 Using exdsting Furopol platforns and Interpal notices

3.3.4 Establishment of 3 new mechanism for the exchange of
information on TVO

By using Interpol notices, the oplion will increase the effectiveness of
exchanging information on TVO with third courlries. This would
therefore have a positive impact on public heath and the perception of
safety with the better combating of the phenomenon,

combat crime and improve public safely.

Protection of personal
data (Article 8)

It is conesidered that the protection of personal data would increase since
Europol would be given the fornal platform as a focal point of
information exchange Due fo the strict data profection rules which
currently exist in Europod, it is considered that this option would in fact
improve the situation which currently exists of exchanging informeation
bilaterally between MNFIPs, law enforcement authorities and others.

Thie strict data protection rules currently existing &t Interpol would also
hase a positive impact on the protection of personal data

)

It iz arwisaged that this option could have a negafive impact on
the protection of personal data, paricularly if the mechanism
interinked databases existing in the Member States. There
would be a need to ensure that the same data protection
safeguards were in place in order to ensure that persona data
was protected at all times during information exchange
measures. These would include placing purpose limitation on
the use of the mechanism and the data exchanged as well as
infroducing data reterfion periods which safeguarded the
protection of personal data and other rights.

Morediscrimination (A

213

A risk of discrimination exists with this option since Europal only has the
mandate to deal with cross-border “serious® crime. Since some Member
States do not classify the actions of TWO as senous crimes, some TVO
may not be dealt with within Europol's competences. The issue of nom
discrimination could also arise in melation fo Interpol due to sport onk
seeming to fall under the scope of the alert system

-

The option could have both positive and negative impacts on
nonediscrimination. Member States would have to agree on the
diffarent information to be shared within this machanism This
would ensure that all Member States store the same type of
information on these individuals, thereby guaranteeing that no
Member State stores more (or less) information than another

The option has a negative impact in that individuals who have
their personal data stored on the database when classified as
TYO could be discriminated against in the fulure should they
wigh 1o fravel sbroad due to their ink 1o serous administrative
or criminal offences.

Freadarm of movarnant

Moimpact

The ishrment of a new mech iz expacted to render
information exchange more effective and subseguently the
combating of TVO activities. This could lead to increased risks
for indiiduals being classified in the database and having
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Criteria Fating  Explanation
3.3.3 Using exdsting Furopol platforns and Interpal notices 3.3.4 Establishment of 3 new mechanism for the exchange of
information on TVI0
banning orders and other prevertive measures imposed on
therm. Provisions would need 1o be put in place, therefore, to
ensure that preventive measures were only used when entirely
televant to combat the specific TVO attiities related 1o the
panticular individual in question.
Right to an effactive a Moimpact 0 Moimpact
remedy and fair trial (At
47
Other effects
Stakeholders” -1 Thowah some stakeholders would welcome Europad's irvolvernent inthe -3 Stakeholders’ acceplablity for this option is very low with the
acceptability combating of the TVO phenomenon, the limitations arisng from majority of Member States consulted not seeing the need for
Europofs mandate have been highlighted by Member States as a establishing a new mechanism due o the existing databases in
particular problem in this regard, place, Member States did not consider the phenomenon to be
‘With regard to Inferpol, the use of the alert systemn would depend on the ﬁcir:rﬂ:rrr.ln:trll;r;; nt;e:gr;dsr the establehment of & new
motivation of member countries. However, Interpol is currently used and .
is considered to be heneficial for the exchange of information with third
counfries,
Risks assoclated with the -1 There is a risk that the option could not be very effactive due to the -2 The risks associated with the implementation of this option is
Implermentation of the limitations existing in relaion to Europol's and Interpol’s mandates and that a new mechanism would be established which, though
option therefore the obstacleswhich could possibly exil, The legal basis for requiring significant mantenance costs, would not be often
Europol would alzo need to change resulting in a long implementation uged due fo the limted amount of TVO everts occurring.
process.
g2
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Table 5.8 Assessment of Option 3.4 Introduction of a European Banning Order

Criteria Rating  Exwplanation

Assessment of achievement of the policy objedtives

Toimprove the 1]
information available on
TW(0 acrossthe EU

This option would have no impact an improving the information available on
TV across the EU since the introduction of 3 European Banning Order
wigUld sirmply allows M ember States to mutually recognise their o,

Tarender the exchange 1
of infarmation an TWO
mare effective

Die to the increased mutual trust associated with mtual recognition, it is
erwisaged that this option would have 3 slight positive impact an rendering
the exchange of information on TV O mare effective since Member States
wigUld be mare willing to cooperate with one anather

Toreduce gapsin 3
legislative approaches for
dealing with the TW O
phenomenaon across the

EU

The option would reduce gaps in legislative approaches for dealing with the
TWO phenomenan since the mutual recognition of preventive measures
undertaken by WMember States would help to ensure that no major issues
arise when undertaking police cooperation. By heginning t0 motually
recognise Member State measures, Member States may also begin to make
amendments in arder to further align their national legislation.

Assessment of costs and economic impacts

High set-up and running costs are associated with this Policy Qption, At EU
level, the averall direct costs are calculated to be hetween approximately
€162 000 and a maximum of €292 000, At national level, these amountto a
hetween<709 000 and €1 287 000,

It iz assumed that the indirect cost of this option will be relatively high since
the better TV O related crimes are prevented and dealt with, the higher the
costsfor investigation, prosecution, trials and even imprisonment.

Direct costs -3
Indirect costs -2
Benefits 3

It is erwisaged that the Palicy Option will cantribute to the prevention of TV O
related crimes since individuals will be stopped from committing offences at
foothall events and ather large scale gatherings. The introduction of a
European Banning Crder will also help national authorities to act faster when
crimes are ahout to he cammitted.

Assessment of social irrﬁacts and impacts on fundamenta rights

Social effects, including 3
public health, perception
of safety, efc.

Similar to the European Arrest Warrant, the introduction of a European
Banhing Order would provide citizens with an increased perception that
justice was heing done since mutual recognition would facilitate proceduresin
the Member States. This would therefore assist in effectively combating the
phenomenon of TWO, therely helping to ensure puhlic safety and the combat
af crime.

Pratection of persanal -1
data (Article 8

The aption could have a slight negative impact on the protection of personal
data since Member States would share information on individuals who have
heen issued with a banning order. Member States would therefore need to
ensure adequate levels of data protection when exchanaing such information.

MHorediscrimination (At -1
21

Thiz option would have a negative impact on non-discrimination since there is
a tisk that the banning arderwill not be applied stricthy ta the events far which
the designated TWO is deemed to pose a threat The elaharstion of the
hanning arderwould therefore need to take this into account.

This could outvweigh the positive impact on non-discrimination since the
mutual recognition of banning orders woaould in fact ensuring that all TV O are
treated in the same manner.
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Criteria

Rating  Explanation

Freedom of movement

-1 The right to freedom of movement would be negatively impacted since a
European Banning Order could limit the movement of an individual from one
Member State to anather, with access to some Member States limited even
though the individual in question does not pose & risk to it The European
Banning Order would therefore need to have provisions in place to ensure
that banning movemert from one WM ember State to another was only imposed
in cases where no other option was availakble to restrict the ™0 from
committing an offence at an event.

Right to an effective 0 Maimpact.

remedy and fair trial (Art.

47

Other effects

Stakeholders' -1 Diffic ulties would arize relating to Stakeholders' acceptahbility due to the
acceptability different practices currently existing in the Member States in relation to TWO.

The complexities associated with mutual recognition waould be highlighted by
a number of Member States opposed to the concept due to the difficulties
associated with mutually recognising measures imposed at a national level
which differ significantly from one Member State to another. However, support
has been expressed by some Member States during the stakeholder
consultations and meeting of the Expert Panel.

Risks associated with the
implementation of the
aptian

-3 Aswith other mittual rec ognition instruments, such asthe European Evidence
Warrart, there is a risk that Member States will nat sufficiently use it and that
itweill therefore not provide the benefits envisaged.

There iz also a risk that the option is not entirely feasible legally since it would
encompass a number of diferent regimes therefore possibly creating further
complexities.
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5.3

Comparison of the Policy Options

This section provides a comparative assessment of the direct and indirect impacts, risks and
trade-offs of the Policy Options elaborated and assessed in Sections 4 and 5.2 abovwe, This
comparison will enable the identification of the preferred Policy Option presented in Section
6.

Table 5.10 below presents the ratings given to the Policy Option s,

The Policy Options receiving a high rating due to the extent to which they address the Policy
Options are those: introducing a definition of T%O in existing legislation (Policy Option 1.1.2
and Policy Option 1.1.3); establishing a TVO database in each Member State (Policy Option
2.3); and establishing a new mechanism far the exchange of information on TV [Falicy
Option 3.3.4).

In particular, the Policy Options establishing specific mechanisms purely aimed at combating
the T%0O phenomenon are expected to achieve very good results on addressing the
problems in the current situation. Policy Option 3.3.3 (using Europal platforms and Interpol
notices) would achieve the objective of rending the exchange of information on T%O more
effective. This is particularly the case in relation to the use of Interpol notices for the
exchange of information with third countries.

In contrast, options receiving a lower score were those which did not ade quately address the
policy ohjectives. With regard to Policy Option 3.4 (introduction of a European Banning
Order), though such a Palicy Option would be beneficial to TYO and could indirectly improve
mutual trust which would thus improve information exchange, the option does not have a
direct positive impact on the policy objectives to be achieved.

Concerning the social impacts and impacts on fundamental rights, the Policy Options
are considered to have medium level impacts on public health, perception of safety as well
as perception that justice is being dane. It is not expected that any Policy Option would have
a very great social impact without being packaged with other Policy Options. Concerning
nan-discrimination, the introduction of a common definition as well as the extension of the
scope of the NFIP was considered to provide the most positive impacts, though risks relating
to "labelling” individuals as T%0O could still exist.

Some Policy Options had negative impacts for the protection of personal data. This was
particularly the case in relation to establishing a TW0O database in each Member State (Policy
Option 2.3) and establishing a new mechanism for the exchange of information on TWO
(Folicy Cption 3.3.4). It was also envisaged that the freedom of movement would be
negatively impacted by same Policy Options, particularly thase relating to the introduction of
a commaon definition (Package 17, as well as the establishment of databases (Policy Options
23 and 3.3.4). Though possible negative impacts were identified, it was considered that
careful drafting of new instrurments implementing these Policy Options could mitigate these
to a large extent.

Concerning the assessment of stakeholder acceptabhility of the Policy Options proposed,
those consulted in the context of the study gave a clear preference for the use of existing
ingtruments and channels already in place. Reticence is expected in relation to those Policy
Options which propose the introduction of a national database (Policy Option 2.3} and the
establishment of a new mechanism specific for TV0O (Policy Option 3.32) due to many
Member States considering that there was not a sufficient need to introduce such measures,
Hesitance was also expressed in relation ta the use of platfarms at Europal and Interpol due
to the questions raised relating to their mandate for action.

As far asthe risks of the options are concerned, the assessments presented indicate that all
the options present these to a certain degree, which might lead to their failure. This is
particularly the case in relation to the options establishing a database (Policy Qption 2.3) or
an EU wide mechanism for exchanging information (Policy Option 3.3.2). There are also
risks associated with extending the scope of MFIPs (Policy Option 3.2.1) due to the
reluctance of law enforcement agencies to exchange information with contact points which
are not from the law enforcement area. The Policy Options which presented the less risk
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related to those which suggested using existing mechanisms which currently wark well at
national, and EU level, for exchanging information on Tw0O. With regard to Policy Option
3.3.3, there are risks in relation to the use of existing Europol platforms due to the significant
changesto be made to the legal basis of the agency.

Finally, with regard to the economic costs of the Policy Options, most options were
considered to have a small to medium cost associated with them, particularly in relation to
initial set-up costs, with running costs considered to be low in many instances. The Policy
Optians which were considered to be the most costly were ance again those relating ta the
establishment of a database (Policy Option 2.3) or the introduction of an El-wide
mechanism (Policy Optian 3.3.2).
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Table 5.9  Comparison of Policy Option ratings
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[ Preferred Policy Option

This Section of the Report provides considerations an the preferred Palicy Option. It firstly
presents the different components of the preferred option and includes an assessment of its
impact in comparison with the status quo. Finally, the Section presents the monitaring and
evaluation criteria for assessing progress made in the implementation of the option.

6.1 Elaboration of the preferred Policy Option

Following on from the assessment of each Palicy Option in Section 5 above, Figure 6.1
provides an overview of the manner in which the Policy Options could be accumulated in
order to improve the exchange of infarmation on TVO.

Agure 6.1 Overview of preferred Policy Option

TWO Definition (introducinga
rategaryof TV in existing
harndbooks)

Infarmmation and data on TV, guidance and
evglualion (improving infonmalion available on
TVO and events, strengthening guidance and
rvaluation)

Loordinaticn and exchange of
information [creating a new network,
cinphasising the use ol SIS 1 and making
use of Interpol notices)

Beller identilicalion ol 1Y0
Retter provention and managoment of the TV0D
phenvmenon

Baszed on the assessment of the individual Policy Options and their comparison, Policy
Options from each package can be identified as preferred. They are the following:

n Package1.  Policy Option 1.7.1: Introducing a category of TVO in existing handbooks;

» Package?.  Policy Option 2.1; Improving the information available on TW0O and
events

s Package3:  Policy Option 3.1; Strengthening guidance and evaluation,
Policy Option 3.2 2: Creation of a new network;
Palicy Option 3.3.1: Emphasise the use of existing alerts in 315 1I;
Policy Option 3.3.3: Using Interpol notices,

The preferred Policy Option is to combine these elements into a single package.
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6.2

6.2.1

6.2.2

Assessment of the preferred Policy Option

This section of the report presents an assessment of the preferred Policy Option. The aim of
this analysis is to assess the impacts of the preferred Policy Option as a "package”
comprising elements coming from different Policy Options considered.

As forthe individual asse ssments, the following criteria will be explored in turn:
n  Policy objectives;

m  The costs and econamic impacts (direct costs, indirect costs and benefits),;
»  Social impacts and impacts on fundamental rights;

m  The risks associated to the implementation of the Policy Options; and

s Stakeholder acceptability.

Policy objectives

The preferred Policy Option contributes to achieving the policy objectives set and thus would
improve the current status gquo in relation to gathering and exchanging information on TVO.

With regard to improving the information available on TVO across the EU, the introduction of
a definition of T%Q in existing handbooks will ensure that national authorities understand
which individuals fall under the concept and will therefore facilitate the gathering of
infarmation on them. This will further be improved by imposing an obligation an the Member
States to keep updated statistics on TVO and related offences, as well as the obligation to
produce risk assessments in relation to events organised. These measures will streamline
the current practices existing in Member States with different levels of information on the
phenomenan currently existing. In the future, it will be ensured that the type of infarmation
gathered is the same in the Member States. The creation of a new, complimentary network
for T%O not falling under the scope of MFIPs will also ensure that focus is placed on all
relevant individuals. This would increase the level of information gathered on all TWO.
Emphasising the use of existing alerts under SIS || will also contribute to improving the
availability of infarmation on TWO across the ELL

The exchange of information on TVO will be rendered more effective. Introducing a category
of T%O in existing Handbooks will ensure that no ambiguity exists amang national authorities
as to who falls under it, which would therefore facilitate the exchange of information among
Member States. Strengthening guidance and evaluation, paricularly by updating existing
Handbooks on transnational cooperation, will clarify the use of available instruments.
Maoreaver, national authorities would also be provided with guidance on which existing
information channels to use. In particular, emphasising the use of existing alerts in SIS I
would ensure that the benefits associated with it would be extended to more national
autharities. The increased use of Interpal notices will also contribute, paricularly in relation
to exchanging information with third countries. The creation of a new network would enable
national autharities to exchange information more easily through the existing MFIPs as well
as the new single points of contact, depending on the TWO in guestion. All groups of TWO
would be covered at the national level. As a result the preferred option would improve
coordination and provide greater clarity.

Gaps in legislative approaches for dealing with the T%O phenomenon across the EU will be
reduced with the implementation of the preferred Policy Option, particularly with the
introduction of a new category of TWO in existing Handbooks. This would provide Member
otates with a reference point on which to amend their legislation in order to provide a
common EU approach. Providing a common definition within tMember States would
contribute to reducing existing differences in national measures (administrative, criminal) and
possibly applicable offences.

Costs and economic impacts

The costs of implementing the preferred package are estimated to be low due to the soft
measures associated with it. At EL level, it is estimated that the total direct costs will range
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6.2.3

6.2.4

hetween €683 000 and €1 050 000, At national level, it is ectimated that the total direct costs
will range between € 1 307 000 and €2 087 000. The costs are mainly associated with the
creation of a new network and improving the information available on T%O, including
strengthening guidance and evaluation and improving the use of Interpol notices.

The preferred package will have indirect costs on the criminal justice system since it is
expected that more individuals considered to be TWO will be sanctioned. However, it is
considered that this number will be minimal and is difficult to estimate.

The benefits associated with the preferred option relate to the reduction in damages caused
to infrastructure following wiolent activities as well as the reduction in numbers of casualies
due to the preventive effect of the package.

Social impacts and impacts on fundamental rights

The implementation of the preferred Policy Option would improve the effectiveness of
information exchange on T%0 and could streamline the legislative approach for dealing with
the phenomenon in the Member States. This would consequently contribute to the
combating of crime and help to ensure public safety and security. In addition, the public's
perception that justice is being done can also be expected to increase. It is envisaged that
the introduction of a common definition of T%O as well as the creation of a new network
would contribute to this perception since public awareness of measures to tackle the
phenomenan would increase.

With regard to non-discrimination, it is envisaged that the package of Policy Options wil
contribute slightly to improving the current situation. Though there is a risk of categorising
individuals and linking them to wviolent offences by introducing a definition of TVO, its
introduction could reduce the risk of discrimination in the Member States since national
authorities will be provided with guidance as to who should be considered a TVO. The
creation of a new network would also contribute to decreasing discrimination since
cooperation in fighting the T%O phenomenon would be extended to TWOs who do not
currently fall under the scope of the MFIP, thus covering environmental, recreational and
political events. The right to an effective remedy and fair trial would also be positively
impacted by the implementation of these options since they would help to ensure that all
individuals falling under the scope of T%O are treated in the same manner.

Since the Policy Options would increase the exchange of information, more personal data
may be exchanged which could lead ta higher risks of a breach. It is therefore important ta
ensure that the possible negative impacts are mitigated by including detailed data protection
provisionswhen creating a new netwark.

Finally, some minor negative impacts on the freedom of movement could result from the
implementation of the preferred Palicy Option. Since Member States will be able to identify
Tw0O more easily due to the introduction of an agreed category, and combating the
phenomenon will be rendered more effective with the establishment of a new netwark,
Member States might increase their actions and take more preventive measures in order to
stop individuals categorised as TWO from travelling abroad, thus reducing the right to
freedom of movement of EU ctizens. In arder to help limit such a negative impacts, any
preventive measure should be restricted to the field of activity of the specific TS0 in question
and to related events, with all actions needing to be propartionate.

Risks associated with the implementation of the preferred option

A number of risks are associated with the implementation of the preferred option. Maost of the
components of the preferred Policy Option would not be legally binding on the Member
States but would rather be considered by them as attempting to influence their national
policies and practices. There is therefore a risk that the participation of Member States and
their willingness to implement some of the measures proposed at national level would be
low, thereby reducing the effectiveness of the preferred option. Thus, the averall benefits of
the option might not fully come to fruition.
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The implementation of the preferred option might not be considered by Member States who
do not experience any (or many) problems with TVO as proportionate, thereby resutting in a
reticence to implement the measures. Forthose countries that do experience problems with
Tw0O, there iz still a risk that national authorities might consider the preferred Policy Option
as not entirely necessary or imposing on them additional requirements and obligations (i.e.
gathering statistics, creating contact paints for a new network) which they do not have the
capacity to address. In addition, it is envisaged that there could be some 'evaluation fatigue'
which might jeopardise the effectiveness of the preferred option.

Stakeholderacceptability

Since the preferred Policy Option contains a number of measures which are considered to
be "soft" and non-binding on Member States, stakeholders' acceptability is envisaged to be
high. Though difficulties may occur in agreeing on a common definition to include in existing
Handbooks as well as agreeing on statistics to be gathered, Stakeholders consulted have
identified the need to have new tools in place for better information exchange.

Though the extent of the use of SIS 11 and Interpol currently differs amongst stakeholders, it
is expected that national authorities would support the increased ermphasis on using these
tools asthey are already established and have proven already to function well.

Maonitoring and evaluation criteria

This section of the Report describes the monitoring and evaluation criteria that could be
usefully applied to assess the impact of the preferred option. The approach to monitoring
and evaluation is discussed with respect to the policy objectives that the preferred Policy
Option will address.

Monitaring and evaluating the impact of the preferred Palicy Option on an on-going basis is
an imporant element for assessing the extent to which the Policy Option — and its
constituent parts — is having the desired impact an the policy objectives.

Proposed core progress indicators have been developed and potential sources of data and
evidence to inform those indicators are identified.

Table 6.1 Monitoring and Fraluation criteria

Policy objectives

Monftoring indicators

Sources of data and evidence

To improve the
information available on
TYO across the EU

Mumber of Member States

statistics an TV O;

Mumber of TWO idertfied in Member
States pertype of event;

Mumber of TWO idertfied in Member
States per offence committed;

Mumber of arrestsfconvictions of TVO in
member States;

keeping

Rizk assessments produced;

Best practices produced and exchanged in
the Member States,

Events evalusted in the Member States
relating to TWO; and

n Desk research including:

- rewiew  of wehsites of  national
atthorities  (Ministries  of  Justice,
Interior, Law Enforcement Authorities,
other relevant actors);

- review of reparts published by newdy
created netwoarks;

- review of reports  published by
national authorities;

- rewiewy of reports published  at
European and international level (g
Interpol reports); and

m  Stakeholder consultations in the farm of
irtenviews, sureys,

m  FPublic availability of data in Memher
States.
To render the exchange n Mumber of cross-border cases where m Desk research including:

of information on TWO
more effective

infarmation was exchanged on TWO,

- reviews  of websites of  national
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Policy objectives

Monftoring indicators

Sources of data and evidence

®  Mumber of cases where 515 |l alerts were authorities  (Ministries  of  Justice,
used in relation to TVO,; Interior, Law Enforcement Authorities,
n  Mumber of cases where Interpol notices other relevant actors),
ware Used for exchanging infarmation an - review of reparts puhlished by newdy
T, created netwoarks;
5 Mumber of cases where information on - review 0f reports published by
cross-border  activity was  exchanged national authoritie s,
through NFIP; . )
- review of reports published  at
n Mumber of cases where infarmation on Eurapean and international level {e.g.
cross-horder  activity was  exchanged Interpol reports); and
through newty established network; Stakeholder consultations in the form of
m  Share of cases where information was interviews,  surveys  with  national
exchanged hetween Member States and autharities as well as interviews with
third countries; 518, BIREME bureaus, Interpal.
m Mumber of national contact paints under
newdy estahlished network;
m Mumber of people working in national
cantact point; and
m Mumber of cases where cooperation
occurred  between  newly  established
network and MEIP
To reduce gapsin n  Implermentation of new definttion in natianal Diesk research including:
legislative approach es for legislation and practice; ) ) o
dealing with the TYO - reviiew of national legislation and
n MNMumber of handhooksirecommendation instruments;
phenomenon acrossthe L B .
gte. where the new definition was included; ) o
EU and - review of European legisliation; and
m Implementation of new definition in ather Stakanolder consuitation in the form of

European instruments.

interviews with national practitioners,
European institutions including Council
ofthe Earopean Union, MEIPs, newwby
created network.
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