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Goal

The goal of this training is to get you
familiar with basic HT TP traffic and
understand how to target and expliot it
using X-KEYSCORE




Agenda




Whatis HT TP?

HT TP stands for Hypertext Transfer
Protocol and it's the primary protocol for
transferring data on the World Wide Web




Why are we interested in HT TP?
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Because nearly everything a typical user
does on the Internet uses HI TP
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Why are we interested in HT TP?

* Almost all web-browsing uses HTTP:
= Internet surfing
= Webmail (Yahoo/Hotmail/Gmail/etc.)
» OSN (Facebook/MySpace/elc.)
= Internet Searching (Google/Bing/etc.)

« Online Mapping (Google Maps/Mapquest/etc.)




How does HT TP work?

« HTTP is comprised of requests from clients to
servers and their corresponding responses

=« Many analysts are already familiar with the
terms “client-to-server” or “server-to-client”
collection (also referred to as “client side” or
“server side” collection).




How does HT TP work?

« A “Client” is usually referring to a Browser
(like Firefox or IE) which is also referred to as
the “User Agent”

= The “Server’ can also be referred to as the
‘web-server or “origin-server: which is the
machine that is storing the data that is being
accessed (like a web-page, a map, an inbox,
etc)




HIT TP Activity

« HTTP activity comes in two types:
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HI TP Activity

« HTTP activity comes in two types:
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Client vs. Server Side Traffic

* How do you know which side you re looking
at’?
* Client-to-Server requests are generally small

In size and are computers talking to other
computers

* They contain standard HT TP header fields like
"Host:” "Accept.” "Connection” etc.







